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Tom tit - Chiic niing chinh ciia hé théng phat hién xam
nhip mang (Intrusion Detection System: IDS) 1a dé bao
vé hé thong, phin tich va du bao hanh vi truy cip mang
ctia nguoi sit dung. Nhiing hanh vi nay dugc xem xét la
binh thuong hoic mét cude tin cong. Cac phuong phap
may hoc dugc sit dung trong cic IDS nho kha ning hoc
héi tir cac miu dit liéu trong qua khn dé nhén ra cac
miu tin céng moéi. Cic phuong phip nay tuy hiéu qua
nhung lai ¢6 chi phi tinh toan tuong déi cao. Trong khi
d6, khéi luong va tbc d6 cla dir liéu mang phat trién
ngay cang nhanh, cic vin dé chi phl may tinh can phai
duoc giai quyet Bai viét nay dé cip dén viéc sit dung
thuiit toan két hop véi cac dé do thong tin dé rat gon
cic thue tinh caa tip di liéu cin phin tich. Nho dé,
giup xiy dung cic IDS voi chi phi thip hon nhung hiéu
niing cao hon phi hep voi cic mang quy mé lén. Két
qua thir nghiém trén tip dir liéu NSL-KDD99 sit dung
danh gia chéo 5-fold di minh chung: voi tap cac thuge
tinh t6i wu phit hop vé6i kidu phin 16p ciing nhw phwong
phap may hoc, d chinh xac phin lop cia cac IDS da
dwgc cai thién voi thoi gian tinh toan it hon.

Tor khoa: May hoc; An ninh mang; Rit gon thudc tinh

I GIGITHIEU

Do nhiing tién b cong nghé gin day, cac dich vy
dua trén mang ngay cang dong vai tro quan trong
trong x& hoi hién dai. Ké xam nhép khéng nglmg tim
kiém céc 15 héng cta hé théng may tinh dé truy cap
trai phép vao nhan ctia hé théng. Tuy nhién, cac IDS
hién tai vAn chua di linh hoat, kha ning mé rong
khong cao, ciing nhu khéng di manh dé déi pho voi
cac cude thn cdng nhu vay.

Trude day, cac phuong phap dua trén luat di
c¢hiém uu thé. Nhitng phuong phap ndy tim ra sy xam
nhéap béng céach so sanh cac dic tinh cta dit liéu can
phan tich voi cac dau hiéu tn cong di biét. Khi luu
luong mang phat trién nhanh chong, viéc cap nhat cac
déu hiéu tin cong ngay cang tro nén kho khan, té nhat
va tén nhidu thoi gian. Ké tir d6, cac phu’(mg phéap
may hoc di dugc gidi thidu dé giai quyet vén dé phat
hién xam nhép. May hoc dé cap dén cac thuat toan
may tinh c6 kha ning hoc héi tir cdc mau dit liéu trong
qua khur dé nhan ra cac mau tin cdng moi. Dua trén
may hoc, cac IDS d4 hoat dong 6t hon trong nhiéu
bao cao ciing nhu thue té trién khai. Tuy nhién, tai san
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"khoéng c¢6 md hinh" cta cac phuong phap nhu vay
gdy ra chi phi tinh toan tuong déi cao. Hon nita, khdi
Tuong va tée do ciia dit lidu mang phét trién ngay cang
nhanh, cac vin dé chi phi may tinh cin phai duoc giai
quyét [1].

M@t trong nhiing giai phap quan trong nhdm giam
chi phi tinh toan 1a rt gon sb thude tinh cta di liéu
¢an phén tich. C6 nhidu tiép can khac nhau vé van dé
nay da duoc cac hoc gié trinh bay [2, 3, 4]. Tuy nhién,
cac thude tinh duoc lua chon khong chi phu thude vao
kiéu phan 16p ma con phu thuge vao phuong phép
may hoc, dén nay chua c6 mot nghién ctru ndo dédnh
gia diy du cac thude tinh nao la phit hop nhét ung véi
timg kiéu phan 16p, cling nhur phuong phap may hoc
duoc st dung trong cac IDS.

Néi dung bai bao dé xuét st dung cac do do thong
tin nhu: ty sudt loi ich va thude tinh tuong quan dé
xép hang d6 quan trong cua cac thude tinh trong tap
dit liéu can phéan tich. Sau do, st dung hai thuét toan
Backward Elimination Ranking (BER) va Forward
Selection Ranking (FSR) [1] dé loai bo céc thude tinh
khong can thiét. Tur do, tim ra céc tap thude tinh rut
gon tdt nhét tmg voi timg kiéu phan 16p cling nhu
phuong phap may hoc.

Viéc it gon s thude tinh cda dit liéu giup cai
thién hiéu nang cia cac IDS duya trén may hoc, cu thé
1 giam thoi gian hudn luyén va kiém tra, dong thoi
tang d6 chinh xac phén 16p.

II. TAPDULIEU

Trude khi cac bd phan 16p duoc dua vao st dung
dé phat hién xdm nhdp mang, cac bo phan 16p phai
trai qua qua trinh huén luyén va kiém tra, viée huén
luyén va kiém tra duoc thue hién trén tap dit ligu da
duge gan nhin trude. Theo théng ké [5], tap dit liéu
duge str dung phd bién nhét trong céac thi nghiém cho
dén nay la KDD99, dugc tao ra bang cach xir Iy phan
dtr liéu TCPDUMP léy dugc trong 7 tudn tir hé théng
phat hién xam nhap DARPA 1998. KDD99 gom céc
tap dit ligu huén luyén va kiém tra. Tép dir ligu huén
luyén ¢ 4.898.431 ban ghi, mbi ban ghi ¢6 41 thude
tinh (loai giao thire, dich vu va co) va duge dan nhén
l1a binh thuong hodc mot cude thn cdng mot cach
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chinh x4c véi mot kiéu tin cdng cu thé [6]. S6 the tu
va tén céac thudc tinh duge mé ta chi tiét & Bang 1.

Béang 1. TAP 41 THUOC TINH CUA TAP DU LIEU KDD99.

1 | duration 22| is guest login

2 | protocol type 23| count

3 | service 24| srv_count

4 | flag 25| serror rate

5 | src bytes 26 | srv_serror rate

6 | dst bytes 27| rerror rate

7 | land 28| srv_rerror rate

8 | wrong fragment 29| same srv rate

9 | urgent 30| diff srv rate

10| hot 31| srv_diff host rate

11| num_failed logins 32| dst host count

12| logged in 33| dst host srv_count

13| num_compromised 34| dst host same srv rate
14| root shell 35| dst host diff srv rate
15| su attempted 36| dst host same src port rate
16 | num_root 37| dst host srv diff host rate
17| num file creations 38| dst host serror rate

18 | num_shells 39| dst host srv serror rate
19| num_access files 40 | dst host rerror rate

20 | num_outbound cmds |41 dst host srv rerror rate
21| is_host login

Tap dit liéu huén luyén chua 22 kiéu tin cdng va
thém 17 kiéu trong tap dit ligu kiém tra, duoc phan
thanh 4 nhom:

(1) Denial of Service (DoS), gdbm cac kiéu tén
cdng nhu: neptune, smurf, pod, teardrop, ... 3 do, ké
tén cong lam cho cac tai nguyén tinh toan hodic bo nho
qua tai dé xur Iy cac yéu cau hop 18, hodce tir chdi nguoi
dung hop 1€ truy cap may.

(2)Remote to Local (R2L), gdm cac kiéu tén cong
nhu: guess-passwd, ftp-write, imap, phf, ... O d6, ké
tdn cong tuy khong ¢ tai khoan nhung ¢6 kha ning
giri cdc goi tin dén mot may qua mang, s& khai thac
mot 6 16 héng dé dat duoc quyén truy cép cuc bo nhu
1a nguoi st dung cuia may do.

(3) User to Root (U2R), gdém céc kidu tin cong
nhu: buffer-overtlow, load-module, perl, rootkit, ...
O do, ké tin cong bt ddu voi mét quyén truy cap binh
thuong va sau d6 khai thac mét s616 héng dé dat duoc
quyén truy cap root trén hé théng.

(4)Probe, gdm céc kiéu tdn cong nhu: port-sweep,
ip-sweep, nmap, ... O do, ké tin cong nd lyc thu thap
thong tin v& mang may tinh nhdm pha v& kha ning
kiém so4t an ninh ctia no.

Nam 2009, Tavallaee va cac ddng nghiép [6] di
tién hanh phan tich théng ké bo dit liéu KDD99. Cac
téc gia tim thiy mét sé luong 16n cac ban ghi du thira,
78% trong tap dit liéu huin luyén va 75% trong tap dit

liéu kiém tra. S luong ban ghi trung 1ap nay ¢ thé
ngédn chin cac thuat toan may hoc vé1 cac ban ghi
khéng xudt hién thuong xuyén nhu cée cude tin cong
U2R. Céc tac gia cling luu ¥ ring cac ban ghi tring
ldp trong tap dit liéu KDD99 ciing s& lam cho két qua
danh gia bi sai 1léch, boi cac thuat toan s& phat hién 6t
hon v6i cac ban ghi xudt hién thuomg xuyén.
Tavallace va cac ddng nghiép [6] da tao b dir liéu
NSL-KDD tir tap dit liu KDD99 dé giai quyét cac
vén dé di dé cap ¢ trén, bing cach loai bo cac ban ghi
du thtra. Tap dir ligu huén luyén cua NSL-KDD gém
125.973 ban ghi va tap dif lidu kiém tra gbm 22.544
ban ghi, it hon nhiéu so véi tap dit ligu KDD99. Cac
tac gia cho rang kich thude ctia tap dirliéu NSL-KDD
1a hop ly, c6 thé duoc st dung nhu tép dit liéu hoan
chinh ma khong can phai 14y miu ngiu nhién. Diéu
ndy cho phép xem xét mét cach nhét quan va c6 thé
so sanh cac cong trinh nghién ctru khac nhau.

Théng tin chi tiét v& mdi kiéu tin cong trong tap
dit liéu NSL-KDD duoc mo ta ¢ Bang 2.

Bang 2. THONG TIN TAP DU LIEU NSL-KDD.

Phén lép Tén tin cong S6 ban ghiTy 18 %
Normal 67.343 [53,45
Probe ipsweep, mscan, nmap, 11.656 | 9,26

portsweep, saint, satan
DoS apache?2, back, land, mailbomb, | 45.927 |36, 46

neptune, pod, processtable,
smurf, teardrop, udpstorm

U2R buffer overflow, httptunnel, 52| 0,04
loadmodule, petl, ps, rootkit,
sqlattack, xterm

R2L ftp write, guess passwd, imap, 995 | 0,79
multihop, named, phf, sendmail,
snmpgetattack, snmpguess, spy,
warezclient, warezmaster,
worm, xlock, xsnoop

Téng cong 125.973 | 100%

III. GIATPHAP

Dé tim ra tap cac thude tinh phit hop nhét voi kidu
phén 16p cling nhu phuong phap may hoc. Trude tién,
tiy kiéu phan 16p, cac thude tinh s& duoc sap thir tu
(giam dén) dua vao do do thong tin. Sau do, mot thuat
toan lya chon thugc tinh duoc ap dung dé lua chon
cac thude tinh phit hop nhit tmg voi timg phuong
phéap may hoc. Phan tiép sau trinh bay so luge vé cac
do do thong tin, cac moé hinh may hoce, cac tiéu chi
déanh gia, cling nhu cac thuét toan Iua chon thude tinh
duoc st dung trong thi nghiém.

A. Cac dé do thong tin

Céc d6 do thong tin duoc dé xuét st dung dé Xép
hang dd quan trong cuia cac thude tinh trong tap dir
liéu can phéan tich gom: ty suat loi ich (Gain Ratio:
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GR) va thuéc tinh tuong quan (Correlation Attribute:
CA).

Gia thiét:

S: Tap dir ligu huén luyén

S;: Lop cua tap cac lop C; (i=1, ..., m)

a;: Gia trj thude tinh A =1, ..., v)

Chi s6 thong tin (Information) cho su phéan 16p:

1(S,,S,, ., S,) =%, Llog, (s)

Gia st thude tinh A duge chon dé hudn luyén,
A={S’1,S%, ..., Sy}

Khi d6, chi s6 théng tin mong mudn (Entropy) cho
su phén 16p cua A duogc tinh theo cong thirc:

, s i STy

B = By (- 22, 5108, )

Trong do, 87 la cac trudong h(_yp phén 16p cua S

(1) b6 loi thong tin ¢é6 duoc trén thude tinh A
dugc tinh nhu sau [7]:

Gain(A) =1(S1, S2, ... , Sm) - Ent(A)

(2) Ty suét loi ich duge tinh nhu sau [7]:

Gain Ratio(A) = Gain(A)/Split Info(A)

(3) Tuong quan thude tinh chi dinh mirec d6 phu
thuéc gitia cac thude tinh, né dai dién cho mdi quan
hé tuyén tinh gitta céc thude tinh [7]:

_ ZiLi(a; — A)(b, — B)
ab Na,oy

O day, N1a s6 ban ghi, a; va b; 1a cac gid trj tuong
tmg ctia A va B & ban ghi thir i, A va B 1a gia tri trung
binh cua 4 va B, g, va oy 1a do 1éch chudn cia A, B.

B. Cdc mé hinh may hoc

Phan nay trinh bay tom tit mét sé mé hinh may
hoc chinh [8] dugc st dung trong thuc nghiém dé tim
ra tip cac thude tinh téi thidu phu hop nhét tng véi
tung kidu phéan 16p:

(1) K lang giéng gin nhét (k-NN): 1a mdt trong
nhiing phu’(mg phép truyén théng phi tham s va don
gian nhét dé phan 16p dii liéu. N6 tinh khoang cach
Xap xi gitia cac diém khéc nhau dua trén cac dit lidu
dAu vao va sau d6 chi dinh diém khong dugce dan nhéin
vao 16p cua k 1ang giéng gin nhét ctia no. Trong qua
trinh phan 16p, k 1 mot tham s& quan trong va cac gid
tri khac nhau k & tao ra céc két qua khac nhau. Néuk
I6n dang ké, nhing lang giéng duoc st dung dé du
doén s€ lam cho thoi gian phan 16p 16n va anh hudng
dén tinh chinh xac cda du bao.

(2) May vecto hd tro (SVM): La mét giai thuat
may hoc dua trén ly thuyét hoc théng ké do Vapnik
(1998) dé xuét. Bai toan co ban cliia SVM 1a bai toan
phan 16p loai 2 16p: Cho trude n diém trong khong
gian d chiéu (mdi diém thude vao mot 16p ky hiéu la
+1 hodc -1, muc dich cia giai thuat SVM la tim mot
sidu phang (hyperplane) phan hoach t6i wu cho phép

chia cac diém nay thanh hai phin sao cho cac diém
ciing mét 16p nim vé mot phia véi sidu phang nay.

(3) Mang no ron nhan tao (ANN): La m6 hinh xtr
1y théng tin mé phéng hoat déng ciia hé théng than
kinh sinh vat (Haykin, 1999), bao gdm sb luong 1én
cée no ron duge gin két dé xur Iy thong tin. Mang no
ron nhiéu 16p (MLP) 14 cdu triic mang no ron duogce sir
dung rong réi trong bai toan phan 16p. MLP gdm mot
16p dau, 1a mét tap hop cac nut diu vao; mét hodc
nhiéu 16p 4n ciia cac nut tinh todn va mot 16p déu ra
clia cde nat tinh todn. Mdi két ndi gitta cdc no ron
duoc gén véi mot trong sb duoc diéu chinh trong sudt
qué trinh huén luyén. Ngoai ra, mot thuat toan lan
truyén nguoc cling duoc st dung dé dao tao mot MLP.

(4) Cay quyét dinh (DT): Véi nhitng uu diém ciia
minh, DT dugc danh gia la mét cong cu manh, phé
bién va dic biét thich hop cho khai khoang dit liéu néi
chung va phéan 16p dit liéu néi riéng. Ngoai nhiing uu
diém nhu: xay dung twong déi nhanh, don gian. Viée
phén 16p dua trén DT dat duoc sy tuong tu, doi khi 1la
chinh xac hon so vé1 cac phuong phap phéan 16p khac.
Cac thi nghiém thuc hién & phén sau s€ minh ching
cho nhén dinh do.
C. Tiéu chi danh gia

Néu FP la s6 mau bi phan 16p sai 1a dwong tinh;
TP 14 56 mau duge phén 16p dung 14 duong tinh; FN
14 s6 mAu bi phan 16p sai 1a am tinh; TN la s6 mau
duoc phéan 16p ding 1a am tinh. Viéc danh gia hiéu
ning cua cac IDS duoc thuce hién qua viéc do va so
sanh cac chi s6 [9]:

- Accuracy = (TP + TN) / (TP + FP + TN + FN)

- Sensitivity = Recall = TPR = TP / (TP + FN)

- Specificity = TNR = TN / (TN + FP)

- Efficiency = (Sensitivity + Specificity) / 2

- b6 chinh xac canh bao: Precise = TP / (TP+FP)

- Thoi gian hudn luyén

- Thoi gian kiém tra

Co nhidu phuong phap danh gia do chinh xac du
bdo nhu: danh gia chéo K-fold, Holdout, Re-
substitution va Leave-one-out [10]. Trong d6, danh
gia chéo K-fold duoc xem la hiéu qua, phu hop voi
céc IDS. Theo d6, cac ban ghi duge phan ngdu nhién
thanh k tap con; mot tap con dugc chi dinh la tap dir
liéu kiém tra va céac tap con con lai duge xtr Iy nhu tap
dir liéu hudn luyén. Sau do, qué trinh d4nh gia chéo
l4p lai & 14n, ciing nhu d6 chinh x4c phan 16p ¢6 thé
duge kiém tra théng qua cac do chinh xac phéan 16p
trung binh tirk 14n danh gia. Panh gia chéo K-fold dac
biét phu hop voi ngudn dir lidu hudn luyén 16m, trai
v6i dénh gia Leave-one-out, tdn nhiéu thoi gian dé
thue hién.

D. Thudt toan chon lya thudc tinh
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Cé hai thuét toan lua chon thude tinh duoe dé xuét
thuc hién la Forward Selection Ranking (FSR) va
Backward Elimination Ranking (BER).

Thudt toan dau tién (FSR), xudt phat tir tap cac
thude tinh réng, sau do cac thude tinh sé 1an luot duoc
chon dé bd sung néu viée bé sung thude tinh do giup
cai thién do chinh xac phan 16p cua hé théng, cac
thudéce tinh c¢6 d6 do théng tin 16n hon s& dugce chon dé
bd sung trude. Luu dd gidi thuat cta thuat toan dugc
trinh bay & Hinh 1.

Thut toan thtr hai (BER), xuét phat tir tap ddy du
41 thude tinh, sau d6 céc thude tinh & 14n luot duge
chon dé 1oai bé néu viée loai bé thude tinh do giup cai
thi€én do chinh xac phan 1ép ctia hé théng, cac thude
tinh c¢6 do do thong tin nhé hon s& dugce chon dé loai
b6 trude. Luu do giai thuat cta thuat toan dugc trinh
bay & Hinh 2.

Bit ddu

S>=Thubc tinh diu tién ciia S

v

Tinh @6 chinh xic phin lépcia S;  [d=

v

Tinh d¢ chinh x4c phén 16p ciia S3=
Sz thém thude tinh ke ti€p thir i clia S

Do chinh xac phin
16p clia S tét hon S22

Hoan thanh khi i=41
Két thiic

Hinh 1. Thuit toan lya chon thude tinh FSR.

Céc chuong trinh, thuét toan trong thi nghiém st
dung ngén ngft 1ap trinh C#, dua trén thu vién, khung
lam viéc may hoc Accord NET (http://accord-
framework.net) va co s¢ dit ligu SQL Server 2014.
Thudt toan cdy quyét dinh dimg C4.5; thuat toan k
lang giéng gén nhat dung k=5, ddy 1a két qua duoc
chon sau khi chay thir va kiém tra voi cace gia tri khac
nhau ctia k; thuit toan SVM & ddy ding SVM tuyén
tinh.

S2=S

v

Tinh d6 chinh xic phin1ép cia S, [

v

Tinh d6 chinh xac phén 16p cia S3=
S2 bé thude tinh thi i tir sau tGi cia S

Do chinh xac phin
No 16p ctia S3 tét hon S;?

Hoan thanh khi i=1

Hinh 2. Thuit toan lua chon thudc tinh BER.

IV. KET QUA THI NGHIEM

Thoéng tin chi tiét vé cac tap dir liéu ding trong thi
nghiém, s6 mau tin cu thé tng v6i moi kiéu tan cong
trong moai tap dit liéu duoc thong ké & Bang 3.

Bang 3. CAC TAP DU LIEU THI NGHIEM.

$6 mAu tin @ng véi tng kiéu tin cong

Normal | DoS | Probe | U2R | R2L

Tén tép dirliéu

NSL-KDD 67.343 145.927| 11.656 52 995

Probe-U2R-R2L 0 0| 41.102 52 | 1.126

Trong do, tap dir liéu NSL-KDD dugc st dung
cho cac phan 16p Normal va DoS, tap dit liéu Probe-
U2R-R2L gdm tat ca cic miu tin cta cac kiéu tén
cong Probe, U2R va R2L rut trich tu tép dir liéu
KDD99, duge st dung cho cac phan 16p con lai:
Probe, U2R va R2L.. b6 1a do ty 1€ mau tin cta cac
kiéu tin cong Probe, U2R va R2L & téap dit liéu NSL-
KDD it, khong dam bao d¢ chinh xac phan 16p khi
danh gia hiéu qua cua thuat toan.

Tiép theo, tiy kiéu phan 16p 1a Normal, DoS,
Probe, U2R hodc R2L., ta tién hanh tinh toan do do
thong tin ciia timg thude tinh. Két qua tinh toan va sép
Xép do do thong tin ctia cac thude tinh duge trinh bay
& Bang 4 v6i cac do do thong tin dé xuét 1 ty sudt loi
ich GR va thudc tinh tuong quan CA.
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Bang 4. CAC THUOC TINH SAP XEP THEO DO DO THONG TIN.

Phén lop

b do
thong tin

Cac thude tinh sip theo thir tw giam
din vé @6 do théng tin

Normal

GR

12, 26, 4, 25, 39, 30, 38, 6, 5, 29, 3, 37,
8, 33, 34, 35, 31, 41, 23, 32, 28, 16, 27,
36, 19, 2, 13, 15, 10, 1, 40, 17, 11, 24,
14,18,22,7,9, 20,21

CA

29, 33,34, 12, 39, 38, 25, 26, 4, 23, 32,
3,2, 28, 41,27, 40, 35, 30,31, 8, 36, 37,
1,22, 19,15, 17, 14, 10, 16, 13, 18, 7, 5,
6,11,9,21,24, 20

DoS

GR

26, 25,39, 4, 38, 5, 30, 12, 6, 29, 8, 35,
37,3, 34, 23, 33, 31, 32, 1, 13, 36, 22,
16, 10, 19, 17, 14, 2, 11, 15, 18, 24, 9,
40, 27,7, 41, 28, 20, 21

CA

29, 39, 38, 25, 26, 34, 23, 33, 4, 12, 32,
3,31,36,37,2, 8,40, 1, 27, 28, 22, 41,
35, 10,24, 19, 14, 11, 17, 15, 18, 7, 30,
16, 13,9, 5, 6,21, 20

Probe

GR

12,22, 10, 6, 11, 14, 17, 19, 18, 9, 13,
15,5, 16,3, 37, 39, 1, 41, 35, 34, 30, 33,
40, 29, 4, 2, 28, 32, 23, 27, 31, 25, 24,
26, 38, 36, 20, 8, 7, 21

CA

12, 10, 22, 35, 27, 40, 4, 34, 29, 41, 28,
3,30, 11, 14, 32, 23, 31, 24, 19, 13, 18,
26,37, 39, 17,2, 25, 16, 38,9, 1, 15, 33,
36,6,5,20,8,7,21

U2R

GR

14,13, 17, 18, 16, 6, 10, 1, 12, 5, 3, 41,
35,27, 40, 4, 32, 23, 28, 33, 34, 38, 24,
31, 29,2, 30, 26, 25, 8, 39, 37, 7, 15, 9,
20,22, 19, 36, 11, 21

CA

14,18, 12, 17, 13, 16, 9, 27, 32, 35, 34,
40, 4, 28, 41, 3, 29, 19, 31, 30, 23, 24,
33,38, 2, 26, 39, 37, 1, 10, 11, 22, 25,
36,5, 6,15,7, 8,20, 21

GR

12,22, 10,6, 11, 16, 13, 19, 15, 5, 3, 37,
39, 1, 41, 35, 34, 30, 33, 29, 40, 4, 2, 32,
28,23, 27,31, 17, 25, 24, 26, 38, 36, 18,
20,9, 8, 14,7, 21

CA

12, 22, 10, 35, 27, 40, 4, 3, 29, 34, 41,
28,30, 11, 23, 32, 31, 24, 19, 26, 37, 39,
25,2,38,16,13, 1,9, 17, 15, 18, 33, 14,
36,6,5,7,20,8,21

tinh rat gon d4 duoc cai thién so véi tap thude tinh déy
du.

V61 phan 16p Normal, phuong phap may hoc dung
DT vé6i cée thude tinh duoe chon nho thudt toan két
hop BER-GR cho két qua tdt nhit ca vé do chinh xac
(99.73%) 14n do nhay (99.74%).

V61 phan 16p DoS, phuong phap may hoc dung
DT vé6i cée thude tinh duoe chon nhd thuét toan két
hop BER-CA ciing cho két qua t&t nhat ca vé do chinh
x4c (99.98%) 14n d6 nhay (99.97%).

Tuong tu, vé1 phan 16p Probe, phuong phap may
hoc dung DT véi cac thude tinh duge chon nho thuat
toan két hop BER-CA ciing cho két qua tét nhat ca vé
d6 chinh x4c (99.93%) 14n do nhay (99.96%).

Riéng phéan 16p U2R, phuong phap may hoc dung
DT vé6i cée thude tinh duoe chon nhd thudt toan két
hop BER-GR di1 cho két qua tét nhat vé do chinh xac
99.91%, nhung vé d6 nhay chi dat 88.61%, thip hon
so v6i khi sir dung day di 41 thude tinh 99.87%.

Tuong tu, véi phan 16p R2L, phuong phap may
hoc dung DT véi cac thude tinh duge chon nho thuat
toan két hop BER-CA ciing cho két qua tét nhét vé do
chinh xac 99.91%, tuy nhién vé do nhay chi dat
99.01%, thap hon mét chit so voi khi st dung ddy du
41 thuée tinh 99.83%.

Bang 5. PO CHINH XAC PHAN LGP NORMAL.

Sau do, hai thuat toan lua chon thudc tinh BER va
FSR duoc ap dung dé lwa chon cée thude tinh phu hop
nhét tmg véi timg phuong phap méy hoe. Két qua do
chinh xac phén 16p (accuracy) va d6 nhay (sensitivity)
sir dung danh gid chéo 5-fold t6t nhit ing voi timg
kiéu phén 16p, ting d¢ do thong tin, cling nhu ting
mé hinh may hoc dugce trinh bay & cac bang tir Bang
5 dén Bang 14. Theo do, c6t GR thé hién d6 chinh xéac
(hodc d6 nhay) phan 16p khi stir dung d6 do thong tin
laty suét 101 ich va ¢ot CA thé hién d6 chinh xac (hoac
do nhay) phan 16p khi st dung do do thong tin 1a thude
tinh twong quan, va cudi cung cét FULL thé hién do
chinh x4c (hodc d6 nhay) phan 16p khi str dung day du
41 thuoe tinh. D& dang nhan thdy trong moi truong
hop, do chinh xac va do nhay phan 16p voi tap thude

B6 phin lép GR CA FULL
Naive Bayes 92.74% | 91.87% 89.56%
SVM 94.81% | 94.74% | 94.11%
Ciy quyét dinh 99.73% | 99.71% | 99.71%
Mang no ron 99.31% | 99.31% 99.11%
Hbi quy logistic 95.50% | 95.50% | 95.31%
Hbi quy logistic da thire | 95.62% | 95.64% | 95.47%
K ling giéng gin nhit 99.68% | 99.67% | 99.61%

Bang 6. PO CHINH XAC PHAN LGP DOS.

B6 phin lép GR CA FULL
Naive Bayes 97.46% | 97.93% §2.92%
SVM 97.62% | 97.59% | 97.48%
Ciy quyét dinh 99.98% [ 99.97% | 99.97%
Mang no ron 99.90% | 99.90% 99.85%
Hbi quy logistic 98.06% | 98.03% 97.95%
Hbi quy logistic da thirc | 98.67% | 98.63% | 98.36%
K lang giéng gin nhat 99.68% | 99.67% | 99.88%

Bang 7. PO CHINH XAC PHAN LGP PROBE.

B6 phin lép GR CA FULL
Naive Bayes 99.59% | 99.58% 99.56%
SVM 99.39% | 99.27% [ 99.14%
Ciy quyét dinh 99.93% | 99.93% [ 99.86%
Mang no ron 99.91% | 99.92% 99.84%
Hbi quy logistic 99.30% | 99.28% 99.27%
Hbi quy logistic da thire | 99.61% | 99.62% | 99.54%
K ling giéng gin nhit 99.91% | 99.93% [ 99.90%
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Bang 8. PO CHINH XAC PHAN LGP U2R. Hbi quy logistic da thirc 51.51% | 55.33% [ 99.80%
z X A % o o Py
Bo phan 16p GR CA TULL K lang giéng gan nhat 47.35% | 73.21% | 99.85%
Naive Bayes 99.79% | 99.85% 88.37%
SVM 99.79% | 99.78% | 99.71% Bing 14. DO NHAY PHAN LGP R2L.
Céy quyét dinh 99.91% | 99.90% | 99.87% B4 phan 1p GR CA FOLL
0, 0, 0,
Mang no ron _ 99.86% | 99.85% | 99.84% Naive Bayes 98.19% | 98.47% | 9936%
Hoi quy logistic 99.81% | 99.81% 99.80%
~ — - SVM 91.77% | 91.07% | 98.96%
Hoi quy logistic da thitc | 99.81% | 99.82% 99.80% Ci % dinh 99.02% | 99.01% | 99.83%
K lang giéng gin nhat 99.90% | 99.89% | 99.85% 4y quyet & i 2o S0 70
Mang no ron 99.23% [ 99.31% | 99.76%
Bing 9. DO CH ) AN LOPRIL Hbi quy logistic 96.27% | 96.16% | 99.17%
ang 9. DO CHINH XAC PHANLOP R2L. Hdi quy logistic da thic | 96.68% | 96.68% | 99.52%

B6 phan lop GR CA FULL K ling giéng gin nhit 99.22% | 99.31% | 99.81%
Naive Bayes 99.50% 99.50% 99.36% TI‘I l'lhﬁl’lg ké't qué dat dlIUC étrén glup ta XéC dlnh
SVM 99.10% [ 99.05% 98.96% a h ha v h fine nhi ‘¢ thude tinh
Cy quyét dinh 99.90% | 99.91% | 99.83% Uoc phvong phap may noc, cing nir cac thuoe tn
Mang no ron 99.86% | 99.85% | 99.76% pht hop nhat duoe sir dung dé ¢6 d6 chinh xéc phan
Héi quy logistic 99.22% [ 99.22% | 99.17% 16p tot nhat twong tmg voi timg kiéu phan 16p, Bang
Hbi quy logistic dathic | 99.57% | 99.57% | 99.52% 15 trinh bay chi tiét két qua dat duge do.

K lang giéng gan nhat 99.87% | 99.87% 99.81% 9] day, danh gi4 chéo k-fold v6i k=5 duoe chon, vi
Bine 10, DG > NORMAL néu k qua 16n, tap huin luyén s& I6n hon nhiéu so véi
ang 10. DONHAYPHANL.OP : tap kiém tra, va ket qua danh gia s€ khéng phan anh

Bb phin I6p GR CA FULL ding ban chat cia phuong phap may hoc. Do cling 1a
Naive Bayes 95.63% | 91.71% | 88.41% Iy do danh gia chéo 5-fold dugc nhiéu hoc gia lva
SVM 96.37% | 96.45% | 95.90% chon.

Ciy quyét dinh 99.74% | 99.73% | 99.73% |
0, 0, 0,
Mf_ng no mt_l - 99.38% | 99.38% 99.18% Bang 15. CAC THUOC TINH LUA CHON VOI MOI KIEU PHAN LGP.
Hoi quy logistic 97.09% [ 97.10% | 96.41%
Hbi quy logistic dathic | 96.46% | 96.70% | 96.41% Tap | Kiéu |K§ thuit Cac thude tinh dwoc lya
K ling giéng gin nhit 99.73% [ 99.69% | 99.66% s6 | phan l6p | may hoc chon
9,7,22, 14, 24, 11, 40, 1, 10,
Bang 11. DONHAY PHAN LGP DOS. 1 Normal 15, 13, 2, 19, 36, 27, 16, 32,
E— 23,41, 35, 34,33, 8,37, 3, 29,

Bo phan lO’p GR CA FULL 5, 6, 38, 30, 39, 4, 26, 12
Naive Bayes 94.72% | 95.89% [ 97.89% 41. 7. 40. 13. 1. 33. 23. 34. 3
SVM 95.30% | 94.95% | 94.69% 2 | Dos 37,35,8.29,6, 12, 30, 5, 38,
Cay quyét dinh 99.97% | 99.97% | 99.97% Cay quyét | 4,39, 25,26
Mang no ron 99.82% | 99.85% | 99.71% dinh C45 7= 2210 35. 22, 10
Hbi quy logistic 96.05% | 96.23% | 95.77% 3 | Probe T T
Hbi quy logistic da thirc 97.34% | 97.14% | 96.91% 36.22. 2. 32.3. 5. 12. L. 16
K lang giéng gin nhit 99.89% | 99.92% [ 99.86% 4 U2R 18171314

5 ROL 5,6,36,33, 16,38, 19, 23, 11,
Bang 12. DONHAY PHAN LGP PROBE. 29,3, 4, 40, 35,22, 12

B6 phan I6p GR CA FULL
Naive Bayes 99.86% | 99.86% | 99.56% Bang 16. THOI GIAN HUAN LUYEN VA KIEM TRA VOI TAP CAC
SVM 99.85% | 99.76% | 99.14% THUOC TINH RUT GON SO VOI TAP 41 THUOC TINH DAY DU.

Cay quyct dinh 99.95% | 99.96% | 99.86% Kiéu phin | Phwong phap | Thoi gian hudn | Théi gian
Mang no ron 99.96% [ 99.96% | 99.84% 16p may hoc luyén (giay) tiét kim
Hbi quy logistic 99.54% | 99.52% | 99.27% Normal - - 105 260
Hdi quy logistic da thire | 99.86% | 99.85% | 99.54% orma o~
K lang giéng ghn nhat 99.96% | 99.96% | 99.90% DoS Cav quvét dinh 25 63%
Probe o g e 1 83%
Bing 13. DONHAY PHAN LGP U2R. U2R 2 82%
— R2L 2 60%

B6 phan lép GR CA FULL — "

Naive Bayes 48.60% | 70.64% | 88.37% Bang 16 1a thoi gian huén luyén bd phan 16p dat
SVM 48.60% | 37.57% | 99.74% duoc khi thue hién trén tap cac thude tinh da rit gon
Céy quyét dinh 88.61% | 84.56% | 99.87% ung voi tung kiéu phan 16p. Cot Thoi gian tiét kiém
Mang no ron 64.12% | 62.89% | 99.84% 1a ty 1& phan trim thoi gian tiét kiém duoc so véi
Hoi quy logistic 46.26% [ 52.00% | 99.80%
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truong hop khong rtt gon thude tinh.

T két qua dat duoc & trén, ta co thé xay dung mot
b6 phan 16p lai da ting dya trén mo hinh phéan da 16p
truyén théng One-Versus-Rest (OVR) [11] voi cac
tap thude tinh duoc lya chon phu hop trude khi phan
16p & mdi ting nhu md ta & Hinh 3.

Theo do, dit liéu truy cap mang duoc dua vao téng
1, 6 d6 cac thudc tinh phu hop s& duoc chon lua va
phan 16p 12 binh thuong hodc mot cude tdn cong, néu
truy cap la mét cude tAn cong, hé théng s& canh bao
cho ngudi quan tri, ddng thoi dit lidu s& duge chuyén
sang téng 2, & d6 cac thude tinh phu hop lai duge chon
Iya va phan 16p dé xéc dinh d6 ¢6 phai 1a kiéu tin cong
DoS hay khéng? néu khong, dit liéu s& duge chuyén
sang cac tang ké tidp, cac thude tinh phu hop lai duge
chon lua va phén 16p dé xac dinh chinh xac kiéu thn
¢ong cy thé, truong hop khong xac dinh duge, thi do
la kiéu tin cdng maoi chua duoce biét dén.

Két qua thi nghiém, do chinh xac du bao téng thé
cta bd phén 16p lai da téng c6 rut gon thude tinh dat
99.73% khi phén 16p céc truy cdp binh thuong va
99.73% khi phén 16p cac kidu tAn cong, tét hon so voi
viéc khong rut gon thudc tinh cé ty 1€ tuong ung la
99.71% vi 99.57%. Hon thé nita, vé thoi gian hudn
luyén va kiém tra, bo phén 16p lai da tang ¢6 rut gon
thude tinh giam chi con xap xi 34% so voi truomg hop
khong rut gon thude tinh.

V. KET LUAN
Tir két qua thi nghiém, ta nhan thdy: do tinh chét

dac thi dit 1iéu ctia mdi kidu thn cdng cling nhu
phuong phap may hoc, phuong phap rut gon thude
tinh strdung d6 do thong tin Két hop véi cac thuat toan
rat gon thude tinh phu hop cho ra céc tap thudge tinh
phu hop nhit. Qua do, cai thién do chinh xac du bao
tdng thé cia by phén 16p lai da tang trong khi giam
thoi gian huén luyén va kiém tra cua toan hé thdng,
diéu d6 ddng nghia véi viée giam chi phi tinh toan cia
cac IDS, phu hop voi thue té 1a khdi lugng va toe do
ciia di¥ liéu mang dang ngdy cang 1on hon. Déng thoi,
két qua thi nghiém cling dat ra cac vAn dé cin duoc
tiép tuc nghién ctu, dédc biét 1a cac ndi dung:

(1) Viée nghién ctiu str dung cic do do khac dé rut
gon thugc tinh, co thé s& dem lai hiéu ning cao hon
khi phat trién cac IDS.

(2) Viée nghién et st dung cac phuong phap két
hop (ensemble methods) nhiéu cdy quyét dinh nhu:
boosting, bagging hay stacking ¢o thé s& gitip cai thién
d6 chinh xac phan 16p so voi viée chi st dung mét cay
quyét dinh.

(3) Thue hién viéc kiém tra, danh gia két qua dat
duoc trén cac bo dit liéu duong dai vé phat hién va
chéng xam nhap UNSW-NB15 do Trung tdm Anninh
mang Uc thue hién nam 2015 [12].

(4) Nang luce xtt ly dit liéu cling nhu tinh toan cuia
hé théng may déng vai tré quan trong trong viée khai
thac thuat toan cling nhu phuong phap may hoc. Tu
d6 nang cao hiéu qua xtr 1y, tiép can theo huéng tri tué
nhén tao.

Kiéu tin Kiéu tin Kiéu tin Kiéu tin
cong DoS cong Probe cong U2R cong R2L
A A
B6 phan Yes
16p DT
véi tip
Cénh bao thu(fx; tinh
Ch(f . $02 No Yes
ngudi 7y
quan tri B6 pha
0 phin o
16p DT Probe?
Dit liéu v6i tip Y
truy c.e_ip thu(f)f ;inh No s
mang S0 Bo phan
-’ No 16p DT U2R?
véi tip Y
B6 phan Normal? Binh thwong | | thuse tinh No s
16p DT Yes PO FIN
véi tip B phan R2L? Tan cong
C 16p DT No chuwa biét
thu(f)g: tinh véi tap
s01 thu(f)g: tinh
$0 5
Hinh 3.  Kién trac bo phan 16p lai da tAng véi cac tap thuéce tinh dugc lya chon phi hop & méi ting.
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