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TOM TAT: Chirc ndng chinh ciia hé théng phdat hién xdm nhdp mang (Intrusion Detection System: IDS) lét dé béo vé hé thdng phdn
tich va dy bdo hanh vi truy cdp mang ciia nguoi sir dung. Nhitng hanh vi nay dwoc xem xét la binh thuong hodc mot cuge tdn cong.

Cdc phuong phap mdy hoc dirge sir dung trong cdc IDS nho kha ndng hoc hoi tir cde mau di lidu trong qud khir dé nhan ra cdc mdu
tdn cong moi. Cac phuwong phdp nay tuy hiéu qua nhimg lai c6 chi phi tinh todn firong ddi cao. T rong khi do, khdi heong va toc do
cia dit liéu mang phdt trién ngay cang nhanh, cde vin dé chi phi mdy tinh cdn phéi dwoe gidi quyét. Bai viét nay dé cdp dén viéc siv
dung do lpi théng tin dé vit gon cde thude tink cia tdp dit liéu can phan tich. Nho do, gitip xdy dung cde IDS v6i chi phi thdp hon
nhung hiéu ndng cao hon. Két qua thir nghiém trén tap di liéu NSL-KDD99 sir dung déanh gid chéo 5-fold da minh chimg: voi tip
cde thude tinh 16i wu phit hop voi kiéu phdn 16p ciing nhir phiwong phdp may hoc, do chinh xdc phdn lop cia cde IDS da duoe céi
thién vdi thoi gian tinh todn it hon.

Tir khéa: Mdy hoc, D¢ loi thong tin, An ninh mang, Rit gon thudc tinh.

I. GIOI THIEU

Do nhitng tién bo cong nghé gan day, cac dich vu dya trén mang ngay cang dong vai tro quan trong trong xa hoi
hi¢n dai. K¢ xam nhép Khong ngung tim kiém cac 16 hong cua hé thong may tinh dé truy cap trai phép vao nhan cua hé
thong. Tuy nhién, cac IDS hién tai van chua du linh hoat, kha ning mé rong khong cao, ciing nhu khong du manh dé
d6i pho véi cic cudc tan cong nhu vay.

Trudc diy. cac phuwong phap dira trén luat da chiém wu thé. Nhitng phuong phap nay tim ra sy xAm nhap bang
cach so sanh cac dic tinh cua dif liéu cAn phan tich véi cic dAu hidu tAn cong da biét. Khi ru lugng mang phat trién
nhanh chéng, viéc cip nhat cac diu hiéu tin cong ngay cang tré nén khé khén, t¢ nhat va t6n nhiéu thoi gian. Ké tir do,
cac phuong phap may hoc da dwoc gioi thi¢u dé giai quyét van dé phat hién xam nhap. May hoc dé cap dén cac thuat
toan may tinh c6 kha nang hoc hoi tir cac mau dit liéu trong qua khir dé nhin ra cac mau tan cong méi. Dya trén may
hoc, cic IDS da hoat dong t6t hon trong nhiéu béo cdo ciing nhu thyc € trién khai. Tuy nhi€n, tai san "khong c6 mod
hinh" cua cdc phwong phap nhw vay gy ra chi phi tinh toan twong d6i cao. Hon nira, khdi luong va toc do cua dir lidu
mang phat trién ngay cang nhanh, cic van dé chi phi may tinh can phai dwoc giai quyét [1].

Mbt trong nhitng giai phap quan trong nhiim giam chi phi tinh todn 13 riat gon s6 thudc tinh ciia dit liéu cAn phan
tich. Co nhiéu tiép can khac nhau vé van dé ‘nay da duogc cac hoc gia trinh bay [2, 3. 4]. Tuy nhi€n, cac thuje tinh dugc
Ira chon tdi wu khong chi phu thudc vao kiéu phan 16p ma con phu thudc vao phlrong phap may hoc, dén nay chua c6
mdt nghién ctru ndo danh gia day du cac thudc tinh nao 1a phi hop nhat tng véi tirng kiéu phan 16p, ciing nhu phuong
phap mdy hoc dugc sir dung trong cac IDS.

Noi dung bai bao dé xuat sir dung do loi thong tin (Information Gain) dé xép hang do quan trong cuia cac thudc
tinh trong tap dit liéu cAn phan tich. Sau dé, sir dung hai thuét toAn Backward Elimination Ranking (BER) va Forward
Selection Ranking (FSR) dé loai bo cac thuc tinh khong can thiét. Tir d6, tim ra cac tap thudc tinh toi wu Gng véi timg
kiéu phan 16p ciing nhu phuong phép may hoc.

Vige rat gon sO thude tinh cua dit liGu giup cai thién hiu ning cua cac IDS duya trén may hoc, cu thé 1a giam
thoi gian huan luyén va kiém tra, dong théi ting dd chinh xac phan 16p.

IL TAP DU LIEU

Trude khi cic bd phan 16p duoc dua vao st dung dé phat hién xAm nhap mang, cic bd phan I6p phai trai qua
qua trinh huin luyén va kiém tra, viéc hudn luyén va kiém tra dwoc thyc hién trén tap dir liu da duoc gan nhin trudc.
Theo thong ké [5]. tap dir lieu duoc sur dung pho bién nhat trong cac thi nghi¢ém cho dén nay 1a KDD99, duoc tao ra
bang cach xir Iy phan dit lieu TCPDUMP lay duogc trong 7 tuan tir hé théng phat hién xam nhip DARPA 1998. KDD99
gdm cac tap dir liéu huan luyén va kiém tra. Tap dit liéu huan luyén c6 4.898.431 ban ghi, moi ban ghi ¢6 41 thudc tinh
(loai giao thuc, dich vu va ¢0) va dugc dan nhan la binh thuong hodc mot cude tan cong mot cach chinh xac v6i mot
kiéu tAn cong cu thé [6]. S6 thir ty va tén cac thudc tinh dugc mé ta chi tiét ¢ Bang 1.
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Biéng 1. Thong tin chi tiét 41 thudc tinh ctia tap dit liéu huan luyén va kiém tra trong KDD99.

1 | duration 11 | num failed logins 21 | is_host login 31 | srv_diff host rate
2 | protocol type 12 | logged in 22 | is_guest login 32 | dst host count
3 | service 13 | num compromised 23 | count 33 | dst host srv count
4 | flag 14 | root shell 24 | srv_count 34 | dst host same srv rate
5 | src_bytes 15 [ su_attempted 25 | serror rate 35 | dst host diff srv rate
6 | dst bytes 16 | num root 26 | srv_serror rate 36 | dst host same src port rate
7 | land 17 | num file creations 27 | rerror rate 37 | dst host srv diff host rate
8 | wrong fragment 18 | num shells 28 | srv_rerror rate 38 | dst host serror rate
9 [ urgent 19 | num access files 29 | same srv_rate 39 | dst host srv_serror rate
10 [ hot 20 | num_outbound cmds 30 | diff srv_rate 40 | dst host rerror_rate
41 | dst host srv rerror rate
Tap dit liéu huén luyén chita 22 kiéu tin cong va thém 17 kiéu trong tap dit liéu kiém tra, dugc phan thanh 4
nhom:

(1) Denial of Service (DoS). gdbm céc kiéu tzin cong nhu: neptune, smurf, pod, teardrop.... O do, ké tan cong lam
cho cic tai nguyén tinh todn hodc bd nhé qua tai dé xit 1y cac yéu cau hop 1€, hodc tir choi ngudi dung hop 1€ truy cap
may.

(2) Remote to Local (R2L), gdm cac kiéu tin cong nhu: guess-passwd, ftp-write, imap, phf,... (3’ do, ke tan cong
tuy khong co tai khoan nhung c6 kha ndng gui cac goi tin dén mot may qua mang, s¢ khai thac mot so 16 hong dé dat
duoc quyén truy cap cuc bd nhur 1a ngudi st dung cua may do.

(3) User to Root (U2R), gdm céc kiéu tan cong nhu: buffer-overflow, load-module, perl, rootkit, .. . 0 do, ké tin
cong bit diu véi mot quyén truy cap binh thuong va sau dé khai thic mot s6 16 héng dé dat duoc quyén truy cip root
trén hé thong.

(4) Probe, gom cac kiéu tan cong nhur: port-sweep, ip-sweep, nmap, .. . O @6, ké tan cong nd Iyc thu thap théng
tin vé mang mdy tinh nhim ph4 v& kha ning kiém so4t an ninh ciia no.

Nim 2009, Tavallace va cic dong nghiép [6] d tién hanh phan tich théng ké bo dit licu KDD99. Cic tic gia tim
thiy mot s6 luong 16n cac ban ghi du thira, 78% trong tap dit liéu huan luyén va 75% trong tap dir liéu kiém tra. S6
Iuong ban ghi tring lip ndy c6 thé ngin chiin cac thuit toan may hoc véi cic ban ghi khong xuat hién thuong xuyén
nhu cac cudc tin cong U2R. Cac tic gia ciing luu ¥ ring cac ban ghi trung 13p trong tap dir liéu KDD99 cling s& 1am
cho két qua danh gia bi sai 1¢ch, boi cac thudt toan s€ phat hién t6t hon véi cic ban ghi Xuat hién thuong xuyén.
Tavallace va cac dong nghiép [6] d4 tao bo dir liéu NSL-KDD tir tap dit lisu KDD99 dé giai quyét cic van dé da dé cap
& trén, bang cach loai bo cac ban ghi du thira. Tap dit liéu huan luyén cia NSL-KDD gom 125.973 ban ghi va tap dit
liéu kiém tra gdm 22.544 ban ghi, it hon nhiéu so véi tap dit lisu KDD99. Cac téc gia cho ring kich thudc cua tap di
liéu NSL-KDD 14 hop 1y, c6 thé dugc st dung nhu tap di liéu hoan chinh ma khong can phai ldy mau ngiu nhién. Diéu
nay cho phép xem xét mot cach nhat quan va c6 thé so sanh cac cong trinh nghién ctru khac nhau.

Thong tin chi tiét vé mdi kiéu tan cong trong tap dit licu NSL-KDD duogc mé ta trong Bang 2.
Biéng 2. Thong tin chi tiét tap dit liéu hun luyén trong NSL-KDD.

Phan 16p tan cong Tén tan cong Sobanghi | Tv1é %
Normal 67.343 53,45%
Probe ipsweep, mscan, nmap, portsweep, saint, satan 11.656 9,26%
DoS apache2, back, land, mailbomb, neptune, pod, processtable, smurf, 45.927 36,46%

teardrop, udpstorm
U2R buffer overflow, httptunnel, loadmodule, perl, ps, rootkit,| 52 0,04%
sqlattack, xterm
R2L fip_write, guess passwd, imap, multihop, named, phf, sendmail, 995 0,79%
snmpgetattack, snmpguess, spy, warezclient, warezmaster, worm,|
xlock, xsnoop
Tong cong 125.973 100%

IIL GIAI PHAP

Pé tim ra tap cac thudc tinh t6i uu phit hop nhat véi kiéu phan 16p ciing nhu phuong phép may hoc. Trudc tién,
ty kiéu phan 16p, cac thudc tinh s& dugc sip thir ty (giam dan) dwa vao do loi thong tin. Sau d6. mot thuat toan Iya
chon thudc tinh dugc 4p dung dé Iira chon cac thudc tinh tdi vu phit hop nhét ng véi ting phuong phép may hoc. Phan
tiép sau trinh bay so lugc vé do loi thong tin, cac md hinh may hoc, cic tiéu chi danh gia, ciing nhu cic thuat toan Iya
chon thudc tinh dwgc st dung trong thyc nghiém.
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A. D¢ lgi thong tin

La do do thong tin duoc dé xuét sir dung dé xép hang do quan trong ciia cac thudc tinh trong tap dit liéu cn
phan tich. Gia thiét:

S: Tap dit liéu huan luyén.

S, Lép cua tap cdc 16p C; (i=1,...,m).

a Gid tri thudc tinh 4 (j=1,...,v).

Chi s6 thong tin (Information) cho sy phan 16p:

KS,.S.. ...S,) = -3, Slog, ( 1),

Gia sir thudc tinh A dugce chon dé huan luyén, A={S";, S",..., S}

>

Khi d6, chi s6 thong tin mong mubn (Entropy) cho sy phan 16p cua 4 dugc tinh theo cong thirc:

s'; s’y s’y
Ent(A) = Yi-1—= 3 ( :n15111 82 _1>

s’
Trong do, 57, 1a cac truong hop phan 16p cua S°.
b6 lgi thong tin (Information Gain) cé dugc trén thude tinh 4 dugc tinh nhwr sau:
Gain(4) =1(S1, Sz, ..., Sm) - Ent(4).
B. Cdc mo hinh mdy hoc

Phan nay trinh bay tém it modt s6 md hinh may hoc chinh [7] dugc st dung trong thuc nghiém dé timra tap cac
thudc tinh t6i thiéu phil hgp nhét img v&i tirng kiéu phan 16p:

(1) K lang giéng gan nhat (k-NN): 1a 'mot trong nhirng phuong phap truyén thong phi tham s6 va don gian nhat
dé phan 16p dir li¢u. No tinh khoang cach xap xi giita cac dlem khac nhau dya trén cac dit liéu dau vao va sau dé chi
dinh diém khong duoc dan nhin vao 16p cua k lang gleng gan nhat cua nd. Trong qua trinh phan 16p, k 1a mot tham sO
quan trong va cac gia tri khac nhau k s& tao ra cac két qua khac nhau. Néu k 16n dang ké, nhirng lang giéng duogc sir
dung dé du doan s& lam cho thoi gian phan 16p 16n va anh huéng dén tinh chinh xéc cua du bao.

(2) May vecto hd trg (SVM): La médt giai thuat may hoc dya trén Iy thuyét hoc théng ké do Vapnik (1998) dé
xuit. Bai toan co ban ctia SVM 1a bai toan phan 16p loai 2 16p: Cho truéc n diém trong khong gian d chiéu (mbi diém
thudc vao mot 16p ky hi¢u 1a +1 hodc -1, muc dich cua giai thuat SVM 1a tim mét siéu phang (hyperplane) phan hoach
t61 wu cho phép chia cac diém nay thanh hal phan sao cho cic diém cung mot I6p nim vé mdt phia véi siéu phing niy.

(3) Mang noron nhan tao (ANN): La m6 hinh xur 1y thong tin m6 phong hoat dong cua hé thong than kinh sinh
vat (Haykin, 1999). bao gdm s6 lwong 16n cac no ron duoc gin két dé xir ly thong tin. Mang noron nhiéu 16p (MLP) Ia
cAu tric mang noron duoc sir dung rong rdi trong bai toan phan 16p. MLP gdm mot 16p dau, 1a mot tap hop cac nit dau
vao; mot hodc nhiéu 16p 4 an ctia cac nat tinh toan va mot 16p dau ra cua cac nut tinh todn. Mdi két n6i giita cac noron
duogc gin v6i mot trong s6 duoc diéu chinh trong subt qud trinh huan luyén. Ngoai ra, mdt thuat toan lan truyén nguoc
ciing dugc sir dung dé dao tao mdt MLP.

(4) Cay quyét dinh (DT): Véi nhitng wu diém cua minh, DT duoc danh gid 1a mot cong cy manh, phd bién va
dic biét thich hop cho khai khoang dit liéu noi chung va phan 16p dir liéu néi riéng. Ngoai nhiing vu diém nhu: xay
dung tuong dbi nhanh, don gian. Viéc phan 16p dua trén DT dat dugc su twong tw, d6i khi 1a chinh xac hon so vdi cac
phuong phap phan 16p khac.

C. Tiéu chi ddanh gid

Néu FP 1a s6 mau bj phan I6p sai 1a dwong tinh; TP 1a s6 mau dugc phén 16p diing 1a duong tinh; FN 1a s6 mau
bi phan 16p sai 1a am tinh; TN 1a s6 mau dwoc phan 16p ding la am tinh. Viéc danh gia hi¢u nang cua cac IDS duoc
thire hién qua viéc do va so sanh cac chi so [8]:

- Accuracy = (TP + TN) / (TP + FP + TN + FN);

- Sensitivity = Recall = TPR = TP / (TP + FN);

- Specificity = TNR = TN / (TN + FP);

- Efficiency = (Sensitivity + Specificity) / 2;

- B§ chinh x4c canh bao: Precise = P =TP / (TP + FP);

- Thoi gian huan luyén va kiém tra.
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Co nhiéu k¥ thuat danh gid 6 chinh xac du bao nhu: danh gid chéo K-fold, Holdout, Re-substitution va Leave-
one-out [9]. Trong do6, danh gia chéo K-fold dwgc xem 1a hi¢u qua, phu hgp véi cac IDS. Theo dd, cac ban ghi duoc
phan ng?lu nhién thanh % tip con; mot tip con duoc chi dinh 1a tap dir li¢u kiém tra va cac tap con con lai dugc xir ly
nhu tap dit liéu huan luyén. Sau dé, qua trinh danh gia chéo Lip lai  1an, ciing nhu do chinh xac phan 16p c6 thé dugc
kiém tra théng qua cac do chinh xac phan I6p trung binh tir & 1an danh gia. Panh gia chéo K-fold diic biét phu hop véi
ngudn dit liéu huan luyén 16n, trdi véi danh gid Leave-one-out, ton nhiéu thoi gian dé thye hién.

D. Thudt todn chon lwa thupc tinh

C6 hai thuat toan Iya chon thudc tinh dugc dé xuat thyc hién. Thuét toan dau tién, xuAt phat tir tap cac thudc
tinh 16ng, sau d6 cac thudc tinh s& lan luot duoc chon dé bd sung néu viéc bo sung thude tinh dé gitip cai thién do
chinh xac phan 16p ctia hé thdng, cac thudc tinh c6 do loi thong tin 16n hon s& duge chon dé bd sung trudc.

Thuét toan thir hai, xuat phét tir tap day du 41 thudc tinh, sau d6 cac thudc tinh s& 1an luot duoc chon dé loai bo
néu viéc loai bo thudc tinh d6 gitp cai thién do chinh xac phan 16p cua hé théng, cac thudc tinh c6 do loi théng tin nho
hon s& duoc chon dé loai bé trude. Luu do gidi thuat cia mdi thuat toan dugc trinh bay nhur sau:

(1) Thuit toan Forward Selection Ranking (FSR):

( Bit diu >

v
S, = Thuéc tinh dau tién cta S
v
Tinh d6 chinh xac phén 1ép cta S, <
v
> Tinh d6 chinh xac phan 16p cia S;= S, thém thuédc tinh ké tiép thir i ciia S g
w2

Db chinh x4c phéan 16p ctia S; tot hon S,?

Hoan thanh khi d& thuc hién trén tit ca cac thude tinh cua S

C Két thiic >

Hinh 1. Thuét toan lya chon thudc tinh FSR

(2) Thuit toan Backward Elimination Ranking (BER):

C Bit diu D

v
82:S
v
Tinh d6 chinh x4c phén 16p cua S, <
v
> Tinh d9 chinh xac phén 1ép ctia S;= S, bo thudc tinh thir i tir sau téi cia S %J
w2

Db chinh x4c phan 16p ctia S5 tot hon S,?

Hoan thanh khi d& thue hién trén tit ca cac thude tinh cua S

( Két thiic

Hinh 2. Thuéit toan Backward Elimination Ra
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IV. KET QUA THi NGHIEM

Cac chuong trinh, thuit toan trong thi nghiém stt dung ngdn ngit 1ap trinh C#, dua trén thrr vién, khung lam viéc
may hoc Accord NET (http://accord-framework.net) va co s¢ dit lidu SQL Server 2014,

_ Thong tin chi tiét vé cac tap dit liéu ding trong thi nghiém, s6 mau tin cu thé tng v6i mdi kiéu tn cong trong
moi tp dit liu dugc thong ké ¢ Bang 3.

Bing 3. Thong tin chi tiét 2 tap dit liéu duoc sir dung trong thi nghiém.

S miu tin &ng vo6i tirng kitu tin cong
Normal DoS Probe U2R R2L
1 NSL-KDD 67.343 45.927 11.656 52 995 125.973
2 Probe-U2R-R2L 0 0 41.102 52 1.126 42.280

TT | Tén tip dit liéu Tong s6 miu tin

_Trong do, tap dir liu NSL-KDD duoc sir dung cho cac phan 16p Normal va DoS, tap dir liéu Probe-U2R-R2L
gbm tit ca cAc mau tin cua cac kiéu tdn cong Probe, U2R va R2L rit trich tir tap dir liu KDD99, dugc sir dung cho cac
phan 16p con lai: Probe, U2R va R2L. D6 1a do ty 1é mAu tin cua cic kiéu tan cong Probe, U2R va R2L & tap dit lidu
NSL-KDD it, khong dam bao dé chinh x4c phan 16p khi danh gia hi¢u qua cua thuat toan.

Sau do, tl‘ly’kiéu phan 16p 1a Ngnnz}l, DoS, Probe, U2R hoic R2L, ta tién hanh tinh toan d6 loi thdng tin clia
tung thudc tinh. Ket qua tinh toan va sap xCp do loi thong tin cua cac thudc tinh khi phan 16p Normal dugc trinh bay 6
Hinh 3. Twong tw cho cdc phan 16p DoS, Probe, U2R va R2L ciing dwgc trinh bay 1an lugt & cdc Hinh 4, Hinh 5, Hinh
6 vaHinh 7.

1 -
|||‘““lllllllllllllllll-
5 3 6 4 3029333435381239252326373236312441 2 274028 1 10 8 1316192217151418117 9 2021
Hinh 3. D% 1o1 thong tin cia cac thude tinh khi phén 16p Normal.
08 +
07 —
0.6 1 -
0.5 1
04 -
0.3 -
02 -
0.1 1
0 BN - - - ____
5304 29 3 38233539252634 6 33123732362431 1 2 40274110 8 13222816191714111518 7 9 2021
Hinh 4. D6 1o1 thong tin ctia cac thudc tinh khi phan 16p DoS.
04
0.35
0.3
0.25
0.2
0.15
0.1
0 T T
5 3123710 6 3534332240324 1412 27292330392824253136113826141713161918 9 158207 21

Hinh 5. D6 o1 thong tin cia cac thude tinh khi phan 16p Probe.
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0.03

0.02 -

0.01 ~

6 5 3 1141317121041163527 4 334032231828 2 3438242931302526393722 7 15 8 9 3619201121

Hinh 6. D 1¢1 thong tin cua céac thudce tinh khi phéan 16p U2R.

0.4

0.2 ~

0.1 ~

5 3 12371035 6 3334224032 4 141 2 2923273039242825313611382619131617151820149 7 821

Hinh 7. D6 1o1 thong tin ctia cac thudc tinh khi phan 16p R21..

FULL thé hién do chinh xac (hoiic d6 nhay) phan I6p khi khong rat gon thudc tinh.

lidu 16n. D6 ciing 14 1y do danh gia chéo 5-fold dwoc nhiéu hoc gia Iwa chon [10].
Bing 4. Do chinh xac phan 16p (Accuracy) véi cac kiéu phan 16p Normal va DoS.

Sau d6, hai thuat toan Iyra chon thudc tinh BER va FSR duoc 4p dung dé Iyra chon cc thudc tinh t6i wu phu hop
nhat ing véi ting phuong phap may hoc. Két qua do chinh xac (Accuracy) va do nhay (Recall) phin 16p st dung danh
gia chéo 5-fold tot nhat v&i mdi kiéu phan 16p, mdi thuat toan Iya chon thudc tinh, ciing nhir mdi mé hinh may hoc
duoc trinh bay ¢ Bang 4, Bang 5, Bang 6 va Bang 7. Theo d6, ¢t BER thé hién do chinh xac (hoic do nhay) phin 16p
khi dung thuit toan BER, ¢t FSR thé hién d6 chinh xac (hodc d6 nhay) phin 16p khi dung thuit toan FSR va ¢t

O day. danh gid chéo k-fold v6i k=5 duoc chon, vi néu k qua 16n, tip huan luyén s& 16n hon nhidu so véi tip
kiém tra, va k&t qua danh gid s¢ khong phan anh ding ban chat cua phuong phap may hoc, dic biét 1a vdi cac tap dir

TT B phan 16p Phiin 16p Normal Phén lop DoS
BER FSR | FULL | BER FSR | FULL
1 | Naive Bayes 92.21% | 93.31% | 89.56% | 97.83% | 96.85% | 82.92%
2 | SVM 94.63% | 93.62% | 94.11% | 97.55% | 96.81% | 97.48%
3 | Cay quyét dinh (C4.5) 99.74% | 99.63% | 99.71% | 99.98% | 99.97% | 99.97%
4 | Mang noron 99.30% | 98.96% | 99.11% | 99.90% | 99.73% | 99.85%
5 | Hbi quy logistic 95.52% | 94.95% | 95.31% | 97.97% | 97.40% | 97.95%
6 | Hoi quy logistic da thirc | 95.66% | 94.78% | 95.47% | 98.68% | 98.28% | 98.36%
7 | K lang giéng gan nht 99.64% | 99.68% | 99.61% | 99.91% | 99.94% | 99.88%
Biang 5. Do nhay phan 16p (Recall) véi cac kiéu phan 16p Normal va DoS.
TT B phan 16p Phin 16p Normal Phiin 16p DoS
BER FSR | FULL | BER FSR | FULL
1 | Naive Bayes 92.59% | 95.75% | 88.41% | 95.70% | 94.77% | 97.89%
2 | sV 95.95% | 95.50% | 95.90% | 94.94% | 93.62% | 94.69%
3 | Cay quyét dinh (C4.5) 99.77% | 99.66% | 99.73% | 99.97% | 99.96% | 99.97%
4 | Mang noron 99.35% | 98.99% | 99.18% | 99.83% | 99.56% | 99.71%
5 | Hbi quy logistic 96.71% | 95.94% | 96.41% | 95.82% | 95.50% | 95.77%
6 | Hoi quy logistic da thirc | 96.28% | 95.89% | 96.41% | 97.31% | 96.85% | 96.91%
7 | K lang giéng gan nhét 99.66% | 99.76% | 99.66% | 99.91% | 99.94% | 99.86%
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Biang 6. Do chinh x4c phan 16p (Accuracy) véi cac kiéu phan 16p Probe, U2R va R2L.

o Phan 16p Probe Phan 16p U2R Phan 16p R2L
T B9 phan 16p BER | FSR |FULL | BER | FSR |FULL | BER | FSR | FULL
1 | Naive Bayes 99.58%199.50%|99.56% |98.64% [89.69% | 88.37%|99.49% | 99.35%99.36%
2 | SVM 99.30%]99.06%|99.14%[99.75% [99.75% | 99.74%[99.05% | 98.81%98.96%
3 | Cay quyét dinh (C45)  [99.95%)]99.90%|99.86%99.87%]99.92%]99.87%|99.91%]| 99 87%|99.83%
4 | Mang noron 99.91%]99.87%|99.84% | 99.86% [99.85% | 99.84%[99.86% | 99.83%[99.76%
5 | Hoi quy logistic 99.30%99.17%]99.27%|99.81% [99.79% | 99.80%[99.22%[99.02%99.17%
6 | Hoi quy logistic da thic  |99.61%99.17%]99.54%99.81%|99.81%]99.80% | 99.52%|99.19%|99.52%
7 | K lang giéng gan bt |99.92%]99.89%]99.90%99.87% [99.93%]| 99 85% | 99.87%|99.85%|99.81%

Bang 7. Do nhay phén 16p (Recall) vi cac kiéu phan 16p Probe, U2R va R2L.

o Phén 16p Probe Phan l6p U2R Phén 16p R2L
TT B9 phan 16p BER | FSR | FULL | BER | FSR |FULL | BER | FSR | FULL
1 | Naive Bayes 99.84%]99.75%]99.84%59.52%|93.38%|82.98%|98.01%|96. 19% | 96.54%
2 | SVM 99.79%99.67%]99.72%|37.50% |40 31%]30.22%|91.42%|91.23%]90.65%
3 | Cay quyét dinh (C45)  [99.98%)]99.96%|99.94% | 76.26% |82.94%| 78.19%|99.40%|99.11%|98.69%
4 | Mang noron 99.95%99.97%]99.93% |64.47% | 56.74%|60.19%]99.20%|99.43%| 98.09%
5 | Hoi quy logistic 99.54%]99.39%]99.52% | 48.10% |49 20% | 51.91%] 96 22% | 95.80%| 96 04%
6| Hoi quy logistic da thic |99.83%|99.39%99.80% |47.86% |47.66% | 50.24% | 96.29%|95.90% | 96.14%
7 | K lang giéng gan nhat _ |99.94%99.97%]99.95% [66.79% |83.79% | 67.34% | 99.00% | 98.69% | 98.52%

Céc do chinh xac (hodic d6 nhay) phan I6p duoc to dam 1 két qua t6t nhat twong ng vdi timg kiéu phan 16p. Tir
d6 giup ta xac dinh dugc phuong phap may hoc, ciing nhu cc thudc tinh dugc Iya chon dé do chinh xac phan 16p
trong Gmg voi ting kiéu phan 16p 1a tot nhat, Bang 8 trinh bay chi tiét két qua dat duoc d6. Theo d6. cot Thoi gian
huén luyén thé hién thoi gian huin luyén by phan 16p khi riat gon thudc tinh va cot Thoi gian tiét kiem thé hién % thoi
gian tiét kiém duoc so véi truong hop huin luyén bo phan 16p khi khong rat gon thudc tinh. Véi thuit toan K lang
giéng gan nhat ching toi chon sir dung k=5, déy la két qua duoc chon sau mot sb cac thi nghiém véi cic gia tri khac
nhau cua k. ¢} Bang 7. dé dang nhan thay & cac phan 16p U2R va R2L, do nhay ctia cac phuong phap may hoc dua trén
K lang giéng gan nhét va ciy quyét dinh thip hon so véi Naive Bayes va Mang noron, nhung van duoc chon do s6 miu
tin bi phan 16p sai 1a duong tinh ¢ cdc phuong phdp may hoc Naive Bayes va Mang noron cao hon.

Biang 8. Cac thudc tinh va phrong phap may hoc dwoc Iwa chon phit hop nhat véi timg kiéu phan 16p.
Kiéu phin| Phwong phap | Cic thude tinh dwoe lwa chon |Accuracy | Recall |[Thoi gian huin| Thoi gian

16p may hoc (%) (%) luyén (gidy) | tiét kiém
11, 15, 17, 22, 19, 16, 13, 8, 1,
Normal 28,40, 2, 41, 24, 36, 32, 37,23, | 99.74% | 99.77% 105 26%
Cay quyét dinh| 39, 12, 38,34,33,30.4.6.3.5
(C4.5) 13, 8, 41, 40, 2, 31, 32, 25, 39, . . .
DoS 3538, 3.29. 4. 30, 5 99.98% | 99.97% 25 63%
Probe 36,25,23,2,1,35,6,12.3,5 99.95% | 99.98% 1 83%
K lang giéng | 6. 5. 3. 14. 12, 41, 4,28, 38, 11 . . .
U2R ohn nhit (k=) 99.93% | 83.79% 2 82%
ROL Cay quyétdinh| 13, 19, 11, 36. 39. 23, 41 32| g9 910¢ | 99 40% 5 60%

(C4.5) 22,6,35,10,37,12,3,5

Véi két qua dat duoc, ta c6 thé xdy dung mot bd phan 16p lai da tang nhu mé ta ¢ Hinh 8 dya trén mo hinh phan
da 16p truyén thong One-Versus-Rest [11], v6i cac tap thudc tinh dugc lyra chon tdi wu trude khi phan 16p ¢ mbi tang,

Theo do, dir li¢u truy cap mang dugc dwa vao tang 1, ¢ d6 cac thudc tinh phu hop s€ duoc chon lwa va phan l6p
12 binh thuong hodic mot cudc tan cong, néu truy cap 1a mot cudc tn cong, hé thong s& canh bao cho nguoi quan tri,
dong thoi dit lidu s€ duoc chuyén sang tang 2. & d6 cac thudc tinh phit hop lai duoc chon lyra va phan 16p dé x4c dinh
d6 c6 phai 1a kiéu tdn cong DoS hay khong? Néu khong, dit lidu s& dugc chuyén sang cac tang ké tiép, cac thudc tinh
phu hop lai dugc chon Iya va phan 16p dé xac dinh chinh xc kiéu tAn cong cy thé, truong hop khong xac dinh duoc,
thi d6 1a kiéu tAn cong méi chua dugc biét dén.

Két qua thi nghiém, do chinh x4c du bao tong thé cua by phan 16p lai da tang ©0 rat gon thude tinh dat 99.74%
khi phan 16p cac truy cap binh thuong va 99.77% khi phan 16p cac kiéu tAn cong, t6t hon so véi viéc khong riit gon
thudc tinh c6 ty 18 twong ing 13 99.71% va 99.57%. Hon thé nita, vé thoi gian huan luyén va kiém tra, b phan 16p lai
da tang co rat gon thudc tinh giam chi con xAp xi 34% so v6i truong hop khong rat gon thudc tinh.
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RUT GON THUOC TINH SU DUNG IG PE TANG CUONG HIEU NANG CUA CAC IDS

Kiéu tAn Kiéu thn Kiéu tAn Kiéu tAn
cong DoS cong Probe cong U2R cong R2L
Ves ﬂ\ A
B0 phan
Canh béo 16p tang 2
cho A
ngudi No Yes
quantri g B6 pha
<€ 0 phin
16p tang 3 Probe?
Dit 11<3:u No Yes
truy ¢ap
mang Bo phén
. ?J No 16p tang 4 U2R?
B0 phan Normal? Binh thuong No JLes
16p tang 1 Yes B6 phan Tén cong
16p thng 5 RaL? chua bidt
p tang No

Hinh 8. Kién trac b phén 16p lai da téng vai cée tap thude tinh duoc lua chon i v

V. KET LUAN
Tir két qua thi nghiém, ta nhan thiy: do tinh chét dic thu dir licu ciia mbi kiéu tdn cong ciing nhu phiong phap

may hoc, phwong phdp it gon thude tinh stt dung do lgi thong tin két hop véi cic thuit todn rit gon thudc tinh phu
hop cho ra céc tap thudc tinh t6i uu phi hop nhat. Qua dé, cai thién do chinh xac dy bao tong thé cia bd phan I6p lai
da tAng trong khi giam thoi gian huAn luyén va kiém tra ctia toan hé thong, diéu d6 dong nghia véi viéc giam chi phi
tinh toan ctia cac IDS, phu hop véi thuc té 14 khdi lugng va toc do cia dir liéu mang dang ngdy cang 16n hon. Pong
thoi, két qua thi nghiém ciing diit ra cac van dé can duoc tiép tyc nghién ctru, diic biét 1a cac ndi dung:

(1) Viéc nghién ciru st dung cac do do thong tin khac nhu: ty suit loi ich (Gain Ratio), thudc tinh twong quan

(Correlation Attribute),... dé rit gon thudc tinh, c6 thé s& dem lai hiéu niing cao hon khi phat trién cac IDS.

(2) Nang Iyc xtr Iy dit liéu ciing nhu tinh toan cia hé théng may dong vai tro quan trong trong viéc khai thac

thuat toan ciing nhu phuwong phap may hoc. Tir d6 nang cao hi¢u qua xit Iy, tiép can theo hudng tri tué nhan tao.
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FEATURE SELECTION BASED ON INFORMATION GAIN TO IMPROVE
PERFORMANCE OF NETWORK INTRUSION DETECTION SYSTEMS

Hoang Ngoc Thanh, Tran Van Lang

ABSTRACT: The main function of the Intrusion Detection System (IDS) is to protect the system, analyze and predict the network
access behavior of users. These behaviors are considered to be normal or an attack. Machine learning methods are used in IDS
because of the ability to learn from past patterns in order to identify new patterns of attack. These methods are effective but have
relatively high computational costs. Moreover, as the volume and velocity of network data grows rapidly, such computing cost
issues must be resolved. This article refers to using Information Gain to reduce features of the dataset to be analyzed. Thanks to
that, it helps to build IDS at a lower computational cost but with higher performance. The test results on the NSL-KDD99 data set
use a 5-fold cross-validation assay: with a set of optimization attributes that match the layering as well as the machine learning
method, the accuracy of the IDS has been improved with less computational time.



