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LO1 CAM ON
Véi 10ng biét on sdu sic nhat, em xin chan thanh cam on tap thé quy thay cd Khoa
K§ thuat - Cong nghé, chuyén nganh céng nghé thong tin da 4n can giang day, truyén dat
kién thire, kinh nghiém. Chinh nhiing kién thirc quy bau ma thay cé da truyén dat 1a ngudn

tu liéu quy gia dé em hoan thanh tét qua trinh 1am d6 &n tét nghiép nay.

Em ciing xin gri 1dm cam on dén Thay Pham Tuén Trinh — nguoi dé tan tinh huéng

dan em hoan thanh bai bao co do an tét nghiép nay trong thoi gian qua.

Trong qua trinh 1am bao cao d6 an tét nghiép, di em da rat ¢6 gidng can than nhung
cling kho tranh khoi nhitng sai sot, em rat mong nhan duoc y kién dong gop tir thay, co dé
em hoc thém duoc nhiéu kinh nghiém lam bao céo tot hon trong tuong lai. Pong thoi do
trinh d6 1y luan ciing nhu kha nang nghién ctu, nhin nhan van dé caa em con nhiéu han
ché, nén em ciing rat mong nhan dugc nhitng y kién gop y cua céc thay, co dé em co thé

hoan thién hon vé cac kién thirc linh hoi thuc té.

Em xin chan thanh cam on!



LOI MO DAU
Trong thoi dai cdng nghé sb phat trién manh m& nhu hién nay, viéc xay dung mot
hé théng mang 6n dinh, hiéu qua va bao mat 1a yéu té quan trong gitp doanh nghiép duy
tri hoat dong kinh doanh lién tuc va ning cao ning luc canh tranh. Dac biét ddi vai cac
doanh nghiép vira va nho, viéc thiét ké va trién khai mot hé thdng mang pht hop khéng chi
gip téi wu hoa quy trinh 1am viéc ma con tao nén tang virng chic cho su phat trién bén

virng trong tuong lai.

Mic du céc doanh nghiép vira va nho thuong ¢ ngudn luc han ché, nhung vai su
phét trién cua cac giai phap cong nghé ngay nay, ho hoan toan cé thé xay dung duoc hé
théng mang manh mg, linh hoat va tiét kiém chi phi. Dé tai "Thiét ké hé théng mang cho
doanh nghiép vira va nho" s& tap trung vao viéc phan tich va trién khai céc thanh phan cua
mot hé thong mang tbi wu, dam bao kha nang két ndi lién tuc, bao mat va ma rong trong
tuong lai. Qua do, nghién ctru ndy s& dé xuat cac giai phap thiét thuc gidp cac doanh nghiép
vira va nho cé thé (ing dung cong nghé thdng tin mot cach hiéu qua va tbi uu.

Véi muc tiéu nang cao hiéu qua van hanh va tiét kiém chi phi, bai viét s& di sau vao
viéc khao sat nhu cau thuc té cia doanh nghiép, phan tich cac yéu cau ki thuat, va dua ra
phuong an thiét ké phu hop, dap tng céac tiéu chi vé hiéu suat, bao mat va kha ning mo

rong trong moi trueong Kinh doanh hién dai.

Qua qua trinh tim hiéu, em da duoc hoc hoi va ap dung nhitng kién thirc va ki ning
chuy&n mén cua minh dé c6 thé xay dung dugc mot hé thdng mang. Em da tim hiéu vé cach
hoat dong caa mot hé thdng mang, cac tinh ning co ban ciing nhu cac thuat ngit lién quan
dén linh viuc mang. Dong thoi, em ciing duoc hoc hoi vé quy trinh thiét ké va trién khai hé

thdng mang cho doanh nghiép.



R/
0‘0

CHUONG I: COSO LY THUYET
Khai niém va phan loai mang may tinh

1. Khai niém vé mang may tinh
Mang may tinh 12 mot hé thong duoc tao ra bang cach két ndi cac may tinh véi nhau dé
chiing c6 thé giao tiép va chia s¢ thdng tin. Mot mang may tinh bao gdom cac thiét bj
may tinh nhu PC, laptop, may chu, mdy in, dién thoai thdng minh va céc thiét bi mang
khac. Cac may tinh trong mang duoc két ndi véi nhau bing cadp mang hoidc két nbi
khong day. Khi dugc két ndi, ching co thé giri va nhan dit liéu qua mang. Mang may
tinh cho phép ching ta giri email, truy cap vao cac trang web, chia sé tép tin va in an tir

bat ky may tinh nao trong mang.

2. Phén loai mang may tinh
Mang may tinh c6 thé duoc phan loai dua trén nhiéu tiéu chi khac nhau. Mt sé phan
loai phé bién cua mang may tinh:
> Phan loai theo quy mo:
= Mang LAN (Local Area Network): hay con dugc goi la mang cuc bd duoc
ding trong khu vuc gigi han nhat dinh nhu mot phong, mot toa nha hay mot
khuén vién, toc do truyén tai cao. Cac thiét bi sir dung mang LAN c6 thé chia
sé tai nguyén véi nhau, ma dién hinh 1a chia sé tap tin, may in,... va mot sb thiét
bi khéac.

.
= E. 3

Hinh 1: M6 hinh hoat déng cua mang LAN




Mang MAN (Metropolitan Area Network): Hay con goi la mang d6 thi lién
két tir nhidu mang LAN qua day cap, cac phuong tién truyén dan khac,..Mang
két ndi cac may tinh trong ciing mot thanh phd hay mot khu vuc d6 thi, mét thi
tran, thanh phd, tinh. Thudng duoc dung chi yéu cho dbi tuong 12 to chirc, doanh
nghiép nhiéu chi nhanh, nhiéu bo phan két ndi véi nhau. Mang Man thuong duoc
sir dung cho doanh nghiép vi md hinh nay nay cung cap nhiéu loai dich vu nhu
két ndi duong truyén qua voice (thoai), data (di liéu), video(hinh anh), trién khai
cac tng dung dé dang.

‘ Network ’

Mang MAN

ASASSEREN
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Hinh 2: M6 hinh hoat déng cua mgng MAN



= Mang WAN (Wide Area Network): hay con goi 1a mang dién rong duogc két
hop gitra c&c mang d6 thi bao gdm ca mang MAN va mang LAN thdng qua thiét
bi vé tinh, cap quang, cap day dién. Mang dién rong duoc tao ra nham két ndi
trén mot dién 16n c6 quy md trén qubc gia. Giao thuc sir dung trong mang WAN

1a TCP/IP, dudng truyén bang thong thay doi tdy vao vi tri lap dat.

|
T
P W
X B w7 N7
: 2=
L T
) WAN

Hinh 3: M6 hinh hoat déng cua mang WAN
=  Wireless Network (Mang khéng day): La mang dién thoai hoac mang may tinh
sir dung séng radio 1am séng truyén dan hay tang vat ly. Mot mang khong day 1a

mot mang may tinh sir dung céac két ndi dir liéu khéng day giita cac ndt mang.
;Mé hinh két néi mang khéng day
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Hinh 4: M6 hinh hoat déng cua mang khong day



Khai niém vé Topology va cac dang Topology

1. Khai niém vé Topology
Topology cia mang la cau tric hinh hoc khéng gian ma thuc chat 1a cach bd tri phan tir
ciia mang ciing nh cach ndi gitra ching véi nhau. Thong thong mang c6 3 dang ciu tric
la: Mang dang hinh sao (Star Topology), mang dang vong (Ring Topology) va mang
dang tuyén (Linear Bus Topology). Ngoai 3 dang c4u hinh ké trén con c6 mot sé dang
khac bién téng tir 3 dang nay nh mang dang cay, mang dang hinh sao - vong, mang hdn

hop,v.v....

2. Céac dang Topology
Mang dang hinh sao (Star topology): Mang c6 mét thiét bi trung tam két ndi véi cac
thiét bi khac theo hinh sao. Loai mang nay dé cai dit va quan 1y, nhung néu thiét bi

trung tdm gap su c6 thi toan bd mang s& bi nging hoat dong.

TL ’—".'H TTTTITINS SN

Hinh 5: M6 hinh hoat déng cua mang hinh sao



< Mang tuyén tinh (Bus Network): Mang c6 mét cap chinh két ndi cac thiét bi theo dang
tuyén tinh. Loai mang nay d& cai dat va tiét kiém chi phi, nhung c6 hiéu suit thap va

kho xir 1y khi c6 su cd.

BUS TOPOLOGY
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Hinh 6: M6 hinh hoat déng ciia mang tuyén tinh
< Mang hinh vong (Ring Network): Mang c6 céc thiét bi két ndi véi nhau theo hinh
vong tron. Loai mang nay cd hiéu suat cao va khong bi nhidu, nhung kho cai dit va kho

xtr ly khi ¢6 su cé.

Hinh 7: M6 hinh hoat dgng cua mang hinh vong
7



< Mang két hop (Mesh Network): Mang c6 céc thiét bi két ndi véi nhau theo nhiéu
duong khac nhau. Loai mang nay c6 do tin cay cao va d& mé rong, nhung tén nhiéu chi

phi va khé quan ly.

Hinh 8: M6 hinh hoat déng ciia mang két hop
< Mang ngang hang (Peer-to-Peer Network): Mang c6 cac may tinh két ndi véi nhau
ma khong can may chu trung gian. Loai mang nay dé cai dat va khong phu thuoc vao

may chi, nhung an ninh thap va kho quan ly.

PEER TO PEER - P2P -

oE=—— N
NETWORK

Hinh 9: M6 hinh hoat déng cua mang ngang hang



< Mang khach chi (Client-Server Network): Mang c6 cdc may chu cung cap dich vu
cho cac may khach truy cap vao mang. Loai mang nay cé an ninh cao va dé quan ly,
nhung tén nhiéu chi phi va phu thugc vao may chu.

Client-Server Network

Directory Server File Server

Computer A Computer B

Hinh 10: M& hinh hoat dong cua mang khach chu
% MO0 hinh mang Workgroup: Mé hinh quan Iy mang khéng cé may chu tap trung, ma
cac may tinh ty quan ly tai nguyén caa minh va chia sé cho cdc may khac trong cung

nhom lam viéc. M6 hinh nay thich hgp cho cac mang nho va don gian.

Internet

COMPUTER

Hinh 11: M& hinh hoat déng cua mang Workgroup



% M®6 hinh mang Domain: Mé hinh quan ly mang c6 may chu tap trung quan ly tai
nguyén va ngudi dung caa toan b mang. Mo hinh nay thich hgp cho cac mang 16n va
phuc tap.

LONG VAN SYSTEM

Hinh 12: M6 hinh hoat dong cia mang Domain
I1l.  Cé&c thanh phan cia hé théng mang may tinh

Mot hé thong mang may tinh bao gdm nhiéu thanh phan khéac nhau hoat dong cling
nhau dé cho phép céc thiét bi truyén thdng véi nhau. Dudi day 1a mot s6 thanh phan
chinh:

< Thiét bi dau cudi: Pay 1a cac thiét bi dugc sir dung dé truy cap mang, chang han nhu
may tinh, may in, dién thoai...
< Thiét bi mang: Pay 1a cac thiét bi gitp két ndi céc thiét bi dau cudi vaéi nhau va voi
internet. Mot sé thiét bi mang phd bién bao gom:
> B chuyén mach: Bo chuyén mach két ndi cac thiét bi véi nhau trong mot mang
cuc bo (LAN).
> Bo dinh tuyén: Bo dinh tuyén két ndi cac mang khéc nhau véi nhau, chang han nhur
mang gia dinh véi internet, mang van phong vaéi internet,....
> Modem: viét tit caa Modulator and Demodulator - Bo diéu giai, 1a mot thiét bi diéu
ché song tin hiéu twong tu dé ma hoa dix liéu s, va giai diéu ché tin hiéu mang dé
giai ma tin hiéu sé. Giai thich mot cach d& hiéu hon thi modem bién d6i thong tin ki
thuat sé tir cac thiét bi két ndi mang (may tinh, dién thoai) thanh tin hiéu analog c6

10



thé truyén qua day dan, va nguoc lai, modem dich céc tin hiéu analog thanh dit liu
s6 ma nhitng thiét bi nhu may tinh c6 thé hiéu duoc.
> Piém truy cap khong day (WAP): WAP cho phép cac thiét bi két néi véi mang
bang Wi-Fi.
< MBObi trudng truyén dan: Pay 1a phuong tién vat Iy ma qua d6 dir liéu duoc truyén qua
mang. Mot s6 méi truong truyén dan phé bién bao gom:
> Céap xodn ddi: Cap x0in d6i 14 loai cap duogc sir dung pho bién nhat dé két ndi cac
thiét bi trong mang LAN.
> Céap quang: Cép quang st dung tia sang dé truyén dir liéu va cung cap toc do truyen
nhanh hon so vdi cap xoén d6i.
> S6ng vo tuyén: Song vo tuyén cé thé duoc st dung dé truyén dir lidu qua khoang
cach xa ma khéng can cap.
% Ung dung mang: Ung dung mang 1a cac chuong trinh dugc sir dung dé thuc hién cac

tac vu trén mang, chang han nhu giri email, duyét web va chia sé tép.
IV. Cé&c thanh phan cia hé théng mang may tinh

Giao thtrc mang 1a tap hop cac quy tic duoc thiét 1ap nham xéac dinh cach dé dinh dang,
truyén va nhan dix liéu sao cho cac thiét bi mang may tinh - tir server va router toi endpoint
- ¢0 thé giao tiép véi nhau. Cac giao thirc mang ciling xac dinh cac quy tic va quy wdc giao
tiép giira cac node phan mém va phan cang trén mang. Céc giao thirc mang phai dugc xac
nhan va cai dit boi ngudi guri va ngudi nhan dé dam bao qué trinh giao tiép dit liéu/mang
dién ra suén s¢, dugc bao mat va quan ly. Mot sb giao thirc mang pho bién hién nay la:
¢ Internet Protocol Suite (bé giao thac lién mang): 1a tap hop cac giao thuc thuc thi

protocol stack (chong giao thirc) ma Internet chay trén do. Internet Protocol Suite d6i

khi duoc goi la b giao thuc TCP/IP. TCP va IP la nhirng giao thac quan trong trong

Internet Protocol Suite - Transmission Control Protocol (TCP) va Internet Protocol (IP).
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Transmission Control Protocol (TCP): la giao thirc ¢t 16i cua Internet Protocol Suite.
Transmission Control Protocol bit ngudn tir viéc thuc thi mang, b6 sung cho Internet
Protocol. TCP cung cdp mot phuong thirc phan phéi dang tin cay mot ludng octet (khdi
dit liéu co kich thuéc 8 bit) qua mang IP. Dic diém chinh cua TCP 14 kha ning dua ra
lénh va kiém tra 13i. T4t ca cac ung dung Internet 16n nhe World Wide Web, email va
truyén file déu dya vao TCP.

Internet Protocol (IP): 12 giao thirc chinh trong Internet protocol suite dé chuyén tiép
dir liéu qua mang. Chirc ning dinh tuyén cua Internet Protocol vé co ban gitp thiét lap
Internet. Giao thuc ting mang thong dung nhat ngay nay 1a Ipv4 hoic Ipve.

Hypertext Transfer Protocol (HTTP): 1a nén tang giao tiép dir liéu cho World Wide
Web. HTTP la giao thuc truyén tai siéu van ban. Chlng 13 mét trong nam giao thic
chuan caa mang Internet. Giao thirc nay dung dé lién hé théng tin giira may cung cap
dich vu (Web server) va May str dung dich vu (Web client).

File Transfer Protocol (FTP): Ia giao thtc truyén tai tép tin. FTP cho phép ngudi ding
truyén hodc nhan cac file tir xa qua mot may tinh c6 két ndi vai internet. FTP ¢6 kha
nang chuyén file giira cac may tinh cé hé diéu hanh khéc nhau.

Simple Mail Transfer Protocol (SMTP): la giao thuc truyén tai thu don gian. SMTP
la tiéu chuan cong nghiép cho viéc truyén email giita cac may tinh qua internet hoac cac
mang khac. SMTP chi xt ly viéc giri email, khdng xir Iy viéc nhan email. Bé nhan email,
ngudi ding can sir dung cac giao thirc khac nhu POP3 hoic IMAP. SMTP sir dung cong
25 dé giao tiép véi cac may chu email khac. SMTP ciing sir dung cong 587 dé giao tiép
V61 cac may khéach email (email client) nhu Outlook, Thunderbird, v.v. SMTP 1a mét
giao thirc vian ban don gian, co thé doc dugc bai con ngudi. SMTP sir dung céc lénh va
phan hoi dé thiét 1ap phién giao tiép va truyén tai email. Mdi 1énh va phan hdi bao gém

mot ma s6 va mot thong diép mo ta.

V. Cic dich vu ciia hé thong mang may tinh

K/
0‘0

Domain Controller: Domain Controller (DC) la mot may cha dong vai trd quan trong

trong hé thong Active Directory (AD) ciia Microsoft. N6 luu trir co so dit liéu AD, cung
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cap dich vu x&c thyc va ay quyén cho ngudi ding va may tinh trong mién, déng thoi
quan Iy cac chinh séch va cu hinh cho toan b mién.

< DNS:Viét tit cua Domain Name System, 1a hé théng phan giai tén mién thanh cac dia
chi IP twong tmg va nguoc lai. Khi ban nhap mot tén mién vao trinh duyét web, trinh
duyét s& giri mot yéu cau dén may chu DNS. May chi DNS sé tra ciu tén mién trong co
s& dit liéu cua nd va tra vé dia chi IP twong tng. Sau do, trinh duyét s& st dung dia chi

IP nay dé két ndi véi trang web.

Whatis DNS?
/

Authoritative
DNS Server

Local DNS
Server

Hinh 13: Dich vu DNS
% DHCP: Viét tat cia Dynamic Host Configuration Protocol, 12 dich vy cip phat dong
céc thong s6 cau hinh mang cho céc thiét bi yéu cau, nhu dia chi IP, subnet mask,
default gateway, DNS server... va cac thong s6 cau hinh mang khéc cho céc thiét bi

(client) trén mang.

DHCP Client DHCP Server

Dynamic Host
Configuration Protocol

DHCP

Hinh 14: Dich vu DHCP
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< VLAN: La viét tit cua Virtual Local Area Network, hay con goi la Mang LAN 4o.
VLAN la mot ky thuat phan chia mang LAN vét ly thanh cac mang logic riéng biét,
duoc goi la cac VLAN. Mang LAN ao duoc tao ra bang céch gan thé cac khung
Ethernet véi mot ma VLAN.

Cac port va mang tuong irng

F0/1-0/5 : 802.1q Trunk (native Vlan 99)
F0/6-0/10 : Vlan 30 - Phong K& Toan- Network: 172.17.30.0/24

F0/11-0/17 : Vlan 10 — Phong Nhéan Sy- Network: 172.17.10.0/24

172.17.3.23
Vian 30

F(/18-0/24 : Vlan 20 ~ Phong Ky Thugt- Network: 172.17.20.0/24

Hinh 15: Dich vu VLAN

% VPN: La viét tat cua Virtual Private Network, hay Mang riéng 40. N6 1a mét dich vu
gitp ban két ndi véi internet thdng qua mot may chu trung gian, che giau dia chi IP thuc
ctia ban va ma hoa dir liéu cua ban. Diéu nay gilp ban an danh truc tuyén va bao vé
quyén riéng tu ctia ban. Khi ban két ndi véi VPN, thiét bi caa ban s& tao ra mot duong
ham dugc ma héa dén may chu VPN. Dit lidu cia ban sau d6 duoc truyén qua dudng
ham nay dén internet, khién cho n6 khéng thé doc duoc boi bat ky ai theo ddi két néi
cua ban. VPN hoat dong nho vao su két hop véi cac giao thirc dong géi PPTP, L2TP,
IPSec, GRE, MPLS, SSL, TLS.

Hinh 16: Dich vu VPN
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> Cac loai VPN:
= Site-to-Site VPN: 1a m6 hinh dung dé két ndi cac hé thong mang & cac noi khac
nhau tao thanh mét hé théng mang thong nhat. O loai két ndi nay thi viéc chung
thuc an dau phu thudc vao thiét bi dau cudi ¢ céc Site, cac thiét bi nay hoat dong
nhu Gateway va day 1a noi dat nhiéu chinh sach bao mat nham truyén dix liéu
mot cach an toan gitra céc Site.
= Remote Access VPN: hay con duoc goi la Client-to-Site, la loai nay thuong ap
dung cho nhan vién lam viéc luu dong hay 1am viéc & nha mudn két ndi vao mang
cdng ty mot cach an toan. Ciing c6 thé 4p dung cho vin phong nho & xa két noi
vao Van phong trung tdm cua cong ty. Remote Access VPN con dugc xem nhu
la dang User-to-LAN, cho phép nguoi ding ¢ xa dung phan mém VPN Client
két ndi véi VPN Server.
< NAT: La viét tat caa Network Address Translation, hay Dich dia chi mang. Pay 1a k¥
thuat cho phép mét hoac nhiéu dia chi IP noi bd (private IP) duoc chuyén doi thanh mot
hodc nhiéu dia chi IP cdng cong (public IP) truéc khi truyén dit liéu ra Internet. NAT
hoat dong nhu mot "nguoi phién dich" gita mang noi bo va Internet. Khi mot thiét bi
trong mang noi bo mudn truy cap Internet, NAT s& chuyén dbi dia chi IP noi bo caa
thiét bi d6 thanh dia chi IP cdng cong cua bo dinh tuyén. Sau do, bo dinh tuyén s& gui
yéu cau dén Internet. Khi dit liéu duogc tra vé tir Internet, NAT s& chuyén d6i dia chi IP
cdng cong trong gdi dir liéu thanh dia chi IP noi bo cua thiét bi dich.

Davices NETWORK ADDRESS TRANSLATION
(PC / Tablet / SmartPhone) (NAT)

=="

Router Internet

/ Private IP Address.  Public IP Address
174.122.1.1 244.46.1.1

Hinh 17: Dich vu NAT



» Cac loai NAT:

= NAT tinh (Static NAT): NAT tinh ludn anh xa mét dia chi IP ndi bo ¢é dinh
sang mot dia chi IP ¢ong cong cd dinh.

= NAT dong (Dynamic NAT): NAT dong anh xa moét dia chi IP noi bo dong sang
maot dia chi IP ¢dng cong duoc chon ngau nhién tir mot nhom dia chi IP cong
cong.

= NAT cong(NAT Overload): NAT cbng &anh xa mét s6 cong TCP hoiac UDP cu
thé sang mot dia chi IP ndi bo cu thé.

% HSRP: Giao thuc HSRP (Hot Standby Router Protocol) Ia mét giao thuc du phong
duogc st dung trong mang may tinh dé cung cap su du phong cho céc thiét bi dinh tuyén.
Muc tiéu chinh cua HSRP 14 tao ra mét thiét bi chinh (active router) va mét hoic nhiéu
thiét bi du phong (standby router) dé dam bao tinh sin sang va lién tuc caa mang. Khi
st dung HSRP, céc thiét bi dinh tuyén duoc cau hinh dé tao thanh mot nhom, trong d6
mot thiét bi dugc chon lam active router va cac thiét bi khac trong nhém s& la cac
standby router. Khi thiét bi active router gap su c6 (vi du: mat két ndi mang), mot trong
c4c thiét bi standby router s& chuyén thanh active router ngay lap tic, gitt cho mang van
hoat dong ma khong co su gian doan dang ké. Qua trinh nay duoc thyc hién ty dong boi

c4c thiét bj trong nhém HSRP, gilp cai thién tinh san sang va tin cay cua mang.

Virtual Router

N
‘:zﬁz
5 1 12 1.12.2

G |GateWayAddress
s 1.1.1.1

1.1.12.3

Hinh 18: Dich vu HSRP
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% VTP: VTP (VLAN Trunking Protocol) la mét giao thuc dugc s dung trong mang
Ethernet dé quan 1y va cau hinh cac VLAN (Virtual Local Area Networks) trén céc
switch trong mot mang LAN (Local Area Network). Chuc nang chinh cia VTP bao
gom: don gian hda quan Iy VLAN va ddng bd héa cau hinh VLAN trén cac switch trong
mang LAN, gitip tang cuong tinh nhat quan va quan Iy hiéu qua.

VTP DOMAIN “NetworkLessons”
VTP Server

VTP Client VTP Client VTP Client

Hinh 19: Dich vu VTP

¢ File Server: La dich vu luu trir va chia sé cac tap tin trén mang. Tao cac thu muc chia
sé (Shared Folder) cho cic phong ban trong cong ty, nhu ké toan, nhan su, ki thuat...

Phan quyén truy cap (Permission) cho cac thu muc chia sé theo nhém nguoi dung.

17



VI. Cac thiét bi két ndi mang

< NIC: 1a mot cum tir viét tit caa "Network Interface Card". NIC 1a mot thiét bi phan ciing
(hardware) hodc mét thanh phan tich hop trén may tinh hoic thiét bi mang khéc, gidp
két ndi may tinh hozc thiét bi d6 voi mang may tinh. NIC thudng bao gom mét cong
hoic két ndi vat Iy dé két ndi véi cap mang, va né cd chirc nang diéu chinh va truyén di

liéu gitta may tinh va mang.

. !&1 E

Hinh 20: Thiét bj NIC
< Router: Hay con goi 1a bo dinh tuyén, 1a thiét bi mang c6 chirc nang chuyén tiép goi di
liéu gitta c&c mang may tinh. Router hoat dong dwa trén bang dinh tuyén dé xac dinh

duong di tot nhat cho cac goi dir lieu.

N «l» .y

u - - - - - - - - ’

Hinh 21: Thiét bi router
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% Switch: Hay con goi 12 bo chuyén mach, 1a thiét bi mang c6 chire ning két ndi cac thiét
bi mang véi nhau trong cung mot mang LAN (mang cuc bd). Switch hoat dong dua trén

dia chi MAC cua cac thiét bi dé chuyén tiép khung dit liéu dén dung dich.

NEW LINK

Hinh 22: Thiét bi Switch
< Server: Hay con goi la may chu, 1a mot hé thdng may tinh duoc thiét ké dé cung cap cac
dich vu, tai nguyén va dit liéu cho cac may tinh khac trong mang. Server c6 thé 1a mot

may tinh riéng I¢ hoic mot cum maéy tinh duoc két ndi véi nhau.

 SERVER

Hinh 23: May chu - Server

19



< Client: 12 mot hoic nhiéu méy tinh duoc st dung trong mang may tinh dé truy cap

cac dich vu duoc cung cap bai may chu (Server)

Bl ciient T
—_— . Client
—___ Client = Client
[ Server
5?"-; » E e —— _*E
/ &li-zs_"‘-’:i -
-@ Client Client

Hinh 24: Thiét b Client
< Converter (bd chuyén doi): la thiét bj dién tir duoc sir dung dé chuyén doi tin hiéu
giita cac loai cap mang khéac nhau hoic gitra c4c loai tin hiéu khac nhau trong hé thong
mang. Converter dong vai trd quan trong trong viéc két ndi cac thiét bi mang khac nhau
va mé rong pham vi truyén dan dit ligu.

Nha cung cap

Converter quang

Fiber optic

Internal Network

Hinh 25: Thiét bi Converter
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» Co6 hai loai converter chinh:

Converter quang - dién: Chuyén ddi tin hiéu dién tir cdp mang ddng sang tin hiéu
quang dé truyén dan qua cap quang hoic nguoc lai. Converter quang-dién dugc sir
dung phd bién trong hé théng mang cap quang do kha ning truyén dan dit liéu véi
téc do cao va khoang cach xa hon so v6i cap mang dong.

Converter media: Chuyén déi tin hiéu gita cac loai cap mang dong khéc nhau, vi
du nhu tir cap UTP sang cap RJ45 hoac cap BNC. Converter media dugc st dung
dé két ndi cac thiét bi mang cii vai céc thiét bi mang mai hodc dé két ndi cac mang
LAN khac nhau.

> Ngoai ra, con cd mot s6 loai converter khac:

Converter cong nghiép: Puoc s dung trong méi trudng cong nghiép khic
nghiét, cd kha nang chdng bui ban, 46 am va nhiét do cao.

Converter PoE (Power over Ethernet): Cung cip ngudn dién cho cac thiét bj
mang qua cap Ethernet, gitp loai bé nhu cau st dung ngudn dién riéng cho cac
thiét bi nay.

Converter SFP: Cung cap kha nang két ni linh hoat cho céc thiét bi mang, cho

phép nguoi dung st dung céc loai cap quang va module quang khac nhau.
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< Modem (modulator va demodulator): 1a thiét bi ma hoa va giai ma cac xung dién).

Modem dong vai tro giao tiép véi mang ludi cua cac nha cung cép dich vy Internet (ISP)
thong qua hé théng cap ndi déng truc, cap quang, dudng day dién thoai (DSL). Modem
chuyén d6i tin hiéu Internet tir dang analog thanh dang k¥ thuat sé dé sir dung trén thiét
bi dién tir. BEn canh d6, Modem WiFi con tich hgp thém chirc nang phat Wi-Fi, cho phép

cac thiét bj khong day két ndi va truy cap Internet qua song Wi-Fi.

5

- Modem Router
Internet(ISP)

Hinh 26: Thiét bi Modem
Access Point (AP): hay con goi 1a diém truy cap hozc bo phat Wifi, 1a mot thiét bi mang
thu-phéat Wifi c6 thé tao ra mot mang khong day cuc bd (WLAN). Access Point thuong
dugc dung tai moi truong cong sé, nha hang, tiéc cudi hay céc tda nha I6n nham tao ra
khong gian str dung mang rong rai ma khong lam suy giam téc do cia mang. Mot chirc
nang wu viét ciia Access Point d6 1 kha ning lién két cAc may tinh tai noi lam viéc, tir

d6 s& gitp viéc kiém soét va truyén tai dit liéu tré nén don gian hon.

-

)

MODEM

INTERNET

ACCESS POINT

Hinh 27: Thiét bi Acces Point
22



VII.

Cic chirc niing va ing dung ciia hé thong mang may tinh

% Hé thdng mang may tinh 1a sy két hop caa nhiéu may tinh, thdng qua thiét bi két ndi

L)

D)

mang cung véi cac phuong tién truyén thdng theo mot cau tric. Muc dich cua viéc nay

la nham chia sé thong tin va trao d6i dir liéu giira cac thiét bj trong ciing mot hé thong.

Trong d6, phuong tién truyén thdng chinh 1a giao thirc mang va méi trudng truyén dan.

Cac chire nang va tng dung cua hé théng mang may tinh cé thé bao gom:

>

Cho phép nguoi dung chia s¢, sir dung moi tai nguyén chung nhu chuong trinh,
thiét bi dit liéu,... ma khéng can phai quan tm dén vi tri thuc cta tai nguyén va
nguoi dung.

Dé dang xem, chinh sira, sao chép tap tin tir mot may tinh khac nhu dang thyc hién
trén chinh may tinh caa minh.

Trong cuing hé théng mang, cac may tinh va thiét bi c6 thé st dung chung tai nguyén
thiét bi luu trit (HDD, SSD, 6 dia CD), may in, may fax, modem, may quét, webcam
cuing nhiéu thiét bi khac.

C6 thé sao chép dit liéu tir may nay sang may khéac hoic luu dit liéu tap trung & may
chu, dé ngudi ding mang may tinh cé thé truy cap bat ctr khi nao can.

Chia sé may in, bd nhg, cac 6 dia va nhiéu thiét bi khac dé nguoi ding c6 thé dung
chung.

Cai dat phan mém dung chung dé tiét kiém chi phi.

C6 thé trao d6i thong tin giira cac may tinh théng qua phan mém tro chuyeén truc
tuyén (chat) hoic thu dién tir (email).

Dit liéu luu trir qua cdc phan mém mang may tinh s& dam bao tinh an toan cao hon
SO V&i viée luu trir trén may tinh c& nhan.

C6 kha ning truy va xuit cac chuong trinh dit liu tir xa.

Viéc trao d6i thong tin cling nhu tai liéu gian tiép kha dé dang, nhanh chéng.
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D)

CHUONG II: XAY DUNG HE THONG MANG CHO CAC
DOANH NGHIEP VUA VA NHO

. M hinh thuc té cia cac doanh nghiép vira va nhé

Qua thai gian thue tap ¢ cong ty TNHH Tién Thinh va khao sat qua mot sé doanh
nghiép khéc thi em xay dung mé hinh hé théng mang theo céu trdc caa cac cong ty
bao gém 1 tang trét va 1 lau.

Qua khao sét cac doanh nghiép da phan cac doanh nghiép c6 cac phong nhu sau:
Phong IT, Phong Ké Toén, Phong Kinh Doanh, Phong Nhan Su. Nhu vy so d6 to

chire co ban cua cac doanh nghiép vira va nho nhu sau:

GIAM DAC

|}
PHO GIAM D&C

|
[-= === = T__-J ------ ) ik |
| | | |
I | | |
; PHONG PHONG PHONG
[ FHONGIT ] [ KE TOAN } [KINH DOANH] [ NHAN Sy ]

Hinh 28: So d6 t6 chirc
Kich thudc cua cac phong ban:
> Phong IT sé& c6 khoang 5 may tinh va 1 server, cd thé nang cip Ién 15 may tinh.
> Phong Ké Toén sé& c6 khoang 7 may tinh, c6 thé nang cap tbi da 1én 15 may
tinh.
> Phong Kinh Doanh s& c6 khoang 10 may tinh, c6 thé nang cap 1&n 15 may tinh.
> Phong Nhan Su s& c6 khoang 5 may tinh, cé thé nang cap Ién 15 may tinh.
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I1. Thiét ké hé théng mang cho doanh nghiép vira va nhé

/

1. Thiét ké logic hé théng mang

w v /T
™ - PHONG GIAM BGC (xan)
INTERNET — @OF
) CONVERTER q
——
PHONG NHAN SU '
VLAN20 AT "“w"f‘
(memsr) ’ "
= \ / i B VLAN60
o - s e T ACCESSPOINT
%’ik - PHONG PHO GIAM BGC
_—_COREEWNCH e e |
_— ‘ N T
/'/ \\\
/ VLAN10(IT): 10.10.10.0 \

PHONG KE TOAN
VLAN30

PHONG KINH DOANH
VLAN40

Hinh 29: So d6 logic hé thong mang
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VLAN30(KE TOAN): 10.10.30.0
VLAN40(KINH DOANH): 10.10.40.0

VLANSQ(SERVER): 10.10.50.0
VLAN60(TANG 1): 10.10.60.0 /

N \

VLAN20(NHAN SU): 10.10.20.0 )




2. Pic ta caa hé théng mang

% Dua vao so dd hé théng logic hé théng mang va cac thiét bi ta c6 thé phan tich nhu sau:

% Mang duoc chia thanh 2 khu vuc chinh: Tang trét va Tang 1

>

Tang trét: Bao gdom cac phong: Phong IT, Phong Kinh Doanh, Phong Ké Toén,
Phong Nhén Su,

Tang 1: Phong Giam Déc, Phong Pho Giam Doc

Mdi phong déu duoc chia VLAN cung véi dia chi IP riéng biét dé tién cho viéc quan
ly va khéng xay ra su ¢ trung lap:

= VLANIO(IT): 10.10.10.0/24 SM: 255.255.255.0

= VLAN20(NHANSU): 10.10.20.0/24 SM: 255.255.255.0

» VLAN3O(KETOAN): 10.10.30.0/24 SM: 255.255.255.0

= VLAN40(KINHDOANH): 10.10.40.0/24  SM: 255.255.255.0

= VLANS5O(TANG1): 10.10.50.0/24 SM: 255.255.255.0

» VLANG6O(SERVER): 10.10.60.0/24 SM: 255.255.255.0

Mdi khu vuc dugc két ndi véi nhau thdng qua mot bo chuyén mach (switch) 24 port,
100Mbps.

Mot bo dinh tuyén (router) duoc sir dung dé két ndi mang noi bo véi Internet.

Tat ca thiét bi mang déu tap trung vé ta rack 27U dat & phong IT dé quan ly.

Hé théng mang bao gém:

YV V.V V VYV V

Switch Layer 2: chia déu cho mdi phong l1am viéc

Switch Core Layer 3: Active

Router: 12 nguon két néi cac thiét bi trong mang LAN véi mang Internet.
Server dé cau hinh céac dich vu

Wireless Controller dé cau hinh mang khéng day

Modem Wifi dé két ndi mang

Hé théng sir dung mang hinh sao két hop véi md hinh mang khéch chu (Client-Server

Network) dé may chu cung cip dich vu cho cac may khéach truy cap vao mang

Access Point dé chia sé¢ Wifi giita cac tang: 2 Access duogc dit trung gian o cac phong
Ké Toan, Kinh Doanh, IT, Nhan Su; 1 Access duoc dit & téng 1

% Céc Switch Core Layer 3 va Router déu dat IP tinh
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Mbi phong déu cd mot bo chuyén mach (Switch Layer2) dé két ndi voi cac Client trong
phong, dong vai trd trung tm trong viéc két ndi cac thiét bi dau cudi trong mang LAN
(mang cuc bo).

MJi Switch Layer2 s& ndi véi Switch Core Layer3. Switch Core Layer3 ¢ nhiém vu
két ndi cac Switch Layer 2 véi nhau dé chuyén tiép cac goi tin dix liéu giita cac thiét bi
mang duoc két ndi véi nd dya trén dia chi MAC, chia mang LAN thanh cac mang con
logic (VLAN) dé ting cuong bao mat va hiéu qua quan ly. Switch Layer 2 s& trunking
dé nhan VLAN tuong (ng tir Switch Core Layer3.

Switch Layer 3 s& ndi v4i Router twong tng, Router sé xac dinh duong di cho cac goi
tin dir liéu gitra cAc mang khéc nhau dua trén dia chi IP. Bong thoi Router c6 nhiém vu
két ndi mang LAN v&i cac mang khac nhu Internet, WAN,... hoic cac mang LAN ¢ Site
khéc.

Router déu duogc két ndi voi Converter dé tao mang LAN hozc Wifi cho cac thiét bi.
Converter nhan tin hiéu Internet tir nha cung cap dich vu (ISP) va chuyén déi tin hiéu
d6 thanh tin hiéu digital phi hop voi thiét bi mang, cung cap dia chi IP cho Router
chuyén dung cua doanh nghiép. Router nhan tin hiéu mang tir Converter, sau do s
chuyén dir liéu dén thiét bi trong mang ndi bé ma da yéu cau dit liéu ban dau.

Server:

> Nbi voi Switch Layer 2

> Cap VLAN riéng cho Server

» Dat Ip tinh: 10.10.50.100 SM: 255.255.255.0

> Cau hinh céc dich vu hé théng: DHCP, DNS, Domain Controller, VPN,....
Wireless Controller:

> Nbi voi Switch Layer 2 chung Switch véi Server

» bat IP tinh: 10.10.2.100 SM: 255.255.255.0
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% C4c giao thuc va cau hinh st dung trong hé théng

>

Trén Switch:

Tao VLAN tuong urng vai tirng phong ban trén Switch Core.

CAu hinh VTP trén mot switch-core 1am VTP server va c4c switch con lai s& tu
dong nhan théng tin cau hinh VLAN tir server.

Céu hinh trunking dé két ndi cac switch voi nhau dé chuyén tiép dit liéu gitra cac
VLAN trén ca switch core va switch access.

Cau hinh rapid spanning-tree protocol dé chéng loop trén switch core.

Trén cac switch access, ta s& cau hinh Spanning-Tree va cau hinh cac portfast,
port fast trunk dau vao cac thiét bi dé hoi tu nhanh hon, dong thoi bat tinh ning
bpduguard trén cac port.

bat dia chi IP.

Cau hinh HSRP — du phong gateway dé cung cap su du phong cho cac thiét bi
dinh tuyén.

Dinh tuyén dong giao thir EIGRP.

Trén Router:

Céu hinh co ché NAT dé hé théng truy cap ra duoc internet.
Céu hinh VPN dé hé théng mang c6 thé truy cap tir xa.

MJi tang va phong ban s& dung DHCP dé cap IP cho cac Client
Céu hinh dinh tuyén dong EIGRP.

bat dia chi IP

Trén Server:

Dung Domain Controller dé tao User twong ung vi mdi nhan vién khi dang
nhap.

Str dung dich vu NAT dé gilp che gi4u dia chi IP thuc cua cac thiét bj trong
mang ndi bo khi truy cap Internet giGp cho viéc kho bi tan cong tir bén ngoai.
Céu hinh DNS dé phan giai dia chi IP thanh tén mién cua cong ty

Cac clients c6 thé sir dung dich vu FTP dé download/upload file tir/dén server.
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3. Thiét bi mang cin sir dung

Bang 1: Danh sach cac thiét bi mang can sir dung cho xay dung hé théng mang

STT

Tén thiét bi

Hinh anh

Mo ta

Router Cisco
ISR4331-V/K9

- M4 san pham: 1ISR4331-V/K9

- Tong thong lugng: 100 Mbps dén
300 Mb / giay

- Tong s6 cong WAN hoic LAN
10/100/1000 trén bo mach: 3

- Cong dya trén RJ-45: 2

- Cong dua trén SFP: 2

- Khe cam md-dun dich vu nang
cao (SM-X): 1

- Céc khe NIM (Mo6dun Giao dién
Mang): 2

- Khe ISC trén bo mach: 1

- Ky c: 4 GB (mac dinh) / 16 GB
(t6i da)

- B nho flash: 4 GB (mac dinh) /
16 GB (tdi da)

- Ty chon cung cap dién: Noi bo:
AC va PoE

- Chiéu cao rack: 1 RU

- Kich thuéc (H x W x D): 44,45 x
438,15 x 438,15 mm

- Géi trong lugng: 12,96 Kg
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Switch Layer 2
CISCO WS-
C2960L-24TS-
AP

nu.n SadSan
vuw--

=¥

- Hang: Cisco

- M4 san pham: WS-C2960L-
24TS-LL

- Cong giao tiép: 24 port GigE, 4
x 1G SFP, LAN Lite

- 10S: LAN Lite

- Bing thong chuyén: 52 Gbps

- Bang thong chuyén: 104 Gbps
- 10/100/1000 Ethernet Ports: 24
- Giao dién Uplink: 4 x 1G SFP
- Fanless: Y

- DRAM: 512 MB

- B nh¢é Flash: 256 MB

- Kich thuéc (H x D x W): 1.73 x
9.45x17.5in. (4.4x 24 x 44.5
cm)

- Net Can nang: 7.21 b (3.27 kg)
Bao hanh: 12 thang

Switch Core
Layer 3 CISCO
WS-C3650-
24TS-L

- M4 san pham: WS-C3650-
24TS-L

- B tinh nang: LAN Base

- Giao di¢n Uplink: 4 x 1G SFP
- Céng: 24 cong 10/100/1000
Ethernet

- Sb xép chong ti da: 9

- Stack bang thong: 160 Gpbs

- Chuyén tiép bang thong:
41,66Mpps

- Chuyén doi cong suat: 88 Gb /
giay

-RAM: 4G

- Bo nho flash: 2G

- S6 AP cho mdi switch / stack:
25

- Kich thuodc: 44,5 cm x 44,5 cm
X 4,4 cm

- Trong luong: 17,49 Kg
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Wireless
Controller
Cisco AIR-
CT3504-K9

......... @lﬂ'

1

////////”l”,W

,,/////////

La mot thiét bi quan ly mang
khéng day cua Cisco Systems,
duoc thiét ké dé cung cip quan
ly tap trung va kiém soat cho
cac mang Wi-Fi trong moi
treong doanh nghiép. N6 cung
cap kha nang quan Iy va diéu
khién tap trung cho t6i da 150
diém truy cap (AP) va 3000
thiét bi khach.

* Thong s6 ki thuat:

- 1x Gigabit Ethernet da nang
(1én dén 5 Gigabit Ethernet)

- 4x Gigabit Ethernet

- Bo xur ly: Loi kép 1 GHz

- Bo nho: 2 GB RAM

- Kha niing hd tro:

Téi da 150 AP

Téi da 3000 thiét bi khach
Kich thuoc: 43,94 x 214,3 X
215,9 mm

Khéi luong: 4,41bs (2 kg)
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Access Point
Wi-Fi TP-Link
EAP225
Gigabit
AC1350 MU-
MIMO

tp-link

Dung dé phét séng wifi cac
phong.

- Wi-Fi Bing Tan Kép Nhanh:
Dong thai 450 Mbps trén 2.4
GHz va 867 Mbps trén 5 GHz
ddng thoi, téng cong 1a 1317
Mbps tdc d6 Wi-Fi.

- Chuan Wifi: Wi-Fi 5
(802.11ac)

- Pworc tich hgp vao Omada
SDN: Zero-Touch Provisioning
(ZTP), Quan ly cloud tap trung
va Giam sat thdng minh.

- Quan Ly Tap Trung: Truy
cap cloud va irng dung Omada
dé quan ly cuc ky tién loi va dé
dang.

- Chuyén Ving Lién Mach:
Ngay ca céc ludng video va
cudc goi thoai cling khong bi
anh hudng khi nguoi dung di
chuyén gitta cac vj tri

- Hb Trg PoE: Hb tro ca chuan
802.3af / at va Passive PoE (bao
gom b chuyén dbi PoE) dé cai
dat linh hoat.

- Mang Khach An Toan: Cung
vé6i nhiéu tiy chon xéc thyc
(SMS / Facebook Wi-Fi /
Voucher, v.v.) va cac cong nghé
bao mat khéng day phong phu.
- Cong Nghé Khong Day Tién
Tién: T6i wu hoa higu suat
mang Vvéi cac cong nghé MU-
MIMO, Band Steering, Airtime
Fairness va Beamforming.
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Turack 27U

Tap trung céc thiét bi mang vé
mét ta dé d& quan 1y hon

- Kich thuéc: 1410 x 600 x 1000
- Tai trong: 500 - 800kg

- Két cau khung: Quy cach ta
dtng, cira ludi, ta dugc thiét ké 2
khung chiu lyc 6 thanh giang d&
khung

- Phu kién: Thanh cdp nguén 6
chau da niang chuan rack 19", bo
¢ cai bat thiét bi 4 quat tan nhiét
20W.

- Bén trong ti rack ¢6 1 6 cam
ngudn 6 chau

- Hé théng banh xe va chan ting
gilp dé di chuyén ciing nhu ¢6
dinh tu dé dang.

Patch panel

Pi day cho tu rack thém tinh tham
my

Patch panel 1a mot bang cam,
thong qua dé cac cap s& két ndi
cac may trong mang LAN cho gon
gang hon so véi Viéc cam tryuc
tiép, dong thoi cling dé bao quan
va stra chita khi cé su cb. Tat ca
cac cap mang di am tuong , mot
dau ndi véi Office Box, dau kia
dugc dau véi PatchPanel
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Thung mang
cat 6 (200m)

Dung dé di day t&i cac may tinh,
la cap xoén cap, khdng boc chdng
nhiéu (CAT6-UTP: Unshielded
Twisted Pair Cable), gdm céc day
dan ddng c6 boc cach dién, hai
day dan dugc xoan véi nhau tao
thanh mot cap va cac cap day dan
lai duoc x04n v&i nhau dé tao
thanh cap UTP; HS tro mang ¢ toc
d6 Gigabit Ethernet-dén
5000Mbps.

Cép quang

Bao boc bén ngoai 1a 16p vé bang
nhya HDPE ctng cap day 1,2mm
nhung van dam bao tinh dan hoi
va chiu cang tot.

Bén trong la 6ng dém long va day
gia cuong gilp cap khi treo sé
ganh dugc do vdng thap nhat c6
the.

10

Hat mang

Dung dé bam vao 2 dau day mang
dé truyén tin hiéu cho nhau

11

May tram
Server

La mot may tinh dugc ndi mang,
quan ly tai nguyén cta mang, co
IP tinh, c6 nang lyc xu ly cao va
trén may d6 nguoi ta cai dat cac
phan mém dich vu dé phuc vu cho
cac may tinh khac (may tram) truy
cap dé yéu cau cung cap céc dich
Vu va tai nguyén.
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CHUONG |11: CAU HINH VA KIEM THU HE THONG MANG
DUA TREN MO HINH

I. Cai @it va cdu hinh

% Sau khi xay dung md hinh hé thng mang, budéc tiép theo chinh Ia trién khai va cu hinh

c4c giao thirc va dich vu. Muc tiéu 13 dam bao cho hé théng mang van hanh muwot ma,
hiéu qua va di vao hoat dong mét cach 6n dinh nhat.

% Sau khi lap dat day va céac thiét bj mang, ta duoc so dd nhu sau:
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Hinh 30: So d6 ldp dat day mang cho hé théng

35



1. Céu hinh VLAN va giao thiec VTP (VLAN Trunking Protocol)
VLAN la mét ki thuat dé phan chia mot mang vat ly thanh nhiéu mang logic khac nhau,
mdi mang nay hoat dong nhu mot mang riéng biét, tach biét. Biéu nay gidp quan ly,
kiém soat va bao mat hiéu qua hon.
VTP 14 mét giao thuc duoc s dung trong mang noi bo dé quan Iy va cau hinh cac
VLAN trén cac switch trong mang LAN mét cach tu dong. Thay vi phai cau hinh VLAN
trén tirng switch mot cach doc 1ap, VTP cho phép quan tri vién chi can cau hinh mot
switch 1am VTP server va cac switch con lai s& tu dong nhan thdng tin cau hinh VLAN
tu server.
Ta s& cau hinh VLAN va VTP trén Switch Core
Trén Switch Core tao cac VLAN nhu sau:
VLAN2: wireless
VLANI1O0: it
VLAN20: nhansu
VLAN3O: ketoan
VLANA40: kinhdoanh
VLANSO: server
VLANGO: tangl

YV V.V V V V V
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% Mo SW-Core — vao tag CLI — g en — vao mode configure terminal

Switch> en

Chuyén vao ché do Privileged

Switch# conf t

Chuyén vao ché d6 Global Configuration

Switch (config)# hostname SW-Core

CAu hinh tén cho switch 1a SW-Core

SW-Core (config)# vtp domain doan

Tao vtp domain cho SW-Core

SW-Core (config)# vtp mode server

Tao SW-Core la mode server

SW-Core (config)# vlan 2

Tao vlan 2

SW-Core (config — vlan)# name wireless

Tao tén cho vlan 2 1a wireless

SW-Core (config — vlan)#vlan 10

Tao vlan 10

SW-Core (config — vlan)# name it

Tao tén cho vlan 10 la it

SW-Core (config — vlan)# vlan 20

Tao vlan 20

SW-Core (config — vlan)# name nhansu

Tao tén cho vlan 20 la nhansu

SW-Core (config — vlan)#vlan 30

Tao vlan 30

SW-Core (config — vlan)# name ketoan

Tao tén cho vlan 30 la ketoan

SW-Core (config — vlan)# vlan 40

Tao vlan 40

SW-Core (config — vlan)# name kinhdoanh

Tao tén cho vlan 40 la kinhdoanh

SW-Core (config — vlan)# vlan 50

Tao vlan 50

SW-Core (config — vlan)# name server

Tao tén cho vlan 50 la server

SW-Core (config — vlan)# vlan 60

Tao vlan 60

SW-Core (config — vlan)# name tangl

Tao tén cho vlan 60 la tangl

SW-Core (config — vlan)#end

Chuyén vé ché d6 cau hinh Privileged

Bang 2: Cdu hinh VLAN va giao thizc VTP
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% Cac switch access khac cau hinh VTP la client ¢é nhan VLAN tir SW-Core

» SW-IT:
Switch>en Chuyén vé ché do cau hinh Privileged
Switch# conf t Chuyén vao ché d6 Global Configuration

Switch (config)# hostname SW-IT

CAu hinh tén cho switch 1a SW-IT

SW-IT (config)# vtp domain doan

Tao vtp domain cho SW-IT

SW-IT (config)# vtp mode client

Tao SW-IT la mode client

» SW-NHANSU:

Switch>en

Chuyén vé ché d6 cau hinh Privileged

Switch# conf t

Chuyén vao ché @6 Global Configuration

Switch (config)# hostname SW-NHANSU

Cau hinh tén cho switch 1a SW-NHANSU

SW-NHANSU (config)# vtp domain doan

Tao vtp domain cho SW-NHANSU

SW-NHANSU (config)# vtp mode client

Tao SW-NHANSU la mode client

» SW-KETOAN:

Switch>en

Chuyén veé ché d6 cau hinh Privileged

Switch# conf t

Chuyén vao ché d6 Global Configuration

Switch (config)# hostname SW-KETOAN

CAu hinh tén cho switch 1a SW-KETOAN

SW-KETOAN (config)# vtp domain doan

Tao vtp domain cho SW-KETOAN

SW-KETOAN (config)# vtp mode client

Tao SW-KETOAN la mode client
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» SW-KINHDOANH:

Switch>en Chuyén vé ché @6 cau hinh Privileged
Switch# conf t Chuyén vao ché d6 Global Configuration
Switch  (config# hostname  SW- | Cau hinh tén cho switch [a SW-
KINHDOANH KINHDOANH

SW-KINHDOANH (config)# vtp domain

doan

Tao vtp domain cho SW-KINHDOANH

SW-KINHDOANH (config)# vtp mode

client

Tao SW-KINHDOANH la mode client

» SW-SERVER:
Switch>en Chuyén vé ché @6 cau hinh Privileged
Switch# conf t Chuyén vao ché do Global Configuration

Switch (config)# hostname SW-SERVER

CAu hinh tén cho switch 1a SW-SERVER

SW-SERVER (config)# vtp domain doan

Tao vtp domain cho SW-SERVER

SW-SERVER (config)# vtp mode client

Tao SW-SERVER la mode client

» SW-TANGI:
Switch>en Chuyén vé ché d6 cau hinh Privileged
Switch# conf t Chuyén vao ché d6 Global Configuration

Switch (config)# hostname SW-TANG1

CAu hinh tén cho switch 1a SW-TANG1

SW-TANG1 (config)# vtp domain doan

Tao vtp domain cho SW-TANG1

SW-TANG1 (config)# vtp mode client

Tao SW-TANGI1 la mode client
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2. Cau hinh Trunking
% Trunking 1a mot phuong phép duoc sir dung dé két ndi cac switch véi nhau dé chuyén
tiép dix liéu gitra cac VLAN. Ta s& cau hinh trunking gitra cac port trén switch dé chuyén
tiép dit liéu gitra cac VLAN, dong thoi cung cip kha nang dong bo hoa cau hinh VLAN
giira cac switch. Nhu vay ta s& c4u hinh nhu sau:
> Cac port ndi gitra cac Switch Core va Switch Access s& 14 port trunk.
> Port dau gitta Switch véi Server, Switch dau vai Client s& 1a port access va ta s& gan
véi nhitng VLAN tuong ung.
> Cac port dau voi Wireless Controller, Access Point ciing s& 1a port trunk.
s SW-Core

SW-Core>en Chuyén vé ché d6 cau hinh Privileged

SW-Coref#conf t Chuyén vao ché do Global Configuration

SW-Core (config)# int range gig1/0/2 — 10 | Chuyén cau hinh vao ché d¢ interface
Gigl/0/2 dén Gig1/0/1-

SW-Core (config-if-range)# switchport | Cho phép interface Gigl/0/2 dén
mode trunk Gig1/0/10 hoat dong & ché do trunk c
dinh va dong thoi ty dong thuong luong
dé chuyén d6i trang thai cua duong lién
két thanh trang thai Trunk
SW-Core (config-if-range)# no shutdown | M& port sang trang thai mo

SW-Core (config-if-range)# end Chuyén vé ché d6 cau hinh Privileged
SW-Core (config)# write Luu file cau hinh

Bang 3: Cau hinh Trunking
% Tiép theo, ta s& ciu hinh port ddu giira switch véi Server, switch ddu véi Client sé& 1a

port access va ta s¢ gan vai nhitng VLAN tuong (ng.
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% SW-SERVER

SW-SERVER> en

Chuyén vé ché d6 cau hinh Privileged

SW-SERVER# conf t

Chuyén vao ché d6 Global Configuration

SW-SERVER (config)# int Fa0/4

Chuyén cau hinh vao ché d6 interface Fa0/4

SW-SERVER (config-if)# sw access vlan
50

Gan port Fa0/4 vao VLAN 50

SW-SERVER (config-if)# exit

Thoét ra ché do interface Fa0/4

SW-SERVER (config)# int gig0/1

Chuyén ciau hinh vao ché d¢ interface
Gigo/1

SW-SERVER

mode trunk

(config-if)#  switchport

Cho phép interface Gi0/1 hoat dong & ché
d6 trunk cb dinh va ddng thoi tu dong
thuong lwong dé chuyén doi trang thai cua
duong lién két thanh trang thai Trunk

SW-SERVER (config-if)# end

Thoat ra ché do interface Gig0/1

SW-SERVER# write

Luu file cAu hinh

< SW-IT
SW-IT> en Chuyén vé ché d6 cau hinh Privileged
SW-IT# conf t Chuyén vao ché d6 Global Configuration

SW-IT (config)# int range fa0/2-3

Chuyén cau hinh vao ché db interface Fa0/2
dén Fa0/3

SW-IT (config-if-range)# sw access vlan
10

Géan cac port tir port Fa0/2 dén Fa0/3 vao
VLAN 10

SW-IT (config-if-range)# exit

Thodt ra ché d6 interface Fa0/2 dén Fa0/3

SW-IT (config)# int gig0/1

Chuyén cau hinh vao ché do interface
Gig0/1

SW-IT (config-if)# sw mode trunk

Cho phép interface Gig0/1 hoat dong &
ché do trunk c6 dinh va déng thai tu dong
thuong lugng dé chuyén doi trang thai cua

duong lién két thanh trang thai Trunk
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SW-IT (config-if)# end

Thoat ra khoi ché d¢ interface Gig0/1

SW-IT# write

Luu file cAu hinh

% SW-NHANSU

SW-NHANSU> en

Chuyén vé ché d6 cau hinh Privileged

SW-NHANSU# conf t

Chuyén vao ché d6 Global Configuration

SW-NHANSU (config)# int range fa0/2-3

Chuyén ciu hinh vao ché d¢ interface Fa0/2
dén Fa0/3

SW-NHANSU

access vlan 20

(config-if-range)#  sw

Géan cac port tir port Fa0/2 dén Fa0/3 vao
VLAN 20

SW-NHANSU (config-if-range)# exit

Thodt ra ché d6 interface Fa0/2 dén Fa0/3

SW-NHANSU (config)# int gig0/1

Chuyén ciau hinh vao ché do interface
Gigo/1

SW-NHANSU (config-if)# sw mode trunk

Cho phép interface Gig0/1 hoat dong &
ché d trunk cd dinh va dong thoi tu dong
thuong lwong dé chuyén doi trang thai cua

duong lién két thanh trang thai Trunk

SW-NHANSu (config-if)# end

Thoat ra khoi ché d¢ interface Gig0/1

SW-NHANSU# write

Luu file cAu hinh

s SW-KETOAN

SW-KETOAN> en

Chuyén vé ché d6 cau hinh Privileged

SW-KETOAN# conf t

Chuyén vao ché d6 Global Configuration

SW-KETOAN (config)# int range fa0/1-3

Chuyén cau hinh vao ché db interface Fa0/1
dén Fa0/3

SW-KETOAN

access vlan 30

(config-if-range)#  sw

Géan cac port tir port Fa0/1 dén Fa0/3 vao
VLAN 30

SW-KETOAN (config-if-range)# exit

Thoat ra ché d6 interface Fa0/1 dén Fa0/3

SW-KETOAN (config)# int gig0/1

Chuyén cau hinh vao ché do interface
Gig0/1
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SW-KETOAN (config-if)# sw mode trunk

Cho phép interface Gig0/1 hoat dong &
ché do trunk c6 dinh va déng thai tu dong
thuong lwong dé chuyén doi trang thai cua

duong lién két thanh trang thai Trunk

SW-KETOAN (config-if)# end

Thoat ra khoi ché d¢ interface Gig0/1

SW-KETOAN# write

Luu file cAu hinh

% SW-KINHDOANH

SW-KINHDOANH> en

Chuyén vé ché d6 cau hinh Privileged

SW-KINHDOANH# conf t

Chuyén vao ché do Global Configuration

SW-KINHDOANH (config)# int range
fa0/1-4

Chuyén cau hinh vao ché d¢ interface Fa0/1
dén Fa0/4

SW-KINHDOANH (config-if-range)# sw

access vlan 40

Géan cac port tir port Fa0/1 dén Fa0/4 vao
VLAN 40

SW-KINHDOANH (config-if-range)# exit

Thodt ra ché do interface Fa0/1 dén Fa0/4

SW-KINHDOANH (config)# int gig0/1

Chuyén cau hinh vao ché d¢ interface
Gig0/1

SW-KINHDOANH (config-if)# sw mode

trunk

Cho phép interface Gig0/1 hoat dong ¢
ché d trunk cd dinh va dong thoi tu dong
thuong lugng dé chuyén doi trang thai cua

duong lién két thanh trang thai Trunk

SW-KINHDOANH (config-if)# end

Thoat ra khoi ché d¢ interface Gig0/1

SW-KINHDOANH# write

Luu file cAu hinh
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s SW-TANG1

SW-TANG1> en

Chuyén vé ché d6 cau hinh Privileged

SW-TANG1# conf t

Chuyén vao ché d6 Global Configuration

SW-TANGL1 (config)# int range fa0/2-3

Chuyén cau hinh vao ché d¢ interface Fa0/2
dén Fa0/3

SW-TANGL1 (config-if-range)# sw access
vlan 60

Géan cac port tir port Fa0/2 dén Fa0/3 vao
VLAN 60

SW-TANGL1 (config-if-range)# exit

Thoét ra ché do interface Fa0/2 dén Fa0/3

SW-TANGL1 (config)# int gig0/1

Chuyén ciau hinh vao ché d¢ interface
Gigo/1

SW-TANG1 (config-if)# sw mode trunk

Cho phép interface Gig0/1 hoat dong &
ché do trunk c6 dinh va déng thai tu dong
thuong lwong dé chuyén doi trang thai cua

duong lién két thanh trang thai Trunk

SW-TANG1 (config-if)# end

Thoat ra khoi ché do interface Gig0/1

SW-TANG1# write

Luu file cAu hinh
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3. C4u hinh STP (Spanning Tree Protocol)
%+ Spanning Tree Protocol (STP) la mét giao thirc ngan chan su lap vong, cho phép cac
bridge truyén thdng véi nhau dé phat hién vong lap vat ly trong mang. Sau d6 giao thuc

nay s& dinh ré mét thuat toan ma bridge c6 thé tao ra mot ciu trdc mang logic chira vong

Iap (loop-free).
«» SW-Core

SW-Core>en

Chuyén vé ché d6 cau hinh Privileged

SW-Core#t conf t

Chuyén vao ché d6 Global Configuration

SW-Core (config)# spanning-tree mode
rapid

Bat giao thic Rapid hoat @ong trén switch

SW-Core (config)# spanning-tree vlan 2

root primary

Cau hinh switch tré thanh root switch cho
VLAN 2

SW-Core (config)# spanning-tree vlan 10

root primary

Cau hinh switch tré thanh root switch cho
VLAN 10

SW-Core (config)# spanning-tree vlan 20

root primary

CAu hinh switch tré thanh root switch cho
VLAN 20

SW-Core (config)# spanning-tree vlan 30

root primary

CAu hinh switch tré thanh root switch cho
VLAN 30

SW-Core (config)# spanning-tree vlan 40
root primary

CAu hinh switch tré thanh root switch cho
VLAN 40

SW-Core (config)# spanning-tree vlan 50

root primary

CAu hinh switch tro thanh root switch cho
VLAN 50

SW-Core (config)# spanning-tree vlan 60

root primary

CAu hinh switch tro thanh root switch cho
VLAN 60

SW-Core (config)# end

Chuyén vé ché d6 cau hinh Privileged

SW-Core#t write

Luu file cau hinh

Bang 4: Cau hinh STP
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4. CAu hinh dija chi IP
+» Ta s& cau hinh dja chi IP cho cac thiét bi:
> Switch Core: Cau hinh dia chi IP gitta switch core véi router
> Router
> Router internet: Dung router gia 1ap mang internet, tao interface loopback 14 8.8.8.8,
cau hinh IP cho cong Router ndi véi Router internet
> Cau hinh dia chi IP cho cac interfaces VLAN cua cac Switch Core.
» Dat IP tinh cho Wireless Controller, Server voi VLAN tuong ng.
= Server:
e Diachi: 10.10.40.100/24
e Subnet Mask: 255.255.255.0
e Default Gateway: 10.10.40.1
e DNS:8.8.38.38
=  Wireless Controller:
e biachi: 10.10.2.100/24
e Subnet Mask: 255.255.255.0
e Default- Gateway: 10.10.2.1
e DNS: 10.10.40.100
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s+ SW-Core

SW-Core> en

Chuyén vé ché d6 cau hinh Privileged

SW-Core# conf t

Chuyén vao ché d6 Global Configuration

SW-Core (config)# int vlan 2

Vao ché do cau hinh cua interface VLAN 2

SW-Core (config-if)# ip address 10.10.2.1
255.255.255.0

Gén dia chi IP va subnet mask cho interface
VLAN 2

SW-Core (config-if)# no shut

Bat interface

SW-Core (config-if)#ex

Thoat ra ché do interface VLAN 2

SW-Core (config)# int vlan 10

Vao ché d6 cau hinh cua interface VLAN

10

SW-Core (config-if)# ip address 10.10.10.1
255.255.255.0

Gan dia chi IP va subnet mask cho interface
VLAN 10

SW-Core (config-if)# no shut

Bat interface

SW-Core (config-if)#ex

Thoat ra ché d6 interface VLAN 10

SW-Core (config)# int vlan 20

Vao ché d6 cau hinh cua interface VLAN

20

SW-Core (config-if)# ip address 10.10.20.1
255.255.255.0

Gan dia chi IP va subnet mask cho interface
VLAN 20

SW-Core (config-if)# no shut

Bat interface

SW-Core (config-if)#ex

Thoat ra ché do interface VLAN 20

SW-Core (config)# int vlan 30

Vao ché @6 cau hinh cua interface VLAN

30

SW-Core (config-if)# ip address 10.10.30.1
255.255.255.0

Gan dia chi IP va subnet mask cho interface
VLAN 30

SW-Core (config-if)# no shut

Bat interface

SW-Core (config-if)#ex

Thodt ra ché do interface VLAN 30

SW-Core (config)# int vlan 40

Vao ché d6 cau hinh cua interface VLAN

40
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SW-Core (config-if)# ip address 10.10.40.1
255.255.255.0

Gén dia chi IP va subnet mask cho interface
VLAN 40

SW-Core (config-if)# no shut

Bat interface

SW-Core (config-if)#ex

Thoat ra ché d6 interface VLAN 40

SW-Core (config)# int vlan 50

Vao ché d6 cdu hinh cua interface VLAN
50

SW-Core (config-if)# ip address 10.10.50.1
255.255.255.0

Gan dia chi IP va subnet mask cho interface
VLAN 50

SW-Core (config-if)# no shut

Bat interface

SW-Core (config-if)#ex

Thoét ra ché d6 interface VLAN 50

SW-Core (config)# int vlan 60

Vao ché d6 ciu hinh cua interface VLAN
60

SW-Core (config-if)# ip address 10.10.60.1
255.255.255.0

Gén dia chi IP va subnet mask cho interface
VLAN 60

SW-Core (config-if)# no shut

Bat interface

SW-Core (config-if)#ex

Thoét ra ché d6 interface VLAN 60

SW-Core (config)# int Gig1/0/1

Vao ché d6 cau hinh cua interface Gig1/0/1

SW-Core (config-if)# no switchport

Bat interface

SW-Core (config-if)# ip address 10.0.1.2
255.255.255.0

Gén dia chi IP va subnet mask cho interface
Gig1/0/1

SW-Core (config-if)# no shut

Bat interface

SW-Core (config-if)# end

Chuyén vé ché d6 cau hinh Privileged

SW-Core#t write

Luu file cau hinh

Bang 5: Cdu hinh dia chi IP cho switch core
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% Cau hinh dia chi trén Router:

» Cbng Gig0/0 (ndi véi switch core): 10.0.1.1/24
> Cong Gigo/1 (ndi vai internet): 100.0.0.1/24

Router> en

Chuyén vé ché d6 cau hinh Privileged

Router# conf t

Chuyén vao ché d6 Global Configuration

Router (config)# int Gig0/0

Vao ché d¢ cau hinh cua interface Gig0/0

Router (config-if)# ip address 10.0.1.1
255.255.255.0

Gén dia chi IP va subnet mask cho interface
Gig0/0

Router (config-if)# no shut

Bat interface

Router (config-if)# ex

Thoét ra ché do interface Gig0/0

Router (config)# int Gig0/1

Vao ché do cau hinh cua interface Gig0/1

Router (config-if)# ip address 100.0.0.1
255.255.255.0

Gén dia chi IP va subnet mask cho interface
Gig0/1

Router (config-if)# no shut

Bat interface

Router (config)# end

Thoat ra ché do interface Gig0/1

Router# write

Luu file cAu hinh

Bang 6: Cdu hinh dia chi IP cho Router

% Cau hinh dia chi IP cho cong Router néi véi Router internet, tao interface loopback l1a

8.8.8.8

Router> en

Chuyén vé ché d6 cau hinh Privileged

Router# conf t

Chuyén vao ché d6 Global Configuration

Router (config)# hostname INTERNET

CAu hinh tén cho router 13 INTERNET

INTERNET (config)# int Gig0/0

Vao ché d6 cau hinh cua interface Gig0/0

INTERNET (config-if)# ip address

100.0.0.1 255.255.255.0

Gan dia chi IP va subnet mask cho interface
Gig0/0

INTERNET (config-if)# no shut

Bat interface

INTERNET (config-if)# ex

Thoat ra ché do interface Gig0/0
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INTERNET (config)# int loopback 0

Tao mot interface ao tén la loopback 0, va
sau d6 chuyén vao ché do6 cau hinh cua

interface nay.

INTERNET (config-if)# ip address 8.8.8.8
255.255.255.255

Gén dia chi IP va subnet mask cho interface

loopback

INTERNET (config-if)# end

Chuyén vé ché d6 cau hinh Privileged

INTERNET# write

Luu file cAu hinh

Bang 7: Cdu hinh Router gid ldp internet

% CAu hinh IP tinh cho Server va Wireless Controller

> Cau hinh trén Server: Click Server — chon tab Desktop — Chon IP Configuration

» |pv4 address: 10.10.50.100
= Subnet Mask: 255.255.255.0
» Default Gateway: 10.10.50.1

= DNS:8.8.8.8
¥ Server — a X
Physical  Config Services  Desktop  Programming  Attributes
IP Configuration
IP Configuration
() DHCP O static
IPv4 Address 10.10.50.100
Subnet Mask 265.255.2585.0
Default Gateway 10.10.50.1
DNS Server 8.8.6.8

Hinh 31: Cdu hinh dia chi IP cho Server
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> Cau hinh trén Wireles Controller: Click Wireless Controller — chon tab Config —
Chon muc Management
» |pv4 address: 10.10.2.100
= Subnet Mask: 255.255.255.0
» Default Gateway: 10.10.2.1
= DNS Server: 10.10.50.100

® Wireless LAN Controller — O X

Physical Conﬂs Attributes

GLOBAL Management
Settings

Wireless LANs IP Configuration

AP Groups IPvd Address 10.10.2.100

DHCP Subnet Mask 2552552550
INTERFACE Default Gateway 10.10.21
GigabitEthernet0 DNS Server 10.10.50.100

Management

Hinh 32: Cdu hinh dia chi IP cho Wireless Controller
5. Cau hinh EIGRP

% EIGRP (Enhanced Interior Gateway Routing Protocol) 1a mot giao thic dinh tuyén
manh mé& va linh hoat néi bat véi kha nang hoi tu nhanh, tiét kiém bang thong va hd tro
can bang tai da duong. EIGRP gilp duy tri cac tuyén duong téi wu trong mang noi bd,
dam bao mang hoat dong 6n dinh va hiéu qua.

% Cau hinh giao thic EIGRP trén Router:

Router> en Chuyén vé ché d6 cau hinh Privileged
Router# conf t Chuyén vao ché d6 Global Configuration
Router (config)# router eigrp 1 Cho phép router hoat dong vai giao thac

dinh tuyén EIGRP AS 1a 1

Router (config-router)# network 10.0.1.0 | Chi ra nhitng mang sé€ dugc quang ba boi

0.0.0.255 EIGRP
Router (config-router)# end Chuyén vé ché do cau hinh Privileged
Router# write Luu file cau hinh

Bang 8: Cdu hinh giao thizc EIGRP trén Router
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6. Cau hinh Default Route
% Cau hinh default route trén router 1a quyét dinh dinh tuyén mic dinh, d6 1a khi router
khong biét dia chi IP cu thé cia dich dén trong bang dinh tuyén caa minh, né s& chuyén
61 tin dén mot dinh tuyén mic dinh di duoc xac dinh truéc, cho phép router thoat ra
khoi mang ndi bo va chuyén tiép goi tin dén mang bén ngoai, chang han Internet hozc
mot mang WAN khac.

«* Router

Router>en Chuyén vé ché d6 cau hinh Privileged

Router# conf t Chuyén vao ché d6 Global Configuration
Router (config)# ip route 0.0.0.0 0.0.0.0 | Tao 1 default Route & Router
Gig0/1

Router (config)# end Chuyén vé ché d6 cau hinh Privileged

Router# write Luu file cau hinh
Bang 9: Cdu hinh Default Route

7. Trién khai dich va Domain Controller
% Dich vy Domain Controller (DC) 12 mét phan quan trong cua hé thong Active Directory
trong moi truong Windows Server, dong vai tro quan trong trong viéc quan ly, bao mat
va phan phéi céc tai nguyén va dich vy trong mot mang Windows domain. Ta s& sir
dung may chii Server dé 1én Domain Controller, c4c client trong hé thong sé join client
vao Domain
% DAu tién ta dat IP tinh cho Server: 10.10.50.100
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Internet Protocol Version 4 (TCP/IPv4) Properties x
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

(C) Obtain an IP address automatically

(@) Uge the following IP address:

IP address: 10 . 10 . 50 . 100

II

Subnet mask: 255 . 255 . 255 .

Default gateway: 0 .10 .50 . 1

Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server: 10 . 10 . 50 . 100|

Alternate DMS server:

|

[ validate settings upon exit Advanced. ..

Cancel

Hinh 33: Pat IP tinh cho Server

% Ké dén vao Server Manager — chon Add Roles And Features — chon dich vu Active

Directory Domain Services

= Add Roles and Features Wizard — O >
DESTINATION SERVER
Select server roles WIN-10EMTPOSE0A

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection . ) - ) : 3 ; 3
_ [] Active Directory Certificate Services () Active Directory Domain Services

) ey | S (AD DS) stores information about

ER [ ] Active Directory Federation Services 0'5_'Jef5t5 on th.e netw.ork and makes
o [ Active Directory Lightweight Directory Services this infermation af.ra_|lahle to users
Active Directory Rights Management Services and netwcurk administrators. fﬂ\D‘ DS
Device Health Attestation uses domain controllers to give
DHCP Server network users access to permitted

DNS Sarver rescurces anywhere on the network
through a single logon process.

AD DS

Confirmation

Fax Server

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V

MNetwork Controller

Network Palicy and Access Services
Print and Document Services
Remote Access

Remote Desktop Services

Volume Activation Services

[] Web Server (IS}

[] Windows Deployment Services

1

nstall Cancel

| < Previous || Next > |

Hinh 34: Add Roles And Features
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% Tiép theo chon Add Features

-h Add Roles and Features Wizard X

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

‘?Add Featuresﬁ‘

Cancel ‘

Hinh 35: Add Features
< An Next toi khi thay Intall thi nhin vao

B Add Roles and Features Wizard — a x

Confirm installation selections R e cas

WIN-10EMTPOS60A

Before You Begin To install the following roles, role services, or features on selected server, click Install,

Installation Type

[ Restart the destination server automatically if required

Optional features (such as administration tocls) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes,

AD DS Active Directory Domain Services

Remote Server Administration Tools
Role Administration Toals
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

< Previous Next > Install Cancel

Hinh 36: Cai dat dich vu Domain Controller
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+¢ Sau khi cai dat xong, ta chon vao muc Notifications, chon vao “Promote this server to

a domain controller” dé thiét lap

» Dashboard

Post-deployment Configura... |

|E TO SERVER MANAGI
Configuration required for Active Directory Domain .
L= Lm e TUEIVT PO JOUR

Promote this server to a domain controller

Feature installation

< Configuration required. Installation succeeded on
WIN-10EM7PO560A.
3 Add Roles and Features
5 4 Task Details
5 Connect this server to cloud services
DRE

% Tachon vao “Add a new forest”, @ muc “Root domain name” ta dat tén mién cho domain

la: doan.com

[ Active Directory Domain Services Configuration Wizard — [m] x
. - TARGET SERVER
Deployment Configuration WIN-10EM7POS50A

Daployment Configuration

Select the deployment operation

Domain Controller Options . . .
) () Add a domain controller to an existing domain

Addtienal Cptions () Add a new domain to an existing forest

Paths ®) Add a new forest

Review Options
Specify the domain information for this operation
Prerequisites Chack

Root domain name: |doan‘curr4

More about deployment configurations

Hinh 37: Tao Domain
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< Nhan next, dén budc tiép theo ta dat password restore cho Domain (password phai di

d6 phuc tap bao gom: chit hoa, chit thuong, ki tu dic biét, s6, do dai ki tu tir 8 ki ty tros

|én)

= Active Directary Domain Services Configuration Wizard

Domain Controller Options

Deployment Configuration

Domain Controller Options

Select functional level of the new forest and root domain

Forest functional level: Windows Server 2016

Domain functional level: Windows Server 2016

Specify domain controller capabilities

Domain Name System (DNS) server
/| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

)
Password:

Confirm password: 1

More about domain controlier options

< Previous MNext >

Hinh 38: Pat Password restore cho Domain
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TARGET SERVER

WIN-10EM7PO560A

Install

Cancel



< Nhan next & budc tiép theo

= Active Directory Domain Services Configuration Wizard - o x

DNS Options TARGET SERVER

WIN-10EM7PO560A

i A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show mare X

Deployment Configuration
: - Specify DNS delegation options

Domain ler Options

Create DNS delegation

ional Cptions
Paths

Rev

Prereq

More about DNS delegation

% The NetBIOS domain name d3 duoc tao ¢ budc tiép theo vai tén: DOAN

f& Active Directory Domain Services Configuration Wizard - O X
Add_ . F‘l O t TARGET SERVER
lmonal Uptons WIN-10EM7PO560A

Deployment Configuration . ) . L

: - Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Options
The NetBIOS domain name: DOAN

DNS Options

More about additional options

< Previous | | Next > Install
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cai dat

¢+ Tiép tuc nhan next ¢ cac budc tiép theo den khi thay nat Install thi nhan vao dé
f Active Directory Domain Services Configuration Wizard — O >
.- TARGET SERVER
Prerequisites Check WIN-10EM7POS60A
| 0 All prerequisite checks passed successfully. Click ‘Install' to begin installation. Show maore b 4

Deployment Configuration
. a Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options computer

DNS Options Rerun prerequisites check
Additional Cptions
Paths @ View results
Revisw Ontions 1. Windows Server 2022 domain controllers have a default for the security setting named
- "Allow cryptagraphy algorithms compatible with Windows NT 4.0 that prevents weaker
Prerequisites Check cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 842564 (http://
ga.microsoft.com/fwlink/?Linkld=104751),

I A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone te ensure reliable name resclution from outside the
domain "dean.com”. Otherwise, no action is required,

1. [f you click Install, the server automatically reboots at the end of the promaotion operation.

More about prerequisites

< Previous Next > | Install | | Cancel

Hinh 39: Cai dat Domain Controller

8. Trién khai tao User quan 1y ngwoi ding

% Viéc tao User va quan 1y ngudi dung trong Server 13 mot phan quan trong cua viéc duy

tri va bao vé hé théng mang. Diéu nay gitp dam bao rang nguoi ding c6 quyén truy cap

phU hop va duy tri tinh bao mat va hiéu suat cua hé thong.
> Trudc tién tao OU (Organizational Unit) dé chaa céc group user
» Sau do ta sé tao cac group user twong (ng Véi cac phong ban.

> Sau d6 ta sé tao cac user twong (rng trong cac group user.
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% O muc Tools trong Server Manager, ta chon vao Active Directory User and Computers

[ Server Manager X

)

Server Manager * Dashboard -@ 1 F

[ELELTY Tools View Help

-

Active Directory Domains and Trusts

(WELCOMEITIRSERVERI MANAGER Active Directory Module for Windows PowerShell

0 Local Server Lo ey e e —

Active Directory Users and Computers

& Al Servers o C . .
- onfigure this local ser —
f§l AD DS - 'C‘ .
8 ons ST omponent Services
— - . . Computer Management
E§ File and Storage Services b 2 Add roles and features Defragment and Optimize Drives
Disk Cl
3 Add other servers to man| S
DNS
WHAT'S NEW
4 Create a server group (it
Group Policy Management
5 Connect this server to clo iSCSI Initiator
Local Security Policy
LEARN MORE Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
ROLES AND SERVER GROUPS

Roles:3 | Servergroupsi1 | Serverstotal: 1 bt Ry

Recovery Drive
=i Registry Editol
il ADDs 1 & DNS S/
Resource Monitor
@ Manageability @ Manageability Services
Events e System Configuration
System Informaticn
Senvices Belvices Task Scheduler
Performance Performance Windows Defender Firewall with Advanced Security
BPA results BPA results Windows Memary Diagnostic
Windows PowerShell

< Tiép theo ta nhap chudt phai chon vao domain — New — Organizational Unit

] Active Directory Users and Computers — O *
File Action View Help

e @ dz HE B aETE%

] Active Directory Users and Com|| Name Type Description
tJ saved Queries f_fjdoan.com Domain
v 3 doancom —
. 1 Folder to store your favo...
| Bui Delegate Control...
7 Co Find...
j—.l Do Change Domain...
1 F
‘J. ! Change Domain Controller...
| Ma
| Use Raise domain functional level...
Operations Masters...
Mew > Computer
All Tasks > Contact
Refresh Laup
) InetOrgPerson
Pepail= msDS-ShadowPrincipalContainer
Help mslmaging-P5Ps
MSMC Queue Alias
— -
I Organizational Unit l
Printer
User
£ >

Shared Folder
Creates a new item in this container.

Hinh 40: Tao OU
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+»+ Tao OU c6 tén: DOAN

MNew Object - Organizational Unit X
--j?’ Createin:  doan.com/
Mame:
|DOAN

[] Protect container from accidental deletion

Cancel Help

% Tiép theo ta s& tao Group: click phai chudt vao OU vira tao — new — group.

: Active Directory Users and Computers — O
File Action View Help
e 2@ {0 XEBo: HE aETa%
: Active Directory Users and Com || Name Type Description
» [ Saved Queries "1 Builtin builtinDemain
h -}F‘j doancom = Computers Container Default container for up...
’ _I Buitin 2] Domain Con... Organizaticnal... Default container for do...
> || Computers . ) )
, & Domain Controllers T!Foragr‘ﬁecu... Conta!ner Default conta!nerfor SEC.,
> [ ForeignSecurityPrincipak j!f'\."lanaged Se.. Conta?ner Defaultcontafnerforma...
| Managed Service Accour || Users Container Default container for up...
> —| Users Delegate Control...
21 DOAN Move...
Find...
Mew > Computer
All Tasks >
Cut
Delete netUrgPerson
Rename msDS-ShadowPrincipal Container
Refresh mslmaging-P5Ps
. M3SMQ Queue Alias
Properties Organizatienal Unit
< > Help Printer
Creates a new itern in this container. LEm

T —— == T T - e
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% Ta sé tao cac group tuong tng Vaéi cac phong ban cia céng ty, bao gom: 1T, KETOAN,
KINHDOANH, NHANSU, TANG1

New Object - Group x [

% Createin:  doan.com/DOAN

Group name:
| KINHDOANH]| |

Group name (pre-Windows 2000):

| KINHDOANH |
Group scope Group type
() Domain local (®) Security
(®) Global () Distribution
() Universal

Cancel

% Tao va thém user vao group: Click phai trén man hinh trang phia tay phai — chon new

— user. O day ta sé tao cac user lién quan dén cac phong ban

MNew Object - User *

; Createin:  doan.com/DOAN
i ]

L

First name: | | Initials: I:l

Last name: |

Full name: |ke toan 1

User logon name:
||‘-”| | @doan.com ~

User logon name (pre-Windows 2000):
|Domu\ | |kt1 |

< Back Meat = Cancel
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% O budc nay ta s& tao mat khau cho user(du do phuc tap), déng thoi tich chon yéu cau

ngudi dung doi mat khau trong lan ding nhap ké tiép

Mew Object - User >

2 Createin:  doan.com/DOAN
did

Password: |oooooooo |

Confirm password:

User must change password at next logon
[] User cannot change password
[[] Password never expires

[ Accourt is disabled

< Back Mest = Cancel

9. Join Client vao Domain va ding nhap bing user di tao
+¢* Quy trinh join client vao Domain:
» Dat IP tinh cung network v&i DC server
> Change Name Computer (d6i Workgroup sang Domain).
» Nhap user/password xac thyc.
> Ding nhap bang user/password do DC tao ra.
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< PAu tién ta s& dat IP tinh cung network véi DC

Internet Protocol Version 4 (TCP/IPvd) Properties @

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@ Use the following IP address:

IP address: 10 .10 . 50 . 10
Subnet mask: 255 .255.255. 0
Default gateway: 10 .10 .50 . 1

Obtain DMS server address automatically
(@ Use the following DMNS server addresses:

Preferred DNS server: 10 . 10 . 50 . 100

Alternate DNS server:

[“l5ziidate settings upon exit

[ OK ][ Cancel ]

% Phai chudt vao biéu tugng computer & man hinh desktop — Properties — kéo xudng

dudi va chon Change settings

E=N ECR =x=

1B » Control Panel » System and Security » System - |¢¢ | | Search Control Panel P |

r W
S AT

Contral Panel ome Copyright © 2009 Microsoft Corporation. All rights reserved. i
Service Pack 1

¥ Device Manager

@' Remote settings

@' System protection

@' Advanced system settings
System
Rating: System rating is not available
Processon 12th Gen Intel(R) Core(TM) 15-12450H 2.50 GHz
Installed memory (RAM): 2,00 GB
System type: 64-bit Operating System
Pen and Touch: Ma Pen or Touch Input is available for this Display
Computer name, demain, and workgroup settings i
Computer name: PC1-PC '?;'Change settings
Full computer name: PC1-PC
B See also Computer description:
Action Center Workgroup: WORKGROUP
Windows Update Windows activation
Performance Information and \@‘, 3 days until automatic activation. Activate Windows now

Tools

Product ID: 00426-292-0000007-85242  Change product key =

1
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% Tiép theo ta s& chon vao Change..., khi vao cira s6 computer/Domain changes, ta

chuyén Member of thanh Domain, va dién domain cua server: doan.com — OK

System Properties @

Computer Name | Hardware | Advanced | System Protection | Remote |

[ L Windows uses the following information to identify your computer
== onthe network.

Computer description: |
For example: "Kitchen Computer” or "Many's
Computer”.

Full computer name: PC1-PC

Worlkgroup: WORKGROUP

To use a wizard to join @ domain or workgroup, click
Network |0 MNetwoar 1D...
To rename this computer or change its domain or
workgroup, click Change. e

[ OK J[ Cancel ] Apply

Computer Mame/Domain Changes @

You can change the name and the membership of this
computer. Changes might affect access to network resources.
Mare information

Computer name:
KETOAN|

Full computer name:
KETOAMN

Member of
@ Domain:
doan.com

(71 Workgroup:
WORKGROUP

0K || Cancel
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< Piang nhap bang quyén Administrator cua Server:

Windows Security 23]
Computer Name/Domain Changes

Enter the name and password of an account with permission to join the
domain.

T -l Adminstrator |
‘ | LI AT TRl I Y] g |
$

Domain: doan.com

++ Join thanh céng vao Domain doan.com

(e =IE=]

.
UI\— =L i - | g | | Search Control Panel Pl
Systemn P rti
5 Cdf S @ ill rights reserved. it
Computer Mame/Domain Changes @ E‘
@I Dg YYou can change the name and the membership of this mputer
@ Rel computer. Changes might affect access to network resources.
More information s
& sy
'@" Ad Computer name: s
KETOAN
Full computer name: Computer Name/Domain Changes @
HETOAN 12450H 250 GHz
I I Welcome to the doan.com domain.
Member of —
@ Domain: ble for this Display
doan.com E
© Wordcroup: B Change settings
WORKGROUP
=5 [ ok [ cancel |
Ag
W
[ ok || cancel || ppy
Pg rate Windows now
T TS

Product ID: 00426-292-0000007-85242  Change product key fai

1

Hinh 41: Join Client vao Domain thanh cong
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10. C4u hinh DHCP
% Tas& cAu hinh DHCP & Server dé cap IP dong cho céc Client, IP cua cac Client sé& twong
tng véi VLAN caa moi phong ban.
> DAu tién ta s& thém card mang twong Gng Vi cac VLAN, dong thoi thay ddi card
mang cua cac client phong ban tng véi card mang co trén Server twong (rng V&i Cac
VLAN.

rs‘ Network Connections - X
+ I;l-'-l » Control Panel » Network and Internet » MNetwork Connections » v O Search Metwork Connections @
Organize + = - @ @
L" VLAM T 10.10.10.0 L" VLAN NHANSU 10.10.20.0 L" VLAN KETOAN 10.10.30.0
L L | '
o> _ doan.com o> _ doan.com o> _ doan.com
@ Intel(R) 82574L Gigabit Netwaork C... G Intel(R) 82574L Gigabit Netwaork C... @ Intel(R) 82574L Gigabit Network C...
L—'- VLAMN KINHDOANH 10.10.40.0 L-". VLAM TANG1 10.10.60.0 L-"- SERVER 10.10.50.100 (MAT)
o= doan.com o doan.com o doan.com
@7 Intel(R) 82574L Gigabit Network C... @ Intel(R) 82574L Gigabit Network C... @ Intel(R) 82574L Gigabit Network C...

> Vao Server Manager — chon Add Roles And Features — chon dich vu DHCP

Server va nhan next.

iz Add Roles and Features Wizard — O >
DESTINATIOMN SERVER
Se | ect server ro | es WIN-1DEMTBOSE0A dozn.com

Before You Begin Select one or more roles to install on the selected server. r

Installation Type Roles Description

e 3=l [] Active Directory Certificate Services Dynamic Host Configuration

Server Roles +| Active Directory Domain Services (Installed) Protocol {DHEP:]_ Server enables you

Fastures [] Active Directory Federation Services to ce.ntrally configure, manage, and
seE [] Active Directory Lightweight Directory Services provide temporary IP addresses and

DHCF Server [ Active Directory Rights Management Services related information for client

[[] Device Health Attestation computers.
| DNS Server (Installed)
[] Fax Server
I [m] File and Storage Services (2 of 12 installed)
[] Host Guardian Service
[] Hyper-v
[ Metwerk Controller
[] Metwork Policy and Access Services
[] Print and Dacument Services
[] Remote Access
[] Remote Desktop Services
[] volume Activation Services
[] web Server {1IS)
[ Windows Deployment Services

Confirmation

< Previous | | Mext > Install Cancel
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> Tiép tuc nhan next dén khi thay Install thi nhan dé cai dat

&= Add Roles and Features Wizard

Confirm installation selections

- O

DESTINATIOMN SERVER

WIN-10EMTPOS60A. doan.com

Before You Begin Te install the following roles, role services, or features on selected server, dlick Install.

Installation Type [ ] Restart the destination server automatically if required

their check boxes.

DHCP Server

Remate Server Administration Taols

Role Administration Tools
DHCP Server Tools

Export configuration settings
Specify an alternate source path

Optional features (such as administration tocls) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

< Previous Mext > | Install

Cancel

Hinh 42: Cai dat dich vu DHCP cho Server

> Sau khi cai dat xong, & muc Tools trong Server Manager, ta chon vao DHCP

Dashboard WELCOME TO SERVER MANAGER

tocu —
.’ .

VHATS NEW

LEARN MORE

ROLES AND SERVER GROUPS

i@ roDs 1 1§ oHce 1
@ Mar

ability ® Manageability
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> Tiép theo ta s& tao New Scope

File Action View Help

e nm XEBez HE B2

Z DHcp

v @ servertecapro.comvn
v B

Name
IPva

Display Statistics...

New Scope..
New Multicast Scope...

3 M EE

i

Configure Failover..

Replicate Failover Scopes..

Define User Classes...
Define Vendor Classes...

Reconcile All Scopes...
Set Predefined Options..
Refresh

Properties

Help

» Tao Scope name

MNew Scope Wizard

Scope Name —
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify

Name: |LAN IT 10.10.10.0

Description: IU\N IT

< Back Mext > Cancel
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> Tao dai IP bat dau va IP két thuc duogc cap

Mew Scope Wizard
IP Address Range
You define the scope address range by identifying a set of consecutive |IP addresses.

Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start IP address: 0 .10 .10 . 1

End IP address: 10 . 10 . 10 . 254

Configuration settings that propagate to DHCP Client

Length: S

Subnet mask: 255 255 255 0

< Back Meat >

Q

Cancel

Hinh 43: Tgo IP cdp DHCP

> Tao dai IP khong duoc phép cap cho host

Mew Scope Wizard

Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distributed by the
server. A delay is the time duration by which the server will delay the transmission of a
DHCPOFFER message.

Type the IP address range that you want to exclude. I you want to exclude a single
address, type an address in Start IP address only.

Start IP address: End IP address:

0,10 .10 . 1 10 .10 .10 .10 Add
[heneee ]

Excluded address range:

Subnet delay in milli second:

o=

11

< Back Mext >

9

Cancel
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> Thoi gian cap phat lai IP méi

MNew Scope Wizard
Lease Duration e
The lease duration specifies how long a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical netwaork . For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.

Limited to:

Days: Hours: Minutes:

| B | o [ o4

< Back Mext > Cancel
» Tao default getway
Mew Scope Wizard
Router (Default Gateway) —
You can specify the routers, or default gateways, to be distributed by this scope.

To add an |P address for a router used by clients, enter the address below.

|P address:
10 .10 .10 . 1]

il

< Back Meat = Cancel

70



» Thém Domain va DNS Server:

MNew Scope Wizard

Domain Name and DNS Servers

The Domain Mame System (DMS) maps and translates domain names used by clients

on your netwaorl,

=

You can specify the parent domain you want the client computers on your netwark to use for

DNS name resalution.

Parent domain: |doan.com

To configure scope clients to use DMS servers on your networlk, enter the |P add
sEMVers.

Server name: |P address:

10.10.50.100

Fesalve |

resses for those

4dd

Bemove

il

Diawn

> O day nhan next vi khéng cau hinh DHCP Relay agent

Nest =

Cancel

MNew Scope Wizard

WINS Servers

Computers running Windows can use WINS servers to convert NetBIOS computer

names to |IP addresses.

N

Entering server IP addresses here enables Windows clients to query WINS before they use

broadcasts to register and resolve NetBIOS names.
IP address:

Server name:

e |

dill;

To change this behavior for Windows DHCP clients medify option 046, WINS/NBT Nede

Type, in Scope Options.

< Back
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New Scope Wizard

Activate Scope
Clients can obtain address leases only if a scope is activated.

Do you want to activate this scope now?

" No, | will activate this scope later

o crn

New Scope Wizard

Activate Scope
Clients can obtain address leases only if a scope is activated.

Do you want to activate this scope now?

" No, | will activate this scope later

o cren
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» Day Scope sau khi tao xong

Start IP Address End IP Address Description
$010.10.10.1 10.10.10.254 Address range for distribution
100,100 10.10.10.10 IP Addresses excluded from distribution

% Tuong tu va&i cac ddy mang khéac, sau khi tao twong irng véi VLAN ta duoc

% DHcp
File Action View Help
| 75 EG-E|HE &

? [EHCP Contents of DHCP Server Status Description
in- 7
v 8 ME'IHIF;IDjm.pD -3 Server Options
v B __"'S [ Scope [10.10.10.0] LAN IT 10.10.10.0 = Active ™ LAN IT
<AV 1 scope [10.10.20.0] LAN NHANSU 10.10.200 ** Active ** LAN NHAN SU
Scope P
- Smse ] Scope [10.10.30.0] LAN KETOAN 10.10.30.0 ** Active ** LAN KE TOAN
| Scope | L] Scope [10.10.40.0] LAN KINHDOANH 10.... ** Active ** LAN KINH DOANH
| Scope || L] Scope [10.10.60.0] LAN TANG1 10.10.600 ™" Active ™ LAN TANG 1
= Scope [ Policies
5| Policie|| E Filters
#| Filters

11. C4u hinh DNS Server
% O déy ta s& cau hinh Reverse Lookup Zones, nghia 14 phan gia nguoc t&n mién thanh
dia chi IP, vi khi cau hinh Domain hé théng da 14y tén Domain dé cau hinh DNS thuan

tir dia chi IP thanh t&n mién, nén ta chi tao Host & Forward

73



» Trén Server: cai dat dich vu DNS

» Dashboard -@| F Manage Tools  View  Help

Active Directory Administrative Center
Active Directory Domains and Trusts

AIE TO SERVER MANAGER .
Active Directory Module for Windows PowerShell

Active Directory Sites and Services

Active Directory Users and Computers

o Configure this local server 2DS! Edit

Component Services

[ART
_ Computer Management
2 Add roles and features i
Defragment and Optimize Drives
3 Add other servers to manage Eiz?
uEW .
4 Create a server group
Event Viewer
5 Connect this server to cloud services Group Policy Management
iSCS| Initiator
ORE

Local Security Policy

Microsoft Azure Services

ND SERVER GROUPS ODBC Data Sources (22-bit)

Server groups: 1 | Servers total: 1 (ODBC Data Sources (64-bit)
Monitor
D DS 1 i DHcp 1 2 DNs 1 Recovery Drive
Registry Editor
fNanageability @ Manageability @ Manageability Resource Monitor
vents Events Events Senvices

System Configuration
ervices Services Services
System Information

erformance Performance Performance -

Hinh 44: Tao DNS

> Tao viing zone méi cho DC dé phan giai tir IP sang tén mién, ta vao Tools — DNS
— Reverse Lookup Zones — New Zone

£, DNS Manager

File Action View Help

e 25 6 HmE § @@
£ DNS

v B SERVER ‘0 Add a New Zone
—| Forward Lookup Zones o

| Reverse | ~nbiin Tanac

The Domain Name System (DNS) allows a DNS namespace to be divided into zon

| Trust Pc New Zone..

d Condity o ; To add a new zone, on the Action menu, elick New Zone.
Refresh
Help

» Chon vao Primary Zone:
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New Zone Wizard X

Zone Type I-
The DNS server supports various types of zones and storage. .

Select the type of zone you want to create:

@® Primary zone
Creates a copy of a zone that can be updated directly on this server.

O Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

O Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(SOA), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

1] Store the zone in Active Directory (available only if DNS server is a writeable domain

controller)
» Chon IPv4:
New Zone Wizard x
Reverse Lookup Zone Name
Areverse lookup zone translates IP addresses into DNS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPve
addresses.

@ IPv4 Reverse Lookup Zone

© IPv6 Reverse Lookup Zone

» Toi day ta chon vung Network ID l1a 10.10.50.xxx, chon vao Allow only..., chon

vao finish va két thlic qua trinh phan giai nguoc tén mién
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Mew Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names,

To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) Network ID:
0 10 50 .

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal {not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

(_JReverse lookup zone name:

50.10. 10.in-addr.arpa

MNew Zone Wizard

Dynamic Update
‘You can specfy that this DNS zone accepts secure, nonsecure, or no dynamic X
updates, >

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DMS server whenever changes occur.

Select the type of dynamic updates you want to allow:

(®) Allow only secure dynamic updates {recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

() Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
This option is a significant security vulnerability because updates can be
= accepted from untrusted sources,

() Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.
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Mew Zone Wizard *

Completing the New Zone Wizard

‘You have successfully completed the Mew Zone Wizard. You
spedfied the following settings:

MName:  50.10.10.in-addr.arpa
Type: Active Directory-Integrated Primary

Lookup type: Reverse

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup,

To dose this wizard and create the new zone, didk Finish,

> Tao new host bang cach: & muc Forward Lookup Zones nhap chudt phai vao DNS

doan.com — New Host

MName Type Status DMSSEC Status

g_msdcs.doan.com Active Directory-Integrated Pr...  Running Mot Signed
Active Directery-Integrated Pr...  Running Mot Signed

B ed Pr...  Running Mot Signed
Update Server Data File

Reload

Mew Host (A or AAAA)...
Mew Alias (CMAME])...

MNew Mail Exchanger (MX)...

MNew Dermain...

Mew Delegation...
Other New Records...
DMSSEC >

All Tasks ¥

Delete
Refresh

Properties

Help
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» Tao New Host:

Mew Host *

Mame {uses parent domain name if blank):

| WWW |

Fully qualified domain name (FQDM):
| www.doan.com. |

IP address:
| 10.10.50. 100 |

[ Create assodated pointer (PTR) record

[]Allow any authenticated user to update DNS records with the
SEME OWNEr Name

Add Host Cancel

> Tao Alias Host bing cach: & muc Forward Lookup Zones nhap chudt phai vao DNS
doan.com — Alias Host
» Tao Alias Host:

Mew Resource Record *
Alias [CNAME)

Aliaz name (uses parent domain if left blank):
[de |

Fully qualfied domain name (FQDMN):

|dc.doan.com. |

Fully qualfied domain name (FQDN) for target host:

|www.doan.com| Browse...

[] Alow any authenticated user to update all DNS records with the same
name. This setting applies only to DMS records for a new name.

Cancel
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> Restart DNS:

Contains actions that can be performed on the item.

79

2 DNS Manager - x
File Action View Help
e @ XEd=z BHEI§ 8
& [ENS || Marme Type Data Timest ™
h j uflh Configure a DNS Server...
w |
y Create Default Application Directory Partitions...
3 : Mew Zone...
> Set Aging/Scavenging for All Zones...
? —I l Scavenge Stale Resource Records
> O ,
s B ¢ Update Server Data Files b of Authority (504)  [96], win-10em7po560a.d...  static
Clear Cache ne Server (M5) win-10em7pe360a.doan.c.. static
Launch nslookup t(A) 10.10.10.1 1/7/20
e FAN AN AN N ‘Iﬂj‘zﬂ‘
All Tasks > Configure a DNS Server... 1/7/20;
Delete Scavenge Stale Resource Records 1/7/20,
Refresh Update Server Data Files 1,‘7}’20.:
Clear Cache 1777200
Properties Launch nslockup static
Help static
S S __| Start static
Ewin—Wam?poSﬁﬂa Ho Stop static
Ewin-Wam?poSﬁﬁa Hao Pause static
(= [ v
€ >




12.C4u hinh NAT

< Pé cau hinh NAT, dau tién ta phai cai dat Remote Access trong Server Manager

= Add Roles and Features Wizard

Select server roles

Befers You Begin

Installation Ty

Server Selec

Remote Access

Role Services

¢+ Chon vao Routing

Select one or more roles to install on the selected server,

Roles

[] Active Directory Certificate Services

+/| Active Directory Domain Services (Installed)
[[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[[] Device Health Attestation

/| DHCP Server (Installed)

| DNS Server (Installed)

[[] Fax Server

[®] File and Storage Services (2 of 12 installed)
[] Host Guardian Service

] Hyper-v

[[] Netwark Contraller

[[] MNetwork Palicy and Access Services

[ Print and Document Services

Remote Acces:

] Remote Desktop Services

[ Volume Activation Services

(W] Web Server (IS) (9 of 43 installed)

] Windows Deployment Services

. Add Roles and Features Wizard

Select role services

Before You Begin

Installation Type

Server Selection

Server Roles

Features

rvi

Confirmation

% Chon Install dé cai dat

Select the role services to install for Remote Access
Role services
DirectAccess and VPN (RAS)

Routing]
[[] web Application Proxy

80
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DESTINATION SERVER
WIN-10EMTPOS60A.doan.com

Description

Remote Access pravides seamless
connectivity through DirectAccess,
VPN, and Web Application Proxy.
DirectAccess provides an Always On
and Always Managed experience.
RAS provides traditional VPN
services, including site-to-site
{branch-office or cloud-based)
connectivity, Web Application Proxy
enables the publishing of selected
HTTP- and HTTPS-based
applications from your corparate
netwark to client devices outside of
the carporate network. Routing
provides traditional routing
capabilities, including NAT and other
connectivity options. RAS and
Routing can be deployed in single-
tenant or multi-tenant mode.

Install
- a X
DESTINATION SERVER
Server.tecapro.comun
Description

Routing provides support for NAT
Routers, LAN Routers running BGP,
RIP, and multicast capable routers
(IGMP Proxy).

Install




. Add Roles and Features Wizard - o X

- B - . DESTINATION SERVER
Confirm installation selections Servertecapro.comyn
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [[] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, dlick Previous to clear

SepegRoles their check boxes.

Features
NEWOrK Load Baiancing -
Bemot=iiccess RAS Connection Manager Administration Kit (CMAK)
Role Services Remote Access
DirectAccess and VPN (RAS)
Routing

Web Application Proxy
Remote Server Administration Tools
Feature Administration Tools
Network Load Balancing Tools
SMTP Server Tools
Role Adminictration Tools

Export configuration settings
| Specify an altemate source path

Next >

Hinh 45: Cai dat Routing

++ Sau khi cai dat xong, ta vao Tools — chon Routing and Remote Access

Event Viewer
iERVER MANAGER Group Policy Management
Internet Information Services (I1S) 6.0 Manager
Internet Information Services (115) Manager
o Configure this local server i5cs iator

Local Security Policy
Microsoft Azure Senices
Network Laad Balancing Manager
Network Polcy Server
ODB Data Sources (32-bi)
ODBC Dats Scurces (64-bi)
Pertormance Moritor
ices Recovery Drive
Registry Editor
Remote Access Management
Boscuce dlosis
|| Routing and Remote Access I ]

o

RVER GROUPS
roups: 1

System Configuration

= formation
1 DHCP 1 £ ons 1 System In
'! — Task Scheduler

ability (@ Manageability (@) Manageability Windows Defender Firewall with Advanced Security

E " Event Windows Memory Diagnostic

vents vents

Windows PowerShell
Services Services

Windows PowerShell (c36)
ance Performance Performance Windows Server Backup

¢+ Chuot phai vao server local — chon Configure and Enable Routing and Remote Access

B Routing and Remote Access - [m| X

File Action View Help

e @ XE & H

E Routing and Remote Access WIN-10EM7PO560A (local)

% Server Status
WIN-1¢™ =~ """~
@ Configure and Enable Routing and Remote Access note Access

. - - ecure remote access to
Disable Routing and Remote Access

Al Tasks » ‘gure the following:
vate networks,
View >
wNay.
Delete
Refresh
Properties
Help «erver, on the Action menu,
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++ Chon Custom Configuration

Routing and Remote Access Server Setup Wizard

Configuration

You can enable any of the following combinations of services, or you can
customize this server.

" Remote access (dial-up or VPN)

Allow remote clients to connect to this server through either a dial-up connection or a
secure virtual private network (VPN) Intemet connection.

" Network address translation (NAT)
Allow intemal clients to connect to the Intemet using one public IP address.

" Virtual private network (VPN) access and NAT

Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

(" Secure connection between two private networks
Connect this network to a remote network, such as a branch office.

® Custom configuration
Select any combination of the features available in Routing and Remote Access.

cons e

% Sau d6 chon NAT dé hoan thanh thiét lap

Routing and Remote Access Server Setup Wizard

Custom Configuration

When this wizard closes, you can configure the selected services in the Routing
and Remote Access console.

Select the services that you want to enable on this server.
[ VPN access

[ Dialup access
[ Demand-dial connections ( used for branch office routing )
v NAT

™ LAN routing

con cos

Hinh 46: Thiét ldp co ché NAT
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% O muc IPv4, ta chon NAT, click chudt phai vao bang tring va chon New Interface

B Routing and Remote Access
Eile Action View Help

e | nEE L= HE

[ Server Status

" @ WIN-T0EM7POS60A (local) Interface : Total mappings Inbound packets translated Inbound packets rejected
3 Network Interfaces There are no items to show in this view
£ Remote Access Logging
v B Ipv4
B General
B Static Routes
= IGMP
Bt New Interface...
v E IPvb
E General Show DHCP Allecator Information...
B Static Routes Show DNS Proxy Information...
N Refresh
View >
Arrange |cons >
Line up lcens
Properties
Help
» Ch d
s Chon card INTERNET
Mew Interface for Metwork Address Translation (MAT) >

This routing protocol runs on the interface that you select below.

Interfaces:

22 Intemal
g INTERMET

22 SERVER 10.10.50.100 (NAT)
Z2VLAN 1T 10.10.10.0

22 VLAN KETOAN 10.10.30.0
22 VLAN KINHDOANH 10.10.40.0
22 VLAN NHANSU 10.10.20.0
22 VLAN TANG1 10.10.60.0

QK I Cancel
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% O day ta s& chon vao Public interface va tich vao muc Enable NAT

Metwork Address Translation Properties - INTERMET Pr... ? X
MAT  Address Pool Services and Ports

Interface Type:
" Private intefface connected to private network
{* Public interfface connected to the Intemet

[+ Enable NAT on this interface

MNAT enables clients on this networ to send data to and receive
data from the Intemet using this interface.

Conca | [ ool
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X Nhép vao OK, ta duoc:

E Routing and Remote Access
File Action View Help

e | HnFmEd=H

. % \5;':?;3;:;;&55% local || meerace - Total mappings Inbound packets translated Inbound packets rejected Outbound packets translated Dutbound packets rej
B Network Interfaces B INTERNET 0 0 0 0 s

23 Remote Access Logging
v B P
B General
T Static Routes
B IGMP
B NAT
v B IPvé
H General
T Static Routes

< Tuong tu Vi cac card mang khac, nhung dbi véi cac card mang noi bo ta chon vao
Private interface

E Routing and Remate Access
File Action View Help

e nE EGE

S Stat ~
. % vjﬁiﬂEaM;osmA tocap || mterce Total mappings Inbound packets translated Inbound packets rejected Qutbound packets translated Outbound packets rj

B Network Interfaces E“?‘NTERNEF 0 0 0
3 Remote Access Lagging|| T VLAN IT10.10.10.0 0 0 0 0
v E P B2VLAN NHANSU 10.10.20.0 0 0 0 0 0
B General ZPVLAN KETOAN 10.10.30.0 0 0 0 o 0
L Static Routes B2VLAN KINHDOANH 10.10.40.0 0 0 0 0 0
= IGMP BRVLAN TANGT 10.10.60.0 0 0 0 0 0
E naT B2 SERVER 10.10.50.100 (NAT) 0 0 0 0 0
v B P
B General

& Static Routes
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13.Céu hinh dich vu FTP
% \Vao Server — vao tab Services — vao FTP dé bat ON, tao Username: user, password:
1234, cap tat ca quyén

¥ server - a X

Physical ~ Config  Senices  Desktop  Programming  Aftributes

SERVICES TP
HTTP
DHCP Senice Oon O off
DHCPv6
g User Setup
TFTP
DNS Username User Password 1234
SYSLOG Write Read Delete Rename List
AAA .
NTP Username Password Permission
EMAIL 1 cisco cisco RWDMNL Add
FTP
oT Y User 1234 RWDNL
VM Management Save
Radius EAP
Remove
File
1 asaB42-k8.bin
2 asa923-k8 bin
3 c1841-advipsenviceskd-mz 124-15 T1 bin
4 c1841-ipbase-mz.123-14.T7 bin
5 ¢1841-ipbasekd-mz 124-12 bin
6 ¢1900-universalkd-mz.SPA.155-3.M4a bin
7 c2600-advipservicesk9-mz 124-15 T1 bin
Remove

O
Hinh 47: Cdu hinh dich vu FTP
14. Cau hinh dich vu Mail Server
% VAo Server — vao tab Services — vao EMAIL dé bat ON, tao Domain name: doan.com
-> Set
+»+ Tao 2 tai khoan:
» kinhdoanhl — password:1234
» ketoanl - password:1234
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B Server - m]
Physical ~ Config _ Sewices  Desktop  Programming  Attributes
SERVICES EMAIL
HiR SMTP Senice POP3 Senice
DHCP - -
DHCPV6 O on () OFF O on () OFF
TETP
DNS Domain Name: doan.com Set
SYSLOG
User Setup
AAA
NTP User Password
[ EMAIL ) Kinhdoanh
FTP nhansul
IoT
VM Management
Radius EAP
Change
Password
O Top
Hinh 48: Cau hinh dich vi Mail Server
A 3 .
15. Cau hinh dich vu Web Server
< Vao S — VAo tab Services — vao HTTP dé bat ON
» Vao Server — vao tab Services — vao ¢ bat
B Server [w] X
Physical  Config _ Senices  Deskiop  Programming  Attributes
SERVICES HTTP
HTTP
e HTTP HTTPS
DHCPv6 © on ) of O on ) off
TFTP
o File Manager
SYSL0G File Name Edit Delete
L 1 copyrights html (adit) (delete)
NTP
EMAIL 2 cscoptloge177x111,jpg (delete)
FTP
or 3 helloworld html (edit) (delete)
VM Management 4 image html (edit) (delete)
Radius EAP
5 index.html (edit) (delete)
New File Import
O Top

Hinh 49: C4u hinh djch vu Web Server
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+» Vao DNS tao 1 record c0 tén la doan.com dia chi la cua Server

? Server -
Physical Config Semices Desktop  Programming  Attributes
SERVICES a ONS
HTTP
DHCP DNS Senvice © on ) of
Lo BT Resource Records
TFTP
Name Type ARecord
DNS
SYSLOG Address

AL

NTP | Add ] Save Remove

EMAIL MNo. MName Type Detail
FTP

0 doan.com ARecord 10.10.50.100
IoT
VM Management
Radius EAP
DMNS Cache
v
(J Top
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I1. Van hanh va kiém thir

1. Kiém thit VTP
% Trén SW-Core-1, sau khi ciu hinh xong ta kiém tra bang lénh: “show vtp status” va
“show VLAN” dé kiém tra, ta dugc cac VLAN 10 dén 60, vtp & ché do Server:

¥ SW-CORE

Physical ~ Config  CLI  Attributes

105 Command Line Interface

SW-Coresshow vtp status

VTP Version capable 1 to 2

VTP version running 11

VIP Domain Name : doan

VTP Pruning Mode : Disabled

WIP Traps Generation : Disabled
Device ID : 0001.42AB.C900

Configuration last modified by 0.0.0.0 at 3-1-53 00:00:00
Local updater ID is 10.10.2.1 on interface V12 (lowest numbered VLAN interface found)

Feature VLAN :

VTP Operating Mode : Server

Maximum VLANs supported locally : 1005

Number of existing VLANs : 12

Configuration Rewvision 1 98

MDS digest i OxF& O=xEF Ox29% 0x7C OxTA 0x17 0O=x2l OxBO

OxF2 OxF9 OxFA OxA0 Ox2A 0Ox24 OxT71 Ox54

¥ SW-CORE

Physical  Config CLI  Attributes

|05 Command Line Interface

10 it actiwve
20 nhansu active
30 ketoan actiwve
40 kinhdoanh active
50 server actiwve
&0 tangl active
1002 fddi-default actiwve
1003 token-ring-default active
1004 fddinet-default actiwve
1005 trnet-default actiwve

Hinh 50: Kiém thi VTP
2. Kiém thir Trucking
% DAu tién, ta s& kiém tra trunking cac port ndi gitra switch core va switch access, ta kiém
tra bang lénh: “show ip interface brief” va “show run”, ta thdy cac céng ndi giita switch

core va cac switch access dd duoc up, dong thoi cac cong da bat mode trunk.
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® SW-CORE

Physical Config CLI  Attributes

105 Command Line Interface

SW-Corefshow ip interface brief

_'L_lL.EIJ_ L.E lt"m WILT EL._IUU [ ey-g ey ry FIOLUOLUUL
GigabitEthernetl/0/1 10.0.1.2 YES manual up up
GigabitEthernetl/0/2 unassigned YES unset up up
GigabitEthernetl/0/3 unassigned YES unset up up
GigabitEthernetl/0/4 unassigned YES unset up up
GigabitEthernetl/0/5 unassigned YES unset up up
GigabitEthernetl/0/6 unassigned YES unset up up
GigabitEthernetl/0/7 unassigned YES unset up up
GigabitEthernetl/0/8 unassigned YES unset up up
GigabitEthernetl/0/9 unassigned YES unset up up
GigabitEthernetliOilO unassigned YES unsest up up
GigabitEthernetl/0/11 unassigned YES unset down down
GigabitEthernetl/0/12 unassigned YES unset down down
GigabitEthernetl/0/13 unassigned YES unset down down
GigabitEthernetl/0/14 unassigned YES unset down down
GigabitEthernetl/0/15 unassigned YES unset down down
GigabitEthernetl/0/16é unassigned YES unset down down
GigabitEthernetl/0/17 unassigned YES unset down down
GigabitEthernetl/0/18 unassigned YES unset down down
GigabitEthernetl/0/1% unassigned YES unset down down
GigabitEthernetl/0/20 unassigned YES unset down down
GigabitEthernetl/0/21 unassigned YES unset down down
GigabitEthernetl/0/22 unassigned YES unset down down
GigabitEthernetl/0/23 unassigned YES unset down down
GigabitEthernetl/0/24 unassigned YES unset down down

Hinh 51: Kiém ths Trunking
3. Kiém thir STP

% Ta st dung lénh: “show run” dé kiém tra trén SW-Core

¥ SW-CORE

Physical  Config  CLI  Attributes
I

1058 Command Line Interface

1

1

]

spanning-tree mode rapid-pvst

spanning-tree vlan 2,10,20,30,40,50,60 priority 24576
1

1

1

Hinh 52: Kiém tha STP
4. Kiém thir cap dia chi IP
% Sau khi cau hinh IP trén Switch Core, ta dung Iénh “show ip interface brief” dé kiém tra

va thiy cac VLAN da duoc cap IP
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® SW-CORE

Physical Config CLI  Attributes

105 Command Line Interface

GigabitEthernetl/0/1% unassigned YES unset down down
GigabitEthernetl/0/20 unassigned YES unset down down
GigabitEthernetl/0/21 unassigned YES unset down down
GigabitEthernetl/0/22 unassigned YES unset down down
GigabitEthernetl/0/23 unassigned YES unset down down
GigabitEthernetl/0/24 unassigned YES unset down down
GigabitEthernetl/1/1 unassigned YES unset down down
GigabitEthernetl/1/2 unassigned YES unset down down
GigabitEthernetl/1/3 unassigned YES unset down down
Fin:hirﬁ'rhmr'.l 1A '1n:|.==innir\| = HEE- =N oo oo
Vlanl unassigned YES unset administratively down down
Vlan2 10.10.2.1 YES manual up up
V1anl0 10.10.10.1 YES manual up up
V1anz20 10.10.20.1 YES manual up up
V1an30 10.10.30.1 YES manual up up
V1an40 10.10.40.1 YES manual up up
V1an50 10.10.50.1 YES manual up up
V1an&0 10.10.60.1 YES manual up up

Hinh 53: Kiém the dia chi IP
% Ta dung Switch-Core va sir dung lénh: “ping 10.10.50.100” va “ping 10.10.2.100” dé

ping kiém tra dia chi IP cua Server va Wireless

B SwW-CORE

Physical Config CLI  Attributes

|05 Command Line Interface

SW-Corefping 10.10.50.100

Type escape segquence to abort.
Sending 5, 100-byte ICMP Echos to 10.10.50.100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

0/0/0 m=s
SW-Core#ping 10.10.2.100

Type escape segquence to abort.
Sending 5, 100-byte ICMP Echos to 10.10.2.100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 0/0/0 ms
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5. Kiém thir dich vu Domain Controller
% Sau khi cai dit xong, Server s& y&u ciu ta Restart may, va ddy 1a giao dién sau khi nang

cap 1én Domain Controller: Server s& 1én quyén Administrator kém theo tén domain

DOAN\Administrator
I

@ DOAN\Administra...
@ Other user

Hinh 54: Kiém thsz Domain

6. Kiém thir tao User

+» Sau khi tao xong User:

Mew Object - User *

2 ) Createin:  doan.com/DOAN

‘When you click Finish, the following object will be created:

Full name: kinh doanh
User logon name: kd1@doan.com

The user must change the password at next logon.

< Back Cancel
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MName Type Description

:% IT Security Group...
E; ke toan 1 User
E; ke toan 2 User
% KETOAMN Security Group...

E;kinh doanhl  User

H2 KINHDOANH  Security Group...
H2 NHANSU Security Group...
%TANH Security Group...

Hinh 55: Kiém the viéc tao User

7. Kiém thir Join Client vao Domain
% Man hinh dang nhap cua client sau khi join vao domain

[ Switch User _“

w. Windows 7 Ultimate
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% LUc nay ta s& dang nhap vao client bang user da duoc tao trén server

Log on to: doan.com !
How do1log on to anotherdor i

| Switch User 1

% Sau khi ddng nhap hé thong s& yéu cau dbi password

oK l Cancel ]

w. Windows 7 Ultimate
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+»+ Ta tao password mai voi da d phuec tap

i ktl@doan.com <
= o
e
!. Confirm password

Log on to: doan.com s
How do Ilog on to anotherdomain

T Cancel’ |

% Thay d6i password thanh céng

U

o]

w. Windows 7 Ultimate

% Tuong ty, ta ciing s& join domain cho céc client khac va diang nhap bang nhap bang céc
user da tao.
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8. Kiém thir DHCP
% Sau khi c4u hinh xong, ta qua céac client mdi phong dé cap IP cho cac may. Dau tién,

chuyén vé dang cip IP dong

Internet Protocol Version 4 (TCP/IPv4) Properties >

General Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically

(O Use the following IP address:

(®) Obtain DNS server address automatically

(O Use the following DNS server addresses:

date settings upon exit Advanced...

< Vao Command Prompt, st dung Iénh ipconfig /release, va ipconfig /renew dé reset va
xin cap IP
> Phong Ké Toan: da duoc cép IP 10.10.30.11 thanh céng

BN C\Windows\system32\cmd.exe EI@

C:wUsersnktl@doan.com>ipconfig ~release

Mindows IP Configuration
An error occurred wvhile releasing interface Loophack Pseudo—Interface 1 = The sy
l=tem cannot find the file specified.
Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix
Link—local IPv6 Address . . . . feB@::6531::ccde:f4h?:1af@x1l
Default Gateway . . .

Tunnel adapter iszatap.doan.com:

Media State . . C e e e e e Media disconnected
Connection—spec c DNS Suffix

m

Tunnel adapter Local Area Connection* 9:

Media State .

P Media disconnected
Connection—specific DNS Suffix .

IC:sUserssktiBdoan.com>ipconfig ~renew
Mindows IP Configuration

An error occurred wvhile releasing interface Loophack Pseudo—Interface 1 = The sy
i=tem cannot find the file specified.

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix doan.com

Link-local IPv6 Address . . . . feBB::6531:ccde:f4h?:1afBx11
IPv4 Address. . . . . . . - . . 18.18.368.11

Subnet Mask . . . . . . P 255.255.255.8

Default Gateway . - - 18.18.38.1

Tunnel adapter isatap.{D21AA879-267E-4118-AYC2-41CADCEDAZDY> :

Media State .

e e e e e e Media disconnected
Connection—specific DHS Suffix .

Tunnel adapter Local fAirea Connection= 9:

Media State .

e T Media disconnected
Connection—specific DNS Suffix

Hinh 56: Kiém thiz DHCP trén may Client
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9. Kiém thit DNS Server
< Cai Web Server (IIS) dé test dich vy

= Add Roles and Features Wizard — [m] X
- DESTINATION SERVER
Installation progress Senvertecaprooman

View installation progress

@ Feature installation
———

Installation started on Server.tecapro.comvn

Web Server (IIS) -
FTP Server
FTP Extensibility
FTP Service

Management Tools
1 Management Console
Web Server
Common HTTP Features
‘WebDAV Publishing
Default Document

Directory Browsing v

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel

Hinh 57: Cai dat Web Server

¢+ Trén Server ta truy cap vao 10.10.40.100 va www.doan.com

£ M [ s Windows Server X +
& > C A& nNorsecure |[10.1050.100 | A ¢ ¢

Windows Server

et Information Services

Welcome Bienvenue Tervetuloa

Benvenuto

L & .‘.‘ Bienvenido Hos geldiniz | o'~an o2 Welkom

11
KaAwg
Vitejte OploQTe Valkommen . Udvazsljik

Microsoft Wil nen  Velkommen
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°*
-

< O 4

=8 Windows Server

M [ s Windows Server x 4+ — a x

Internet Information Services

Welcome Bienvenue Tervetuloa
&£3c-% Benvenuto &0
“ ﬁ‘.‘ Bienvenido Hos geldiniz | oxan oona
Bem-vindo i
Kohug [llo6po
Vitejte OpioaTe Valkommen [SFEBIEIERS noxanosats | Udvozoljik

La e BRD

Microsoft Willkemmen [Melkommen - Witamy

10. Kiém thir cau hinh NAT
% Sau khi cau hinh xong, ta chuyén qua cac may client dé ping kiém tra thir, s dung lénh:

“ping 8.8.8.8”, va “ping google.com”
BN C\Windows\system32\cmd.exe =N ==

Microsoft Windows [Uersion 6.1.7766811
Copuright <c» 2009 Microsoft Corporation. All rights reserved.

C:slUserssktlPdoan.com>*ping 8.8_8_8

Pinging 8_8_8_8 with 32 hytes of data:

Reply from 8.8.8_8: hytes=32 time=48mz TTL=127
Reply from 8.8.8.8: buytes=32 time=34ms TTL=12%
Reply from 8.8.8_8: hytes=32 time=34mz TTL=127
Reply from 8.8.8_8: hytes=32 time=34mz TTL=127

Ping statistics for B.B_8_8:

Packets: Sent = 4. Received = 4, Lost = 8 {(Bx loss),.
Approximate round trip times in milli-seconds:

Minimum = 34msz, Maximum = 48ms,. Average = 30ms

C:UzerssktlBdoan.com>*ping google.com

Pinging google.com [64.233.178.1821 with 32 huytes of data:
Reply from 64.233.178.182: hytes=32 time=48mz TTL=127
Reply from 64.233.178.182: bhytes=32 time=4ims TTL=127
Reply from 64.233.178.182: bytes=32 time=46msz TTL=127
Reply from 64.233.178.182: hytes=32 time=46bmsz TTL=127

Ping statistics for 64.233.170.102:

Packets: Sent = 4. Received = 4, Lost = B (@x loss).
Approximate round trip times in milli-seconds:

Minimum = 4Bms, Maximum = 46ms. Average

C:wUzerss<ktl@doan.com>

Hinh 58: Kiém thi cdu hinh NAT
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11. Kiém thir dich vu FTP
% Qua may client ta vao muc Text Editor dé tao 1 file va luu lai

¥ pCio
Physical  Confiy _Deskiop  Programming  Attributes
Kiém thiv
¥ File Na... ? b4
Enter the new File Name
test txf
O Top

Hinh 59: Kiém the dich vu FTP

% Vao Command Prompt — ftp doan.com — nhap usernam va password
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¥ pcio = m] X

Physical Config DeskmE Programming  Attributes

Command Prompt

(J Top

< G0 lénh “dir” dé xem céc tép
¥ pc1o = m] X

Physical ~ Config DesmoE Programming  Attributes

ICommand Prompt

(O Top

% GO lénh put test.txt dé dua file 1én server
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¥ pc1o = ] X

Physical ~ Config DesktoE Programming  Attributes

Promp

(] Top

Eeading file

File transfer
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% Sau d6 ta s& quit ra ngoai FTP, va dung lénh dir dé kiém tra xem file da duoc download
vé ndi bo may chua

Physical ~ Config DesktUE Programming  Attributes

Command Prompt

12. Kiém thir dich vu Web Server
< O may client ta sir dung Web Browser dé truy cap thtr ttn mién doan.com

¥ pcio = m] X

Physical  Config Desktue Programming  Attributes

Veb Browser

< > URL http://doan com| Go Stop

Cisco Packet Tracer
Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.

Quick Links:
A small page
Copyrights
Image page
Image

(] Top
Hinh 60: Kiém the dich vi Web Server
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CHUONG IV: KET LUAN

I. Két qua dat dwgc
% Trong qua trinh thuc hién db an “Thiét ké hé thong mang cho doanh nghiép vira va nho”
em da dat duoc cac muc tiéu va két qua:
> Khao sat, phan tich dugc nhu cau cua da phan céc doanh nghiép, xac dinh duoc cac
véan d¢é phai giai quyét cho doanh nghiép.
> Dua trén nhirng phan tich va nhu cau cia doanh nghiép ma c6 thé thiét ké duoc mot

hé théng mang cd thé ap dung vao thuc tin.

I1. Mgt s6 han ché

% Maic db tim hiéu va thiét ké duoc hé théng mang cho doanh nghiép vira va nhé nhung
van chua c6 co hdi tiép can thuc té nén van con nhiéu thiéu soét ndi bat trong do:
> Cau hinh va giao thirc van chua téi wu hoa duoc hét hé thdng mang cho doanh nghiép
> Han ché vé hé théng bao mat mang

> Chua c6 thiét bi du phong phong cho truong hop két ndi cua router bi dut.

I11.  Pinh huéng phat trién
< Pé co thé phat trién dugc hé thong mang tét hon dau tién phai tim giai phap khac phuc
nhitng diém con han ché:
> Toi uu hoa hé thbng mang: theo doi va danh gia hé théng mang ciing nhu toi uu hoa
cau hinh @& dam bao rang hé thdng c6 thé chay 6n dinh va hiéu qua.
> Tap trung vao viéc xay dung hé thong bao mat: tim hiéu va trién khai cac bién phép
bao mat nhu hé théng phat hién xam nhap (1DS), hé thong ngan chan xam nhap (IPS)
> Nang cap hé thong mang du phong: cau hinh du phong cho trudng hop router hay
switch bi hong khdng thé tiép tuc thi van con router hay switch khéc tiép tuc cong

viéc ma khoéng bi tri hoan.
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