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LOI CAM POAN

Em xin cam doan rang day 1a cong trinh nghién ctru ciia em, c6 su hd
trg tir Giang vién huéng dan 1a ThS.Pham Tuan Trinh. Cac ndi dung nghién
ctru va két qua trong dé tai nay 1a trung thuc va chua timg duoc ai cong bd
trong bat ctr cong trinh nghién ciru nao trude day. Nhing sb liéu trong cac
bang biéu phuc vu cho viéc phan tich, nhin xét, danh gia dugc chinh tac gia
thu thap tir cic nguon khac nhau co ghi trong phan tai liéu tham khao.

Néu phat hién c6 bat ky su gian 1an nao em xin hoan toan chiu trach

nhiém trudc Hoi dong cling nhu két qua do an cua minh.



LOI CAM ON

Vi 1ong biét on sdu sac nhat, em xin chan thanh cam on tap thé quy thay cd Khoa
K3 thuat - Cong nghé, chuyén nganh Quan tri mang va an toan théng tin d an can giang
day, truyén dat kién thizc, kinh nghiém. Chinh nhing kién thirc quy bau ma thay c6 da
truyén dat 12 ngudn tu liéu quy gia dé em hoan thanh tt qua trinh lam do an tét nghiép
nay.

Em ciing Xin guri 1dam cam on dén Thay Pham Tuan Trinh cua Trudng Pai Hoc Ba
Ria — Viing Tau ngudi da tan tinh huéng ddn em hoan thanh bai bao cao do an tét nghiép
nay trong thoi gian qua.

Khong thé khdng nhac toi sy chi dao ciia Ban lanh dao Cong ty TNHH MTV ting
dung k§ thuat va san xuét (Tecapro) - chi nhanh Viing Tau, nho ¢6 su gitip d& nhiét tinh
cuia cac anh chi & cac phong ban, da tao diéu kién thuan loi nhat cho em trong suét thoi
gian tim hiéu vé hé thong mang tai cong ty dé thuan tién cho viéc 1am dd an tét nghiép.

Trong qué trinh 1am bao céo d6 an tét nghiép, du em di rat ¢6 gang can than nhung
cling kho tranh khoi nhing sai s6t, em rat mong nhan duoc y kién dong gop tir thay, co
dé em hoc thém duoc nhiéu kinh nghiém 1am bao céo tét hon trong tuwong lai. Pdng thoi
do trinh d¢ Iy luan ciing nhu kha niang nghién citu, nhin nhan van dé cia em con nhiéu
han ché, nén em ciing rat mong nhan duoc nhirng y kién gop y cua cac thay, co dé em
c6 thé hoan thién hon vé céc kién thac 1inh hoi thuc té.

Em xin chan thanh cam on!
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LOI NOI PAU

Trong thoi dai ciia sy két ndi va cong nghé phat trién vuot bac, hé théng mang may
tinh dong vai tro cuc ky quan trong trong viéc dam bao hoat dong hi¢u qua va muot ma
ctia moi hoat dong kinh doanh. Trong bdi canh d6, viéc nang cap hé thong mang trd
thanh mot phan khong thé thiéu, gitip cai thién tinh 6n dinh, an toan va linh hoat cua
mang may tinh, ddng thoi thiic day hiéu sudt 1am viéc va tang cudong kha nang két ndi
trong moi truong kinh doanh ngay nay.

Hé théng mang may tinh (Computer Network System) 1a mot cu trac hodc hé
théng duoc tao thanh tir cac thiét bi may tinh va céac thiét bi mang khac nhau duogc két
nbi v6i nhau dé chia sé tai nguyén va thong tin. Hé thong mang may tinh cho phép céac
thiét bi trong mang giao tiép v6i nhau va chia sé dir liéu, tai nguyén nhu may in, file va
ung dung.

Viéc ning cap gitip cho hé thdng mang 6n dinh, muot, gitp doanh nghiép dé dang
t6i wu trong viée quan 1y, ndng cao hiéu qua hoat dong, gia ting ning suit lam viéc, tang
cuong két ndi va cong tac, déng thoi tao diéu kién thuan loi cho viée ap dung cac ung
dung cong ngh¢ madi. Dac biét, voi tde do phat trién chong mat cua cong ngh¢ thong tin,
viéc dam bao hé théng mang hoat dong 6n dinh, an toan va linh hoat 13 vo cung quan
trong dé dap tng nhu cau ngay cang cao cua thi truong va khach hang. Tuy nhién, nang
cap hé théng mang may tinh cho doanh nghiép khong phai 1a nhiém vu don gian. N6 doi
hoi nguoi thiét ké phai c6 kién thirc chuyén siu vé 1y thuyét va thuc tién hé thong mang,
d6ng thoi phai khao sat va phan tich ki ludng nhu cau hién tai cia doanh nghiép dé dua
ra giai phap phu hop.

Vi vy, D6 4n: "Nang cAp hé thdng mang cho cong ty TNHH MTYV tng dung
k¥ thuét va san xuat (Tecapro) - chi nhanh Viing Tau" 1a mot nd luc nham tim hiéu
va ap dung cac giai phap cong nghé dé cai thién va toi vu hoa hé théng mang may tinh
cho mot cong ty trong méi truong thuc té. Dé tai nay khong chi dat ra myc tiéu nang cao
hiéu suit va tinh sin sang cua mang, ma con nhan manh vao viéc dam bao an toan thong
tin va su linh hoat trong quan 1y hé théng.

Qua qué trinh tim hiéu, em da duoc hoc hoi va ap dung nhimng kién thirc va k§
ning chuyén mon ctia minh dé c6 thé xay dung dugc mot hé théng nang cip. Em di tim

hi€u ve cach hoat dong cia mot h¢ thong mang, cac tinh ndng co ban cling nhu céc thuat



ngir lién quan dén linh vic mang. Pong thoi, em ciing dugc hoc hoi vé quy trinh
trién khai va ning cp hé théng mang dé dam bao tinh két nbi cao nhat cho hé thong.

Nho vao kinh nghiém va sy hd tro tan tinh cila cac thay co, chuyén gia trong cong
ty, em da hoan thanh duoc viéc nang cép hé théng mang cua minh va dat dugc nhiéu két
qua tich cyc. Em rat biét on cong ty TNHH MTV tng dung k¥ thuat va san xuat
(Tecapro) - chi nhanh Viing Tau di tao cho em co hoi dé phat trién k¥ ning va chuyén

mon cua minh trong linh vuc mang.



CHUONG I: GIOI THIEU CONG TY TECAPRO CHI NHANH VUNG TAU
KHAO SAT THUC TRANG HE THONG MANG HIEN TAI CONG TY VA PE
RA GIAlI PHAP NANG CAP HE THONG MANG.

1.1. Giéi thiéu vé cong ty

cong ty TNHH MTV Ung dung K§ thuat va San xuét (Tecapro) duoc thanh 1ap vao
nam 1994, c6 tru s& chinh tai s6 9, dwdng Nguyén Vin Huyén, quian Cau Gidy, Ha Noi.
Cong ty TNHH MTV Ung dung K¥ thuat va San xuét (Tecapro) la doanh nghiép nha
nuéc truc thuéc Bo Quéc Phong, hoat dong theo mé hinh Cong ty me - Cong ty con.
Tecapro 1a mot cong ty chuyén vé cung cap cac giai phap va dich vu cong nghé théng
tin va truyén théng (ICT) cho cac doanh nghiép va té chuc.

Chi nhanh Viing Tau cta Tecapro dugc thanh lap véi muc tiéu mao rong thi treong va
nang cao hiéu qua hoat dong cua cong ty tai khu vuc phia Nam. Chi nhanh toa lac tai
dia chi:

e B2 L6 E khu Ngoc Tuéc, V6 Thi Sau, P. Thang Tam, Tp. Viing Tau, Ba Ria-
Viing Tau
e Dién thoai: 0254. 3815539 | Fax: 3572464 | Email: tecapro-vt@tecapro.com.vn

e \Website: https://tecapro.com.vn/

Banh Khot Cong Ty C6 Phan Xay 4(9@,\
209 Viing Tau Lp Dau Khi Dong A 93;4
%

TDMaison Hotel . _
& Apartment @KhaCh san Gia

Quang Anh@
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Gia Resident Khu biét thL_rQ mtour';g'gggg%
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Hinh 1.1. Hinh anh vi tri cong ty
Tecapro tai Chi nhanh Viing Tau ciing c6 co s& Vat chat va trang thiét bi day du, bao

gom céc thiét bi hién dai va phan mém chuyén dung dé dap wng cac nhu cau khéc nhau


https://tecapro.com.vn/

cua khach hang. Pic biét, Cong ty ludn cap nhat cac san pham mai nhat va cong nghé

tién tién nhat dé dap tng nhu ciu ngay cang cao cua thi truong.

Vi d6i ngii nhan vién chuyén nghiép, giau kinh nghiém va tam huyét, Tecapro Chi
nhanh Viing Tau ludn dit khach hang 1én hang dau, ludn cam két mang dén cho khach
hang nhitng san pham va dich vu chat lugng cao, gia ca canh tranh va dich vu khach
hang chu dao.

1.1.1. Muc tiéu va st ménh cia Céng ty TNHH Tecapro chi nhanh Viing Tau

e Muc tiéu: Tecapro chi nhanh Viing Tau cam két cung cap cac giai phap cong nghé
hiéu qua va d& st dung cho khéach hang, gidp ho téi wu héa hoat dong kinh doanh
va nang cao nang suat 1am viéc.

e Sir ménh: Sit ménh cua Tecapro Chi nhanh Viing Tau 14 tré thanh ddi tac dang tin
cay va hiéu qua trong viéc cung cap cac giai phap cdng nghé thng tin, gidp khéach
hang dat duoc muc tiéu kinh doanh va phat trién bén viing.

1.1.2. Dich vu caa Tecapro téi khach hang

< Tuw van, thiét ké, trién khai cac hé théng cong nghé thong tin:
> Tecapro cung cap dich vu tu van dé hiéu ré nhu cau va yéu cau cua khach hang.
> Sau d6, cong ty thiét ké céc giai phap cong nghé théng tin phi hop véi nhu cau

cua khéach hang, bao gom ca viéc lua chon cac cong nghé phan cing va phan
mém thich hop.

> Cudi cung, Tecapro trién khai cac hé théng cong nghé thong tin theo ké hoach da

duoc thiét ké, dam bao tinh hoat dong va hiéu qua.

% Cung cap cac giai phap phan mém va cac hé théng tich hep:
> Tecapro cung cap cac giai phap phan mém va hé théng tich hop dé giai quyét cac

van dé kinh doanh cu thé cua khach hang.

> Céc giai phap nay co thé bao gom hé thdng quan ly quan hé khach hang (CRM),

hé théng quan Iy tai nguyén doanh nghiép (ERP), hé thong quan ly doanh nghiép
(BPM), va nhiéu hon nita.

% Phan phdi cac san pham cong nghé thong tin chinh hang:

> Tecapro la ddi tac cua nhiéu nha san xuit cdng nghé hang dau trén thé gici, va

cung cap cac san pham coéng nghé thong tin chinh hang cho khach hang.



> Céc san pham nay c6 thé bao gom phan cimg nhu may tinh, may chu, thiét bi
mang, va phan mém nhu hé diéu hanh, phan mém vin phong, va cac tng dung
doanh nghiép khéc.
< Ba&o tri, bao dudng cac hé théng cong nghé thong tin:

> Sau khi trién khai, Tecapro cung cip dich vu bao tri va bao dudng cac hé théng

cdng nghé thong tin dé dam bao tinh 6n dinh va hiéu qua cua ching.

> Céc dich vu bao tri bao gom viéc kiém tra va sira chira cac 13i, cap nhat phan

mém, va duy tri tinh bao mat cua hé thong.
% Dao tao ngudn nhan lwe trong linh vuc cdng nghé thong tin:

> Tecapro cung cép cac khoa dio tao va huan luyén dé nang cao ki ning va kién

tharc ctia nguoi lao dong trong linh vyc cong nghé thdng tin.

> Dao tao cd thé bao gom céc chu dé nhu quan Iy du &n IT, Iap trinh, quan ly hé

thng, bao mat théng tin, va nhiéu linh vuc cong nghé thong tin khac.
% Ngoai ra, Chi nhanh Viing Tau con cung cip céc dich vu khac nhu:

> Dich vu an ninh mang: Bao vé hé théng mang khoi cac cudc tan cdng mang.

> Dich vu sao luu dit liéu: Sao luwu dir lidu dinh ky dé dam bao an toan di liéu.

> Dich vu cho thué may chia: Cung cap dich vu cho thué may chu cho céc doanh

nghiép ¢6 nhu cau.
1.1.3. Pdi tac va khach hang ciaa Tecapro

Tecapro da co nhiéu dbi tac va khéach hang trong nhiéu linh vuc khac nhau. Cac ddi
tac va khach hang caa Tecapro bao gom cac doanh nghiép, co quan nha nudc, truong
hoc, ctra hang va ca nhan.

Vé phia doanh nghiép, Tecapro da cung cip san pham va dich vu cho céc doanh
nghiép trong nhiéu linh vuc khac nhau nhu dau khi, xay dung, bat dong san, du lich, y
té, thwong mai va dich vu. Di vdi cac co quan nha nudc, Tecapro di cung cip va trién
khai hé théng, cac san pham lién quan cho cac s&, nganh va trung tdm caa chinh phu dia
phuong.

Céc truong hoc ciing 1a mot trong nhitng ddi tac quan trong cua Tecapro. Pon vi ndy
d3 cung cap cac thiét bj may tinh va phan mém cho cac truong hoc & Viing Tau dé hd

tro cho viéc giang day va hoc tap.



1.1.4. So' @b t6 chire, kich thwéc, quy md va pham vi hoat dong ciaa Tecapro chi
nhanh Viing Tau

a. So @b té chuc:

GIAM DAC

PHO GIAM DOC |

—

. PHONG PHONG PHONG
[PHONG'TJ [ KE TOAN ] [KINH DOANHJ { NHAN S ]

Hinh 1.2. So' @6 to chirc ctia cong ty
b. Kich thwérc:
% Cong ty c6 khoang 32 nhan su va 6 phong ban: Phong Giam Déc, Phong Phé Giam
béc, Phong Ké Toan, Phong IT - KT, Phong Kinh Doanh, Phong Nhan Su,
% Céc nhan su bao gom:
> 1 Giam Déc
1 Phé Giam Déc
10 nhan vién Ké Toan
5 nhan vién IT - Ky Thuat
10 nhén vién Kinh Doanh
» 5nhan vién Quan Ly Nhan Su

c. Quy mé va pham vi hoat dong:

YV V VY V

- Tecapro la mot ho kinh doanh vira va nho, cd khoang hon 30 nhan vién, du quy mo
nho, nhung Tecapro van dap tng dugc nhu cau cia khach hang vé cac san pham va dich
vu kinh doanh.

- Pham vi hoat dong cua Tecapro la tai Viing Tau, nhung don vi ndy san sang cung

cap dich vu cho khach hang & cac khu vuc 1an can.



1.2. Khao sat thuc trang h¢ théng mang hién tai cia cong ty

1.2.1. Thiét ké logic hé théng mang hién tai cia cong ty:
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Hinh 1.3. Thiét ké logic h¢ théng mang hién tai ciia cong ty
1.2.2. Phan tich hé théng hién tai:
Dua vao so d6 mang dugc cung cap, ta co thé phan tich chi tiét thiét ké logic cua hé

thdng mang hién tai cong ty nhu sau:

a. Cau tric mang:
> Mang duoc chia thanh 2 khu vuc chinh: Tang 1 va Tang 2
> MOi khu vuce dugc két ndi vai nhau théng qua mot bo chuyén mach (switch) 24 port,
100Mbps.
> 2 Switch dwoc ndi chung vai nhau va sir dung chung 1 dia chi IP

Mot bo dinh tuyén (router) duoc sir dung dé két ndi mang noi bo véi Internet.

A\

> Tat ca thiét bi mang déu tap trung vé tu rack 27U dat & phong 1T — K§ Thuat dé quan

’

ly

b. Céc thiét bi mang dang sir dung trong hé théng:
< Thiét bi mang:
» Router Cisco ISR4331-V/KO9:
= S6 luong: 1.
= Tong thong luong: 100 Mbps dén 300 Mb / gidy
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» Switch CISCO WS-C2960L-24TS-AP:

=S4 luong: 2.

=  Gdm 24 port Ethernet (Port téc d6 10/100/1000).

= Thiét bj nay ciing cung cap trunking port va cau hinh Etherchanel.
> B Chuyén Pdi Quang 1 S¢i 10/100M 20KM (Converter):

=S4 luong: 1.

= Téc do: 10/100 Mbps

= S cong SFP: 1 ports

s May tinh:
< May tinh dé ban (Desktop):
> S6 luong: 60
> Thong s6 ky thuat:
= CPU: Intel Core i5 hoac i7.
RAM: 8GB hoac 16GB.
O cing: SSD 256GB hoic 512GB.
Card mang: Ethernet 10/100/1000 Mbps.
Hé diéu hanh: Windows 10 Pro.
% May tinh x&ch tay (Laptop):
> S lugng: 4.
> Thong s6 k¥ thuat:
= CPU: Intel Core i5 hoac i7.
= RAM: 8GB hoic 16GB.
= O cting: SSD 256GB hoic 512GB.
= Card mang: Ethernet 10/100/1000 Mbps va Wi-Fi 802.11ac/ax.
= Hg¢ diéu hanh: Windows 11.

% Cé&p mang:
» Cap mang Ethernet Cat6:
= S lwong: Pu dé két ndi tat ca cac thiét bi mang va may tinh trong cac khu
vuc yéu ciu bang théng cao hon hoic ¢ khoang cach dai hon.
= Tdc do: HO tro tde do 1én dén 10 Gbps.
8



= Chiéu dai: Thuong tir Im dén 10m hodc dai hon tiy vao khoang cach gitta
cac thiét bi.
» Cap quang:
= S lwong: Bu dé két ndi céc thiét bi mang sir dung bd chuyén ddi quang va
c4c lién két cap quang dai.
= Téc d6: HE tro tée d6 10/100 Mbps hodc cao hon tiy vao yéu cau.
= Chiéu dai: Tuy theo khoang cach giita cac thiét bi két ndi quang, c6 thé 1én

dén 20km hoic hon.

1.2.3. Uu diém va nhwoe diém:

a. Uu diém:

>

D& dang cai dat va bao tri: Viéc thém hoac di chuyén céc thiét bi dau cudi chi don
gian 1a cam chidng vao cong tréng trén bo chuyén doi trung tam. Néu co su ¢6 xay
ra, viéc xac dinh va khic phuc sy ¢6 s& dé dang hon vi chi can kiém tra bo chuyén
d6i trung tam va cac thiét bi dau cudi duoc két ndi véi né.

Tinh linh hoat: Hé thong mang trong hinh c6 thé dé dang mo rong dé dap (ng nhu
cau cua doanh nghiép. Viéc thém céc thiét bi dau cudi mai chi don gian la cim
ching vao cong trong trén b chuyén doi trung tam.

Viéc str dung bo dinh tuyén giup ting cuong kha ning kiém soat va quan 1y luu
lugng truy cap mang.

Hé théng mang hién tai gitp giam chi phi bing cach cho phép sir dung chung céc

thiét bi nhu modem va switch.

b. Nhuoe diém:

>
>

Hé thdng mang cd thé bi gian doan néu bd dinh tuyén hoic bo chuyén mach bi 1i.
Hiéu suat co thé bi anh huong néu c6 qua nhiéu luu luong truy cap trén mot bo
chuyén mach.
Khi bo chuyén mach (Switch) da hét port ma muén cam thém thiét bi, thi bat budc
phai mua thém Switch.
Hé thong dang st dung viéc cap IP tinh nén chua tdi wu duoc viéc quan 1y dia chi
IP.
Hé thdng mang hién tai chwa c6 cac dich vu DHCP, DC, routing, ...
Hé thdng khong chia VLAN cho mdi phong riéng biét.

9



> Hé thdng mang khdng c6 may chi Server dé quan ly tap trung.

> Hé thdng khéng c6 viéc quan 1y ngudi ding (User).

> Heé théng mang chi st dung chung mot SSID (Service Set Identifier) — ID mang cho
toan bo cong ty va khong c6 Wireless Contrller dé quan Iy mang khong day.

> Hé théng mang LAN hién tai khong thé két ndi voi cac mang LAN khac hoic
Internet qua VPN.

c. Két luan:

Hé théng chua duoc tdi wu do con thiéu nhitng dich vu co ban cho viéc quan ly hé
théng mang va quan 1y nguoi dung. Diéu nay dan dén mot sé van dé tiém an va han ché
trong hoat dong hang ngay cua doanh nghiép, bao gom:

e Quan ly hé thdng mang khéng hiéu qua: Thiéu cac cong cu va dich vy quan Iy hé
théng mang lam giam kha ning giam sat, diéu chinh va t6i wu héa hiéu suat cua
mang. Piéu nay cd thé dan dén viéc phat hién va xu ly van dé cham tré hozc khong
chinh x&c, 1am giam su sin sang va tin cay caa hé thong.

e Thiéu kha ning quan Iy nguoi ding: Khdng cé cac dich vu quan 1y ngudi dung dang
tin cay 0 thé tao ra c4c rui ro lién quan dén bao mat va quan ly quyén truy cap. Viéc
khong c6 kha ning kiém soat va giam sat quyén truy cap vao tai nguyén mang c6
thé dan dén cac van dé nhu tiét 16 dir liéu va xam nhap mang.

e Thiéu tinh linh hoat va mé rong: Hé théng mang khong ti uu c6 thé khong dap ang
duoc cac yéu cau mdi va thay d6i ciia doanh nghiép. Thiéu tinh linh hoat va mo
rong c6 thé lam giam kha niang mo rong va tich hop véi cac cong nghé maéi, gay ra
han ché trong viéc phét trién va cap nhat hé théng.

e Ting chi phi va rai ro: Viéc thiéu cac dich vu co ban cd thé din dén ting chi phi
hoat ¢ong va rui ro bao mat. Thiéu kha ning quan ly hiéu qua c6 thé lam tiang chi
phi van hanh va bao tri hé théng, dong thoi tao diéu kién cho viéc xam nhap mang
va mat di liéu.

= Vi vay, viéc nang cp hé théng mang dé bd sung céc dich vu quan 1y hé théng va ngudi
ding 1a mot budce quan trong dé cai thién hiéu suat va tinh sin sang caa hé théng mang,

dong thoi giam thiéu céc rai ro va chi phi lién quan.

10



1.3. Pé ra giai phap nang cap hé théng mang
1.3.1. Pé xuit cai tién:
Tir nhitng nhugc diém trén, ta c6 thé dé xuat cai tién nang cap hé théng mang nhu

sau:

> Nang cap bo chuyén mach gitp ting cudng hiéu suat va kha niang chiu tai.

> M&i phong ban s& gan thiét bj chuyén mach riéng biét va chia VLAN cho mdi phong.

» Cau hinh céc giao thuc phi hop cho Switch va Router

» Dung may chu Server: Cai dat cac dich vu Domain Controller, DNS, DHCP, File,
NAT, VPN,....

> Cau hinh Wireless: tao ba ID mang cho tang 1, tang 2 va khach hang (guest).

> Str dung cac Access Point dé phat song Wifi giira cac tang.

> Str dung co ché NAT gilp che gidu dia chi IP thuc caa cac thiét bi trong mang noi
bo truy cap Internet gitip cho viéc kho bi tin céng tir bén ngoai.

> Trién khai hé théng du phong cho bo dinh tuyén va bo chuyén mach dé d¢am bao
tinh sin sang backup caa hé théng mang.

> Trién khai VPN dé hé thong mang LAN c6 thé truy cap duoc hé thdng mang LAN
khac, dong thoi gitp cho nhan vién co thé truy cip duoc vao hé thong mang cua

cong ty néu khdng thé dén cong ty duoc.
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1.3.2. Danh sach thiét bj cin dung cho viéc nang cap:

STT

Tén thiét bi

Hinh anh

MO0 ta

Router Cisco
ISR4331-V/K9

- M4 san pham: 1ISR4331-V/K9
- Tong thong luong: 100 Mbps
dén 300 Mb / gidy

- Tong s6 cong WAN hoic LAN
10/100/1000 trén bo mach: 3

- Cong dua trén RJ-45: 2

- Cong dua trén SFP: 2

- Khe cam md-dun dich vu nang
cao (SM-X): 1

- Cac khe NIM (Md6dun Giao
dién Mang): 2

- Khe ISC trén bo mach: 1

- Ky tc: 4 GB (mac dinh) / 16
GB (t6i da)

- B nho flash: 4 GB (mac dinh)
/ 16 GB (t6i da)

- TUy chon cung cap dién: Noi
bo: AC va PoE

- Chiéu cao rack: 1 RU

- Kich thudc (H x W x D): 44,45
X 438,15 x 438,15 mm

- GOi trong luong: 12,96 Kg
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STT

Tén thiét bj

Hinh anh

Mo ta

Switch Layer 2
CISCO WS-C2960L -
24TS-AP

——

- Hang: Cisco

- M4 san pham: WS-C2960L-
24TS-LL

- Cdng giao tiép: 24 port GigE, 4
x 1G SFP, LAN Lite

- 10S: LAN Lite

- Bang thong chuyén: 52 Gbps

- Bang thong chuyén: 104 Gbps
- 10/100/1000 Ethernet Ports: 24
- Giao dién Uplink: 4 x 1G SFP
- Fanless: Y

- DRAM: 512 MB

- B nh¢é Flash: 256 MB

- Kich thuée (H x D x W): 1.73
X9.45x17.5in. (4.4x 24 x44.5
cm)

- Net Can nang: 7.21 Ib (3.27 kg)
Bao hanh: 12 thang
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STT

Tén thiét bi

Hinh anh

Mo ta

Switch Core Layer 3
CISCO WS-C3650-
24TS-L

- M4 san pham: WS-C3650-
24TS-L

- B tinh nang: LAN Base

- Giao dién Uplink: 4 x 1G SFP
- Céng: 24 cong 10/100/1000
Ethernet

- Sb xép chédng toi da: 9

- Stack bang thong: 160 Gpbs

- Chuyén tiép bang thong:
41,66Mpps

- Chuyén dbi cong suat: 88 Gb /
gidy

-RAM: 4G

- BO nho flash: 2G

- S6 AP cho mdi switch / stack:
25

- Kich thuodc: 44,5 cm x 44,5 cm
x4,4cm

- Trong luong: 17,49 Kg
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STT

Tén thiét bi

Hinh anh

Mo ta

Wireless Controller
Cisco AIR-CT3504-
K9

La mot thiét bi quan ly mang
khong day cua Cisco Systems,
duoc thiét ké dé cung cip quan
ly tap trung va kiém soat cho céac
mang Wi-Fi trong moi truong
doanh nghiép. N6 cung cap kha
nang quan 1y va diéu khién tap
trung cho téi da 150 diém truy
cap (AP) va 3000 thiét bi khéach.
* Thong s6 ki thuat:

- 1x Gigabit Ethernet da nang
(1én dén 5 Gigabit Ethernet)

- 4x Gigabit Ethernet

- Bo xur ly: Ldi kép 1 GHz

- B6 nho: 2 GB RAM

- Kha niing hd tro:

Téi da 150 AP

Téi da 3000 thiét bi khach
Kich thudc: 43,94 x 214,3 X
215,9 mm

Khéi luong: 4,41bs (2 kg)
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STT

Tén thiét bi

Hinh anh

Mo ta

Access point Ubiquiti
UniFi AP AC LR

Dung dé phat song wifi giira cac
tang:

- Bing tin hd tro: hd tro 2 bing
tan dong thoi 2,4 Ghz va 5Ghz

- Chuin két néi: chuan
802.11ac mai nhat (450 Mbps/
2,4GHz va 867 Mbps/ 5GHz)

- Ché @9 hoat dong: Access
Point

- Cong két ndi: 01 LAN x
10/100/1000Mbps

- Anten tich hop san: MIMO
3x3 (2,4GHz) & MIMO 2x2 (
5GHz)

- Bao mat: WEP, WPA-PSK,
WPA-TKIP, WPA2 AES,
802.11i

- Hb tro: VLAN theo chuan
802.11Q, WMM, gigi han téc do
truy cap AP cho tung nguoi
dung

- Vung phi song: ban kinh phéat
song t6i da 180m trong moi
truong khdng co vat chan

- HO tro két néi dong thoi tdi da:

150 nguoi
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STT

Tén thiét bi

Hinh anh

Patch panel

bi day cho tu rack thém tinh
tham my

Patch panel 1a mot bang cam,
thong qua do cac cap s& két ndi
cac may trong mang LAN cho
gon gang hon so véi viéc cam
truc tiép, dong thoi ciing dé bao
quan va stra chira khi 6 sy co.
Tat ca cac cap mang di Am tuong
, mot dau ndi véi Office Box,

dau kia duoc ddu vai PatchPanel

Thung mang cat 6
(200m)

Dung dé di day t&i cac may tinh,
la cap xoan cap, khong boc
chéng nhidu (CAT6-UTP:
Unshielded Twisted Pair Cable),
gom cac day dan dong co boc
cach dién, hai day dan duoc
X04n véi nhau tao thanh mét cap
va céc cap day dan lai duoc xoén
véi nhau dé tao thanh cép UTP;
H& tro mang ¢ téc d6 Gigabit
Ethernet-dén 5000Mbps.
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STT Tén thiét bi Hinh anh MO ta
P 1 & Dung dé bam vao 2 dau day mang
8 | Hat mang G = dé truyén tin hiéu cho nhau
La mot may tinh duoc ndi mang,
quan ly tai nguyén ciaa mang, co
2w . e
s‘ s = IP tinh, c6 nang lyc xur ly cao va
, : Q\ \. trén may d6 nguoi ta cai dit cac
9 May tram Server & © Y \ X ) ,
‘, * \. phan mém dich vu dé phuc vu cho
S, .? cac may tinh khac (may tram)
truy cap dé yéu cau cung cap cac
dich vu va tai nguyén.

Bang 1.1. Danh séch chi tiét cac thiét bi mang can dung cho viéc nang cip

* Ngoai ra, ta c6 thé tan dung céc thiét bi mang c6 sin cua hé thdng mang cii cho viéc

nang cap:

S6 lugng ¢6 sin: 2

STT Tén thiét bi Hinh anh M0 ta
Switch Layer 2 CISCO B
1 | WS-C2960L-24TS-AP | ez
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STT

Tén thiét bi

Hinh anh

Router Cisco ISR4331-
V/K9

S6 lwong c6 sin: 1

Bo Chuyén D6i Quang 1
Soi 10/100M 20KM
(Converter)

S6 luogng c6 sin: 1

- Tuan thu dam phan tu dong
cua IEEE 802.3, IEEE 802.3u,
IEEE 802.3x

- M¢ rong khoang céch tir 2km
(soi da ché do) dén 120km (soi
don ché do)

- Hb tro tu dong dam phan trén
cong RI-45

- Ty dong dam phan song cong
(HDX / FDX) trén cong RJ-45

- Hd trg MDI / MDI-X tu dong
trén cong RJ-45Dén LED trang
thai cho TX, FX LINK / ACT,
POWER, 100M d¢é dé dang theo
ddi trang thai mang

- Cung cap dién bén ngoa

- H6 tro do dai goi 1én toi 1600
byte

- Chtrng nhan hang A & CE cua
FCC
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STT

Tén thiét bi

Hinh anh

Mo ta

Tap trung céc thiét bi mang vé
mét ta dé dé quan 1y hon

- Kich thwéc: 1410 x 600 x
1000

- Tai trong: 500 - 800kg

- Két cau khung: Quy céach ta
dung, ctra ludi, ta dugc thiét ké

2 khung chiu lc 6 thanh giang

3 Tu rack 27U do khung
S6 lugng ¢6 san: 1 - Phu Kkién: Thanh cap nguon 6
chau da nang chuan rack 19", bo
bc cai bat thiét bi 4 quat tan
nhiét 20W.
- Bén trong tu rack c6 1 6 cam
ngudn 6 chau
- Hé théng banh xe va chan ting
gilp dé di chuyén ciing nhu ¢b
dinh ta dé dang.
Bang 1. 2. Danh sach céc thiét bi mang c6 sin ciaa hé théng mang cii
g So .
STT Tén thiet bi Dvt Pon gia Tong
lwgng
1 Router Cisco ISR4331-V/K9 1 Cai 50.000.000 50.000.000
Switch Layer 2 CISCO WS- )
2 5 Cai 13.500.000 67.500.000
C2960L-24TS-AP
Switch Core Layer 3 CISCO )
3 2 Cai 30.000.000 60.000.000
WS-C3650-24TS-L
Wireless Controller Cisco )
4 1 Cai 45.000.000 45.000.000
AIR-CT3504-K9
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, Sb :
STT Tén thiet bi Dvt Pon gia Tong
lwgng

Access point Ubiquiti UniFi _
5 3 Cai 3.000.000 9.000.000

AP AC LR
6 | Patch panel 3 Cai 4.950.000 14.850.000
7 | Thung cap mang Cat6 (300m) 2 Thung 2.800.000 5.600.000
8 | Hat mang 5 Bich 115.000 575.000
9 | May tram server 1 Bo | 200.000.000 | 200.000.000

Tong: | 452.525.000

Bang 1.3. Bang gia cac thiét bi mang va vat tw

1.3.3. So’ d0 thiét ké méi hé théng nang cap mang cho cong ty:

Internet
(8.888)

113.17

17216.2.0/24
‘., _ . T VPN )
. !J a [ |

h i)
—_—

PKE TOAN: 15 MAY
VLANTO .

CNIENRLS

VLANZ2O
A RD A @ ’J RPHO GIAM DOG: 2 MAY
! .
iy ! o T
. 1 M| Mg
x |

VLAN30 ‘,—|I :'JI ;.‘I ;{4 ‘
T T | W |
o) )l ]| | VLANIOKETOAN): 10.10.1.0/24
- I VLAN20(KINHDOANH): 10.10.20.0/24
— VLANIO(NHANSU): 10.10.30.0/24
S VLANSO(SERVERY): 10.10.40.0/24

VLANSO(IT - KT): 10.10.50.0/24
VLANGO{TANG2): 10.10.60.0/24

P.TIEP NHAN KHACH HANG VLANTO(GU! 10.10.70.0/24
(s
ACCESSPOINT3

Hinh 1.4. So' d6 thiét ké méi hé théng nang cap mang
1.3.4. Pic ta so d0 hé théng nang cap mang:

Dua vao hinh anh so db thiét ké hé thbng mang nang cép, ta c¢é thé phan tich ra nhu sau:
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< Mang duoc chia thanh 2 khu vyc chinh: Tang 1 va tang 2

> Tang 1: Bao gdm cac phong: Phong IT - KT, Phong Kinh Doanh, Phong Ké Toén,
Phong Nhan Su, Phong Tiép Nhan Khach Hang.

> Tang 2: Bao gdm céac phong: Phong Giam Pdc, Phong Phé Giam Débc, Phong

Hop.

> Mbi phong déu dugc chia VLAN cing véi dia chi IP riéng biét dé tién cho viéc

quan ly va khdng xay ra su cé tring lap:

VLAN10(KETOAN): 10.10.1.0/24 SM: 255.255.255.0
VLAN20(KINHDOANH): 10.10.20.0/24  SM: 255.255.255.0
VLAN3O0(NHANSU): 10.10.30.0/24 SM: 255.255.255.0
VLANSO(IT - KT): 10.10.50.0/24 SM: 255.255.255.0
VLANG6O(TANG2): 10.10.60.0/24 SM: 255.255.255.0
VLAN70(GUEST): 10.10.70.0/24 SM: 255.255.255.0

< Hé théng mang:

» Hé théng bao gom:

7 Switch Layer 2: chia déu cho mdi phong lam viéc

2 Switch Core Layer 3: 1 Active, 1 Backup

2 Router: 1 Active, 1 Backup

1 Server dé cau hinh céc dich vu

1 Wireless Controller dé cdu hinh mang khong day

1 Modem Wifi dé két néi mang

C4c thiét bi mang trén duoc dat tap trung & phong IT -KT dé d& quan Iy.

3 Access Point dé chia s¢ Wifi giita cac tang: 1 Access duogc dat trung gian &
cac phong ké toan, kinh doanh, 1T -KT, nhan su; 1 Access duoc dit ¢ tang 2;

1 Access dugc dit & phong tiép nhan khach hang

> Hé théng sir dung mang hinh sao két hop véi md hinh mang khach cha (Client-

Server Network) dé may chu cung cap dich vu cho cac may khach truy cap vao

mang

> Céac Switch Core Layer 3 va Router déu dit IP tinh
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> Mbi phong déu c6 mot bo chuyén mach (Switch Layer 2) dé két ndi véi cac Client
trong phong, dong vai trd trung tdm trong viéc két ndi cac thiét bi dau cudi trong
mang LAN (mang cuc bg).

> M&i Switch Layer 2 s& ndi vai 2 Switch Core Layer 3: 1 chinh, 1 du phong. Switch
Core Layer 3 c6 nhiém vu két ndi cac Switch Layer 2 véi nhau dé chuyén tiép cac
g6i tin dit liéu gitra cac thiét bi mang duoc két ndi vai n6 dua trén dia chi MAC,
chia mang LAN thanh cac mang con logic (VLAN) dé ting cudng bao mat va hiéu
qua quan ly. Switch Layer 2 s& trunking dé nhan VLAN twong (ng tir Switch Core
Layer 3.

> MOi Switch Layer 3 s& ndi voi 1 Router trong (ng, Router s& xac dinh duong di
cho céc goi tin dir liéu gitra cac mang khac nhau dya trén dia chi IP. Pong thoi
Router ¢6 nhiém vu két ndi mang LAN véi cac mang khac nhu Internet, WAN....
hoac cac mang LAN & chi nhanh khac.

» Ca 2 Router déu dugc két ndi véi Converter dé tao mang LAN hozic Wifi cho cac
thiét bi. Converter nhan tin hiéu Internet tir nha cung cap dich vu (ISP) va chuyén
d6i tin hiéu d6 thanh tin hiéu digital pht hop véi thiét bi mang, cung cap dia chi
IP cho Router chuyén dung cua doanh nghiép. Router nhan tin hiéu mang tu
Converter, sau d6 s& chuyén dir liéu dén thiét bi trong mang ndi bo ma da yéu cau
dit liéu ban dau.

> MOi khu vuc c6 Access Point dung dé phéat song Wifi giita cac tang.

s Server:

> NO&i véi 1 Switch Layer 2

> Cap VLAN riéng cho Server

» bat IP tinh: 10.10.40.100 SM: 255.255.255.0

> Cau hinh céc dich vu hé théng: DHCP, DNS, Domain Controller, VPN,....
% Wireless Controller:

> NO&i véi 1 Switch Layer 2 chung Switch véi Server

> bat IP tinh: 10.10.1.100 SM: 255.255.255.0

> Cau hinh Wireless:
= SSID tangl: 802.1x ->VLAN 50
= SSID tang2: Pre-Shared Key (PSK) ->VLAN 10, 20, 30, 60
= SSID Guest: Open ->VLAN 70
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% Cé&c giao thikc va cau hinh sir dung trong hé théng:
» Trén Switch:

Cau hinh VTP trén mot switch-core 1am VTP server va c4c switch con lai sé& tu dong
nhan théng tin ciu hinh VLAN tir server.

Tao VLAN tuong urng vai tirng phong ban trén Switch Core.

Céu hinh trunking dé két néi cac switch voi nhau dé chuyén tiép dir liéu gitra cac
VLAN trén ca switch core va switch access.

Cau hinh rapid spanning-tree protocol dé chéng loop trén switch core.

Trén céc switch access, ta s& ciu hinh Spanning-Tree va ciu hinh céc portfast,
portfast trunk ddu vao cac thiét bi dé hoi tu nhanh hon, déng thoi bat tinh ning
bpduguard trén cac port.

Cau hinh EtherChannel trén switch core két hop nhiéu cong vat ly thanh mét lién
két logic duy nhét, gitp ting cuong bang thong, ting tinh san sang va cai thién hiéu
Suit cuia mang.

bat dia chi IP.

Cau hinh HSRP — dy phong gateway dé cung cap su du phong cho céc thiét bj dinh
tuyén.

Pinh tuyén dong giao thiic EIGRP.

» Trén Router:

- Céu hinh co ché NAT dé hé thdng truy cap ra duoc internet.
- Cau hinh VPN dé hé thong mang c6 thé truy cap tir xa.

- Cau hinh dinh tuyén dong EIGRP.

- Dbatdiachi IP

» Trén Server:

- Dyng Domain Controller d¢ tao User twong (g véi mdi nhan vién khi dang nhap.

- C4u hinh dich vu DHCP dé cap IP dong cho cé4c Client.

- Sirdung dich vu NAT dé gitp che gi4u dia chi IP thuc cta cac thiét bi trong mang
noi bo khi truy cap Internet gitp cho viéc kho bi tin cong tir bén ngoai.

- Céu hinh DNS d phan giai dia chi IP thanh tén mién cua cong ty.
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- Cau hinh dich vu VPN dé hé théng mang c6 thé két ndi t6i duoc hé théng mang
& Site chi nhanh khac, dong thoi co thé gilp nhan vién truy cap vao hé théng néu
khong thé téi cong ty duoc.

- Céc client c6 thé str dung dich vu FTP dé download/upload file tir/dén server.

- Su dung dich vu Mail Server dé théng tin noi bo véi nhau.
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CHUONG Il: COSO LY THUYET VE HE THONG MANG MAY TiNH

2.1. Khai niém va phin loai hé théng mang may tinh
Hé théng mang may tinh 1a su két hop cdc may tinh lai v&i nhau thong qua cac thiét

bi n6i két mang va phuong tién truyén thong dé trao doi thong tin va chia sé tai nguyén.
H¢ théng mang may tinh co thé dugc phan loai theo nhiéu tiéu chi khac nhau, nhu pham
vi, kién truc, giao thtrc, img dung va quan 1y. Mot sd loai hé thdng mang phd bién 1a:
« LAN (Local Area Network): hay con dugc goi la mang cuc bd dugc dung trong

khu vuc gidi han nhét dinh nhu mot phong, mdt toa nha hay mot khuon vién, tde do

truyén tai cao.

LAN

O =
= | !. 5

=

Hinh 2.1. Hinh anh mang LAN

< MAN (Metropolitan Area Network): Hay con goi 1a mang d6 thi lién két tir nhiéu
mang LAN qua diy cap, cic phuong tién truyén din khac,..Mang két ndi cac may
tinh trong cung mot thanh phé hay mot khu vuc do thi, mot thi tran, thanh phé, tinh.
Thudng duoc dung chu yéu cho d6i tugng 1a to chirc, doanh nghiép nhiéu chi

nhangewh, nhiéu bo phan két ndi v4i nhau.

z

o

=

o

g m
&

AN

Mang MAN

Hinh 2.2. Hinh anh mang MAN
< WAN (Wide Area Network): Hay con goi 1a mang dién rong duoc két hop giita cac
mang d6 thi bao gdbm ca mang MAN va mang LAN thong qua thiét bi vé tinh, cap

26



quang, cap day di¢én. Mang két noi cadc may tinh & céc vi tri xa nhau, c6 theé 1a quoc

gia hay luc dia khac nhau.

o

.

|
P

g wan
>

Hinh 2.3. Hinh anh mang WAN

¢ Wireless Network (Mang khong diy): La mang dién thoai hoac mang may tinh st
dung song radio 1am song truyén dan hay tang vat Iy. Mot mang khong day 13 mot

mang mdy tinh st dung céac két ndi dit liéu khong day giita cic nit mang.
Mb hinh két néi mang khéng day '=]
« |’>)

(@®)) (@®)) (@®))

S

-

O www.lapwifivhpt.vn D

Hinh 2.4. Hinh anh Wireless Network

< Mang hinh sao (Star Network): Mang c6 mot thiét b trung tdm két ndi voi cac thiét
bi khac theo hinh sao. Loai mang nay dé cai dat va quan 1y, nhung néu thiét bi trung

tam gap su ¢6 thi toan bd mang s€ bi ngiing hoat dong.
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Hinh 2.5. Hinh anh mang hinh sao
% Mang tuyén tinh (Bus Network): Mang c6 mot cap chinh két ndi cac thiét bi theo
dang tuyén tinh. Loai mang nay dé cai dit va tiét kiém chi phi, nhung c6 hiéu suat

thap va kho xur 1y khi ¢6 sy cb.

| Bus Segment |

Terminator

Terminator

Hinh 2.6. Hinh anh mang tuyén tinh

% Mang hinh vong (Ring Network): Mang c6 cac thiét bi két ndi v6i nhau theo hinh
vong tron. Loai mang nay cé hi¢u suét cao va khong bi nhiéu, nhung kho cai dat va
kho xir 1y khi ¢6 su c6.

;_ ==\
A [E——
Q/
v

i

Hinh 2.7. Hinh anh mang hinh vong
< Mang két hop (Mesh Network): Mang c6 cac thiét bi két ndi véi nhau theo nhiéu
duong khac nhau. Loai mang nay c6 do tin cdy cao va d& mé rong, nhung ton nhiéu
chi phi va kho quan ly.
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Hinh 2.8. Hinh anh mang két hop
< Mang ngang hang (Peer-to-Peer Network): Mang c6 cac may tinh két ndi véi nhau
ma khong can may chu trung gian. Loai mang nay dé cai dat va khong phu thudc vao

may chi, nhung an ninh thip va khé quan 1y.

. PEER TO PEER - P2P .

AOTRIIIEEER
NETWORK

Hinh 2.9. Hinh anh mang ngang hang

% Mang khach cha (Client-Server Network): Mang c6 cac may chu cung cap dich
vu cho cac may khach truy cap vao mang. Loai mang nay ¢d an ninh cao va dé quan
Iy, nhung t6n nhiéu chi phi va phu thudc vao may chu.

Client-Server Network
Directory Server File Server

Computer B

Hinh 2.10. Hinh anh mang khéch chua
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% M6 hinh mang Workgroup: M6 hinh quan ly mang khdng cé may chu tap trung,
ma cac may tinh tu quan ly tai nguyén cua minh va chia sé¢ cho cac may khac trong

cung nhom lam viéc. M6 hinh nay thich hgp cho cdc mang nho va don gian.

1.1 MO HINH WORKGROUP e

Internet

COMPUTER

Hinh 2.11. Hinh anh mé hinh mang Workgroup

% M6 hinh mang Domain: M6 hinh quan ly mang cé may chu tap trung quan ly tai
nguyén va ngudi dung cua toan bo mang. Mé hinh nay thich hop cho cac mang Ion

va phtec tap.

LONG VAN SYSTEM

Domain Controller

Clients PC

Hinh 2.12. Hinh anh mé hinh mang Domain

2.2. Cac thanh phan ciia hé thdng mang may tinh
Mot hé théng mang may tinh bao gom nhiéu thanh phan khac nhau hoat dong cling
nhau dé cho phép céc thiét bi truyén théng vai nhau. Dudi day 1a mot s thanh phan
chinh:
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< Thiét bi dau cudi: Pay la cac thiét bi duoc sir dung dé truy cap mang, chang han
nhu may tinh, may in, dién thoai...
< Thiét bi mang: Day 14 cac thiét bi gitp két ndi céc thiét bi dau cudi voi nhau va voi
internet. Mot sé thiét bi mang phé bién bao gdom:
> B chuyén mach: Bo chuyén mach két néi céc thiét bi véi nhau trong mot mang
cuc bo (LAN).
> B¢ dinh tuyén: Bo dinh tuyén két ndi cac mang khéac nhau véi nhau, chang han
nhu mang gia dinh vai internet, mang van phong vai internet,....
> Modem: viét tit cua Modulator and Demodulator - B¢ diéu giai, 1a mot thiét bi
diéu ché song tin hiéu tuong ty dé ma hoa dir liéu sé, va giai diéu ché tin hiéu
mang dé giai ma tin hiéu sb. Giai thich mot cach dé hiéu hon thi modem bién doi
thong tin ki thuat sb tir cac thiét bi két ndi mang (may tinh, dién thoai) thanh tin
hiéu analog c6 thé truyén qua day dan, va nguoc lai, modem dich cac tin hiéu
analog thanh di liéu s6 ma nhitng thiét bi nhu may tinh c6 thé hiéu dugc.
> Piém truy cap khong day (WAP): WAP cho phép cac thiét bi két ndi véi mang
bang Wi-Fi.
< MBobi trudng truyén din: Pay 1a phuong tién vat Iy ma qua d6 dit liéu duoc truyén
qua mang. Mot s6 méi trudng truyén dan pho bién bao gom:
> CAap xoin ddi: Cap xoin d6i 1a loai cap duoc st dung phd bién nhat dé két ndi
c4c thiét bj trong mang LAN.
> Céap quang: Cap quang sir dung tia sang dé truyén dir liéu va cung cap téc do
truyén nhanh hon so vai cap xoan doi.
> S6ng vo tuyén: S6ng vo tuyén co thé dugc st dung dé truyén dix liéu qua khoang
céch xa ma khéng can cép.
% Ung dung mang: Ung dung mang 13 cac chuong trinh duoc st dung dé thuc hién

C4c tAc vu trén mang, chang han nhu gtri email, duyét web va chia sé tép.

2.3. Cac giao thirc va tiéu chuin trong hé thong mang may tinh
Giao thirc mang 14 tap hop cac quy tic duoc thiét 1ap nham xac dinh cach dé dinh dang,
truyén va nhan dir liéu sao cho cac thiét bi mang may tinh - tir server va router tgi
endpoint - ¢d thé giao tiép voi nhau. Cac giao thirc mang ciing xac dinh cac quy tic va
quy wdc giao tiép gitra cac node phan mém va phan cang trén mang. Cac giao thirc mang
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phai duoc Xac nhan va cai dat boi nguoi giri va ngudi nhan dé dam bao qua trinh giao

tiép dir liéu/mang dién ra sudn sé, dugc bao mat va quan ly. Mot sb giao thirc mang phé

bién hién nay la:

% Internet Protocol Suite (b9 giao thic lién mang): la tap hop cac giao thac thuc thi

R/
0‘0

protocol stack (chong giao thirc) ma Internet chay trén do. Internet Protocol Suite
doi khi duoc goi la bo giao thuc TCP/IP. TCP va IP la nhitng giao thac quan trong
trong Internet Protocol Suite - Transmission Control Protocol (TCP) va Internet
Protocol (IP).

Transmission Control Protocol (TCP): la giao thtc cbt I8i cua Internet Protocol
Suite. Transmission Control Protocol bit ngudn tir viéc thuc thi mang, bd sung cho
Internet Protocol. TCP cung cap mét phuong thirc phan phéi dang tin cay mét luong
octet (khdi dir liéu c6 kich thudc 8 bit) qua mang IP. Pic diém chinh caa TCP 1a kha
nang dua ra 1énh va kiém tra 16i. Tat ca cac tng dung Internet I16n nhu World Wide
Web, email va truyén file déu dwa vao TCP.

Internet Protocol (IP): la giao thirc chinh trong Internet protocol suite dé chuyén
tiép dir licu qua mang. Chirc nang dinh tuyén cua Internet Protocol vé co ban gilp
thiét 1ap Internet. Giao thirc ting mang théng dung nhat ngay nay la Ipv4 hoac 1pveé.
Hypertext Transfer Protocol (HTTP): la nén tang giao tiép dit liéu cho World Wide
Web. HTTP Ia giao thac truyén tai siéu van ban. Ching la mot trong nim giao thtc
chuan cua mang Internet. Giao thirc nay dung dé lién hé thong tin giita may cung cap
dich vu (Web server) va May str dung dich vu (Web client).

File Transfer Protocol (FTP): la giao thuc truyén tai tép tin. FTP cho phép nguoi
ding truyén hoic nhan cac file tir xa qua mot may tinh c6 két néi véi internet. FTP
c6 kha ning chuyén file gitra cac may tinh c6 hé diéu hanh khac nhau.

Simple Mail Transfer Protocol (SMTP): I giao thirc truyén tai thu don gian. SMTP
la tiéu chuan cdng nghiép cho viéc truyén email giita cAc may tinh qua internet hoic
cac mang khac. SMTP chi xu ly viéc gui email, khdng xir 1y viéc nhan email. Dé
nhan email, nguoi ding can sir dung c&c giao thie khac nhu POP3 hoic IMAP. SMTP
sir dung cong 25 dé giao tiép véi cac may chu email khac. SMTP ciing sir dung cong
587 d¢ giao tiép v4i cac may khach email (email client) nhu Outlook, Thunderbird,

v.v. SMTP 12 mét giao thirc vin ban don gian, c6 thé doc dugc boi con ngudi. SMTP
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sir dung cac Iénh va phan hdi dé thiét 1ap phién giao tiép va truyén tai email. Mdi Iénh
va phan hoi bao gdm mot ma s6 va mot thong diép mé ta.
2.4. Cac dich vu ciia hé thong mang may tinh
% Domain Controller: Domain Controller (DC) la mot may chu dong vai trd quan
trong trong hé thong Active Directory (AD) cua Microsoft. N6 luu trit co so dit liéu
AD, cung cip dich vu xéc thuc va ay quyén cho ngudi dung va may tinh trong mién,

ddng thoi quan Iy cac chinh séch va cau hinh cho toan bo mién.

*

% DNS: Viét tit cha Domain Name System, 1a hé thong phan giai t&n mién thanh cac
dia chi IP tuvong Gmg va nguoc lai. Khi ban nhap mét tn mién vao trinh duyét web,
trinh duyét s& giri mot yéu cau dén may chi DNS. May chi DNS sé tra ciru tén mién
trong co so dir liéu cia n6 va tra vé dia chi IP tuong Gng. Sau do, trinh duyét sé sir
dung dia chi IP nay dé két néi vai trang web.

Whatis DNS?

L ——————

Root DNS Server
Top
Level
DNS

Server

Authoritative
DNS Server

Local DNS
Server

Hinh 2.13. Hinh anh dich vu DNS

< DHCP: Viét tit cua Dynamic Host Configuration Protocol, 1a dich vu cap phat dong
cac théng sé cau hinh mang cho cac thiét bj yéu cau, nhu dia chi IP, subnet mask,
default gateway, DNS server... va c4c théng sb cau hinh mang khac cho céc thiét bi

(client) trén mang.

DHCP Client DHCP Server

Dynamic Host
Configuration Protocol

DHL'P

Hinh 2.14. Hinh anh dich vu DHCP
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< VLAN: La viét tit cua Virtual Local Area Network, hay con goi 1a Mang LAN ao.

VLAN la mot ky thuat phan chia mang LAN vat ly thanh cac mang logic riéng biét,
duoc goi 12 cac VLAN. Mang LAN 4o duoc tao ra bang cach géan thé cac khung
Ethernet véi mot ma VLAN.

nnnnnnnnnnn

vvvvvvvvvvvv

Cdac port va mang twong irng

F0/1-0/5 : 802.1q Trunk (native Vlan 99)
1| FO/6:0/10. :Vian 30~ Phong K& Todn- Network: 172.17.30.0/24

F0/11-0/17 : Vlan 10 - Phong Nhan Sy- Network: 172.17.10.0/24
F018-0/24 : Vlan 20 ~ Phong Ky Thut- Network: 172.17.20.0/24

172.173.2
Vian 30

Hinh 2.15. Hinh anh dich vu DHCP

VPN: La viét tat caa Virtual Private Network, hay Mang riéng ao. N6 1a mét dich
vu gilp ban két néi vai internet thdng qua mot may chu trung gian, che giu dia chi
IP thuc cua ban va ma hoa dir liéu cta ban. Biéu nay gilp ban an danh truc tuyén va
bao vé quyén riéng tu ctia ban. Khi ban két ndi véi VPN, thiét bi cua ban sé tao ra
mot duong ham duge ma hoa dén may chi VPN. Dir liéu caa ban sau d6 duoc truyén
qua dudng ham nay dén internet, khién cho né khdng thé doc duoc bai bét ky ai theo
d6i két néi cua ban. VPN hoat dong nho vao su két hop véi cac giao thirc dong goi
PPTP, L2TP, IPSec, GRE, MPLS, SSL, TLS.

Hinh 2.16. Hinh anh dich vu VPN
e Céc loai VPN:
- Site-to-Site VPN: 1a mé hinh ding dé két néi cac hé thong mang & cac noi khac

nhau tao thanh mét hé thng mang thdng nhat. O loai két ndi nay thi viéc chang
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thuc an dau phu thudc vao thiét bi dau cudi o cac Site, cac thiét bi nay hoat dong
nhu Gateway va ddy 1a noi dit nhiéu chinh sach bao mat nham truyén di liéu mot
cach an toan gitra cac Site.

- Remote Access VPN: hay con dugc goi la Client-to-Site, 1a loai nay thuong ap
dung cho nhan vién 1am viéc luu dong hay 1am viéc & nha mudn két ndi vao mang
cdng ty mot cach an toan. Ciing c6 thé &p dung cho vin phong nho & xa két ndi vao
Vién phong trung tdm cua cong ty. Remote Access VPN con dugce xem nhu 1a dang
User-to-LAN, cho phép nguoi ding & xa dung phan mém VPN Client két ndi voi
VPN Server.

NAT: La viét tat cua Network Address Translation, hay Dich dja chi mang. Pay 1a
ki thuat cho phép mot hodc nhiéu dia chi IP noi bo (private IP) dwoc chuyén doi
thanh mot hozc nhiéu dia chi IP ¢dng cong (public IP) trugc khi truyén dit lidu ra
Internet. NAT hoat dong nhu mot "nguoi phién dich” gitra mang noi bo va Internet.
Khi mat thiét bi trong mang noi bo muén truy cap Internet, NAT sé& chuyén d6i dia
chi IP noi bo cua thiét bi d6 thanh dia chi IP cdng cong caa bo dinh tuyén. Sau do,
bo dinh tuyén s& gui yéu cau dén Internet. Khi dix liéu duoc tra vé tir Internet, NAT
s& chuyén doi dia chi IP cong cong trong goi dit liéu thanh dia chi IP noi bo cua thiét

bi dich.

Devices NETWORK ADDRESS TRANSLATION
(PC | Tablet / SmartPhone) (NAT)

Router Internet

/ Private IP Address.  Public IP Address
174.122. 1.1 244 46.1.1

Hinh 2.17. Hinh anh dich va NAT

e Cac loai NAT:
- NAT tinh (Static NAT): NAT tinh luén anh xa mét dia chi IP noi bo ¢d dinh sang

mot dia chi IP cong cong cd dinh.

- NAT dong (Dynamic NAT): NAT dong &nh xa mot dia chi IP noi bo dong sang mot

dia chi IP cong cong dugc chon ngau nhién tir mot nhom dia chi IP cong cong.
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- NAT cong(NAT Overload): NAT cong 4nh xa mot s6 cong TCP hoic UDP cu thé

sang mot dia chi IP noi bo cu thé.
¢ HSRP: Giao thirc HSRP (Hot Standby Router Protocol) la moét giao thirc du phong

L)

dugc sir dung trong mang may tinh dé cung cap su du phong cho céc thiét bi dinh
tuyén. Muc tiéu chinh caa HSRP 14 tao ra mét thiét bi chinh (active router) va mot
hodc nhiéu thiét bi du phong (standby router) dé dam bao tinh sdn sang va lién tuc
ctia mang. Khi st dung HSRP, cac thiét bi dinh tuyén dwoc cdu hinh dé tao thanh
mot nhém, trong d6 maot thiét bi duoc chon 1am active router va cac thiét bj khac
trong nhom sé 1a cac standby router. Khi thiét bi active router gap su ¢ (vi du: mat
két ndi mang), mot trong cac thiét bi standby router s& chuyén thanh active router
ngay lap tic, giit cho mang van hoat dong ma khdng c6 su gian doan dang ké. Qua
trinh nay duoc thuc hién ty dong boi cac thiét bj trong nhém HSRP, gilp cai thién

tinh sén sang va tin cay ciia mang.

4 ‘-42_( GateWay Address
1.4.1.1

1.1.12.3

Hinh 2.18. Hinh anh dich vu HSRP

VTP: VTP (VLAN Trunking Protocol) Ia mét giao thie duoc s dung trong mang
Ethernet dé quan Iy va cau hinh cac VLAN (Virtual Local Area Networks) trén cac
switch trong mot mang LAN (Local Area Network). Chirc nang chinh cua VTP bao
gom: don gian héa quan Iy VLAN va ddng bo hda cau hinh VLAN trén cac switch

trong mang LAN, gitp ting cudng tinh nhat quan va quan ly hiéu qua.
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VTP DOMAIN “NetworkLessons”
VTP Server

VTP Client VTP Client VTP Client

Hinh 2.19. Hinh anh dich vu VTP
s FTP Server: La dich vu luu trit va chia sé cac tap tin trén mang. Tao cac thu muc
chia s¢ (Shared Folder) cho cac phong ban trong cong ty, nhu ké toan, nhan su, ky
thuat... Phan quyén truy cép (Permission) cho cac thu muc chia sé theo nhoém ngudi

dung.

Hinh 2.20. Hinh anh dich vu FTP Server

< Web Server: La mot hé théng phan mém cung cip noi dung web (trang web, hinh
anh, video, v.v.) t6i nguoi dung qua mang Internet hoac mang néi bo (Intranet). Khi
nguoi dung nhap URL ciia mot trang web vao trinh duyét, trinh duyét sé giri mot yéu
cau t6i Web Server dé nhan noi dung can hién thi. Web Server sau d6 s& gui lai di
liu duoc yéu cau dusi dang HTML, CSS, JavaScript hoic cac dinh dang khac dé
trinh duyét hién thi.
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Hinh 2.21. Hinh anh dich vu Web Server

% Mail Server: Mail server 1a mot hé théng phan mém chiu trach nhiém gui, nhan va
Iuu trit email. Trong mot hé thdng mang doanh nghiép hodc ca nhan, mail server gidp
quan 1y va diéu phdi email gitta cac ngudi ding va hé théng mang khac. Duéi day 1a
chi tiét vé cac chiic nang va cac thanh phan co ban cua dich vy mail server.

Mail Server Mail Server

maildomain-abc.com maildomain-xyz.com
)
SMTP —
| =
POP3 OP3
SMTP IMAP SMTP IMAP
Ana@maildomain-abc.com Lav@maildomain-xyz.com

Hinh 2.22. Hinh anh dich vu Mail Server

% Access List(ACL): La mét tap hop céc quy tic cau hinh trén cac thiét bj mang nhu
router va switch dé kiém soat luu luong mang vao hoic ra khoi mang. ACL dugc st
dung dé ting cuong bao mat mang bang cach cho phép hoic tir chéi luu lwong dia
trén cac tiéu chi cu thé nhu dia chi IP, giao thic, s6 cong, v.v.

Transmission of Packets on an Interface

g,: >

7

Virtual Teminal Line Access (IP)

Hinh 2.23. Hinh anh dich vu Access List

301P_054
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2.5. Cac thiét bi két ndi mang may tinh

< NIC: 1a mot cum tir viét tit caa "Network Interface Card". NIC la mot thiét bi phan
cting (hardware) hoac mot thanh phan tich hop trén may tinh hozc thiét bi mang khac,
gilp két ndi may tinh hoic thiét bi d6 véi mang may tinh. NIC thuong bao gom mot
cong hoic két ndi vat 1y dé két ndi véi cap mang, va né ¢ chic nang diéu chinh va

truyén dir liéu gitra may tinh va mang.

W

Hinh 2.24. Hinh anh thiét bi NIC
< Router: Hay con goi 1a bo dinh tuyén, 1a thiét bi mang c6 chirc niang chuyén tiép goi
dir liéu gitra cac mang may tinh. Router hoat dong dwa trén bang dinh tuyén dé xac

dinh duong di t6t nhat cho céc goi dix liéu.

Hinh 2.25. Hinh anh thiét bi Router

< Switch: Hay con goi 1a bo chuyén mach, 1 thiét bi mang c6 chic ning két néi cac
thiét bi mang véi nhau trong cting mot mang LAN (mang cuc bd). Switch hoat dong

dwa trén dia chi MAC cua céc thiét bj dé chuyén tiép khung di liéu dén dang dich.
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Hinh 2.26. Hinh anh thiét bj Switch

% Server: Hay con goi 1a may chu, 1a mot hé théng may tinh duoc thiét ké dé cung cap
cac dich vy, tai nguyén va dit liéu cho cac may tinh khac trong mang. Server co thé

la mot may tinh riéng 1é hoic mot cum may tinh duoc két néi véi nhau.

Hinh 2.27. Hinh anh may cha Server

% Client: 1a mot hoic nhiéu may tinh dugc sir dung trong mang may tinh dé truy cap

cac dich vu dugc cung cap bai may chu (Server)

-E Client ' Client

Hinh 2.28. Hinh anh céc thiét bi Client

% Converter (b& chuyén d6i): 12 thiét bi dién tir duoc st dung dé chuyén doi tin hiéu

gitra c&c loai cdp mang khac nhau hoac gitra cac loai tin hi¢u khac nhau trong hé
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théng mang. Converter dong vai tro quan trong trong viéc két ndi cac thiét bj mang

khac nhau va mé rong pham vi truyén dan di liéu.

Nha cung cap
‘ Fiber optic

Internal Network ™\

TP,

Hinh 2.29. Hinh anh thiét bi Converter

» Co6 hai loai converter chinh:

e Converter quang - dién: Chuyén doi tin hiéu dién tir cap mang dong sang tin
hiéu quang dé truyén dan qua cap quang hoic nguoc lai. Converter quang-dién
duoc sir dung phé bién trong hé thong mang céap quang do kha ning truyén dan
dir liéu véi tdc d6 cao va khoang cach xa hon so voi cap mang dong.

e Converter media: Chuyén déi tin hiéu giira cac loai cap mang dong khac nhau,
Vi du nhu tir cdp UTP sang cap RJ45 hoac cap BNC. Converter media dugc sir
dung dé két ndi cac thiét bi mang cii voi c4c thiét bi mang mai hoac dé két noi
cac mang LAN khéc nhau.

> Ngoai ra, con cd mot s6 loai converter khac:

e  Converter cng nghiép: Puoc sir dung trong mdi truong cong nghiép khic
nghiét, cd kha nang chdng bui ban, d6 am va nhiét d6 cao.

e Converter POE (Power over Ethernet): Cung cap ngudn dién cho cac thiét bi
mang qua cap Ethernet, gidp loai bé nhu cau sir dung ngudn dién riéng cho cac
thiét bi nay.

e  Converter SFP: Cung cap kha ning két ndi linh hoat cho cac thiét bi mang, cho

phép nguoi dung sur dung cac loai cap quang va module quang khac nhau.

< Modem (modulator va demodulator): 1a thiét bi m& hda va giai ma cac xung dién).
Modem déng vai tro giao tiép voi mang ludi cua cac nha cung cap dich vu Internet

(ISP) thdng qua hé thdng cap ndi dong truc, cap quang, dudng day dién thoai (DSL).
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Modem chuyén déi tin hiéu Internet tir dang analog thanh dang k§ thuat s6 dé st dung
trén thiét bi dién tir. Bén canh d6, Modem WiFi con tich hop thém chirc ning phat

Wi-Fi, cho phép cac thiét bi khong day két ndi va truy cap Internet qua séng Wi-Fi.

Hinh 2.30. Hinh anh thiét bi Modem

% Access Point (AP): hay con goi 1a diém truy cap hoic bo phat Wifi, 1a mot thiét bi
mang thu-phéat Wifi c6 thé tao ra mot mang khong day cuc bo (WLAN). Access Point
thuong duoc dung tai moi truong cdng s&, nha hang, tiéc cudi hay cac tda nha lon
nham tao ra khdng gian st dung mang rong rdi ma khong lam suy giam téc do cua
mang. Mot chirc ning wu viét cua Access Point d6 1 kha ning lién két cac may tinh
tai noi 1am viéc, tir d6 s& gilp viéc kiém soét va truyén tai di liéu tré nén don gian

hon.

Hinh 2.31. Hinh anh thiét bi Access Point
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2.6. Cac chirc ning va ing dung cia hé thong mang may tinh

- Hé thodng mang may tinh 1a su két hop caa nhiéu may tinh, théng qua thiét bi két

ndi mang cuing véi cac phuong tién truyén thdng theo mot cu tric. Muc dich cua viéc

nay la nham chia sé thong tin va trao do6i dir liéu giita c4c thiét bi trong cing mot hé

thdng. Trong d6, phuwong tién truyén thdng chinh I giao thirc mang va méi truong truyén

dan.

- Céc chire nang va ung dung caa hé thong mang may tinh cé thé bao gom:

Cho phép nguoi dung chia sé, sir dung moi tai nguyén chung nhu chuong trinh,
thiét bi dit liéu,... ma khong can phai quan tim dén vi tri thuc cia tai nguyén va
nguoi dung.

Dé dang xem, chinh sira, sao chép tap tin tir mot may tinh khac nhu dang thuc
hién trén chinh may tinh caa minh.

Trong cung hé théng mang, cac may tinh va thiét bi c6 thé st dung chung tai
nguyeén thiét bi luu trit (HDD, SSD, 6 dia CD), may in, may fax, modem, may
quét, webcam cuing nhiéu thiét bj khac.

C6 thé sao chép dir liéu tir may nay sang may khéac hozc luu dit lidu tap trung &
may chii, dé nguoi dung mang may tinh ¢ thé truy cap bat ct khi nao can.

Chia sé may in, bd nhg, cac 6 dia va nhiéu thiét bi khac dé nguoi ding c6 thé
dung chung.

Cai dat phan mém dung chung dé tiét kiém chi phi.

C6 thé trao doi thong tin giita cAc may tinh thdng qua phan mém trd chuyén truc

tuyén (chat) hoac thu dién tir (email).
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e Dit liéu luu trir qua cac phan mém mang may tinh s& ¢am bao tinh an toan cao
hon so v&i viéc luu trit trén may tinh ca nhan.
e COkha nang truy va xuit cac chuong trinh dit liéu tir xa.

e Viéc trao d6i thong tin cling nhu tai liéu gian tiép kha d& dang, nhanh chéng.

CHUONG III: TRIEN KHAI, CAI PAT VA KIEM THU HE THONG MANG
3.1. Cai dit va cdu hinh

Sau khi khao sat, d& xuat cai tién va lap dat thiét bi, tiép theo ta sé trién khai va cau
hinh cac giao thtrc va dich vu cho hé théng mang dé c6 thé duoc van hanh tron tru va di
vao hoat dong.

Sau khi d3 di day va lap dit hé théng, ta duoc so dd nhu hinh:
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Hinh 3.1. So' d6 lap ait di day hé théng mang nang cap
Trién khai dich vu:
- Céu hinh Switch: VLAN, TRUNK, Rapid STP, HSRP, EIGRP
- C4u hinh Server: DHCP, DNS, Web, Mail, FTP, Domain Controller
- Cau hinh Router: EIGRP, Default Route, NAT, VPN
3.1.1. CAu hinh VLAN va VTP
- VLAN la mot phuong tién dé phan chia mot mang vat ly thanh nhiéu mang logic,

mdi mang nay hoat dong nhu mot mang riéng biét, tach biét.
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- VTP la mét giao thic duoc st dung trong mang noi bo dé quan ly va cau hinh cac
VLAN trén céc switch trong mang LAN mét cach ty dong. Thay vi phai cAu hinh VLAN
trén tirng switch mot cach doc 1ap, VTP cho phép quan tri vién chi can cau hinh mot
switch 1am VTP server va céc switch con lai s& tu dong nhan théng tin ciu hinh VLAN
tur server.

Ta s& cau hinh VLAN va VTP trén cac Switch Core va Switch Access

SW-Core-1 s& cau hinh VTP déng vai tro 1a server dé tao VLAN, SW-Core-2 cac

Switch Access con lai s& dong vai tro 1a client dé nhan VLAN:

Trén SW-Core-1: tao cac VLAN:

- VLANL: wireless
- VLAN10: ketoan
- VLANZ20: kinhdoanh
- VLAN30: nhasu
- VLANA4O: server
- VLANSO: IT - KT
- VLANGO: tang2
- VLANT70: guest
- M& SW-Core-1 -> vao Tag CLI -> gd enable -> vao mode configure terminal

Switch>enable Chuyén vao ché do Privileged

Switch# configure terminal Chuyén vao ché do Global Configuration

Switch(config)#hostname SW-Core-1 Cau hinh tén cho switch 1a SW-Core-1

SW-Core-1(config)#vtp domain tecapro | Tao vtp domain cho sw-core-1

SW-Core-1(config)#vtp mode server Tao sw-core-1 la mode server

SW-Core-1(config)#vlan 1 Tao vlan 1

SW-Core-1(config-vlan)#name wireless | Tao tén cho vlan 1 la wireless

SW-Core-1(config-vlan)#vlan 10 Tao vlan 10

SW-Core-1(config-vlan)#name ketoan Tao tén cho vlan 10 la ketoan

SW-Core-1(config-vlan)#vlan 20 Tao vlan 20
SW-Core-1(config-vlan)#name Tao tén cho vlan 20 la kinhdoanh
kinhdoanh
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SW-Core-1(config-vlan)#vlan 30

Tao vian 30

SW-Core-1(config-vlan)#name nhansu

Tao tén cho vlan 30 la nhansu

SW-Core-1(config-vlan)#vlan 40

Tao vilan 40

SW-Core-1(config-vlan)#name server

Tao tén cho vilan 40 la server

SW-Core-1(config-vlan)#vlan 50

Tao vlan 50

SW-Core-1(config-vlan)#name IT-KT

Tao tén cho vlan 50 la IT-KT

SW-Core-1(config-vlan)#vlan 60

Tao vian 60

SW-Core-1(config-vlan)#name tang2

Tao tén cho vlan 60 la tang2

SW-Core-1(config-vlan)#vlan 70

Tao vlan 70

SW-Core-1(config-vlan)#name guest

Tao tén cho vlan 70 la guest

SW-Core-1(config-vlan)#end

Chuyén vé ché @6 cau hinh Privileged

SW-Core-1#do write

Luu file cau hinh

Bang 3.1. M6 ta cau hinh dich vu VTP

- Trén SW-Core-2 va cac switch access khac, ta cdu hinh VTP 1a client dé nhan VLAN

te SW-Core-1
* SW-Core-2:

Switch>enable

Chuyén vao ché d6 Privileged

Switch# configure terminal

Chuyén vao ché do Global Configuration

Switch(config)#hostname SW-Core-2

Cau hinh tén cho switch 1a SW-Core-2

SW-Core-2(config)#vtp domain tecapro

Tao vtp domain cho SW-Core-2

SW-Core-2(config)#vtp mode client

Tao SW-Core-2la mode client

Twong tw véi cac switch access:
* SW-Server:

Switch>enable

Chuyén vao ché d6 Privileged

Switch# configure terminal

Chuyén vao ché d6 Global Configuration

Switch(config)#hostname SW-Server

CAu hinh tén cho switch 1a SW-Server

46




SW-Server(config)#vtp domain tecapro

Tao vtp domain cho SW-Server

SW-Server(config)#vtp mode client

Tao SW-Server la mode client

* SW-IT_KT:

Switch>enable

Chuyén vao ché d6 Privileged

Switch# configure terminal

Chuyén vao ché d6 Global Configuration

Switch(config)#hostname SW-IT_KT

Cau hinh tén cho switch 1a SW-IT_KT

SW-IT_KT(config)#vtp domain tecapro

Tao vtp domain cho SW-IT_KT

SW-IT_KT(config)#vtp mode client

Tao SW-IT_KT la mode client

* SW-Ketoan:

Switch>enable

Chuyén vao ché d6 Privileged

Switch# configure terminal

Chuyén vao ché d6 Global Configuration

Switch(config)#hostname SW-Ketoan

C4u hinh tén cho switch 1a SW-Ketoan

SW-Ketoan(config)#vtp domain tecapro

Tao vtp domain cho SW-Ketoan

SW-Ketoan(config)#vtp mode client

Tao SW-Ketoan la mode client

* SW-Kinhdoanh:

Switch>enable

Chuyén vao ché d6 Privileged

Switch# configure terminal

Switch(config)#hostname SW-Kinhdoanh

Cau hinh tén cho switch
Kinhdoanh

SW-Kinhdoanh(config)#vtp domain tecapro

Tao vtp domain cho SW-Kinhdoanh

SW-Kinhdoanh(config)#vtp mode client

Tao SW-Kinhdoanh la mode client

* SW-Nhansu:

Switch>enable

Chuyén vao ché do Privileged

Switch# configure terminal

Chuyén vao ché d6 Global Configuration

Switch(config)#hostname SW-Nhansu

CAu hinh tén cho switch 12 SW-Nhansu

SW-Nhansu(config)#vtp domain tecapro

Tao vtp domain cho SW-Nhansu

SW-Nhansu(config)#vtp mode client

Tao SW-Nhansu la mode client
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* SW-Tang2:

Switch>enable

Chuyén vao ché d6 Privileged

Switch# configure terminal

Chuyén vao ché d6 Global Configuration

Switch(config)#hostname SW-Tang2

Cau hinh tén cho switch la SW-Tang2

SW-Tang2(config)#vtp domain tecapro

Tao vtp domain cho SW-Tang2

SW-Tang2(config)#vtp mode client

Tao SW-Tang2 la mode client

* SW-Guest:

Switch>enable

Chuyén vao ché d6 Privileged

Switch# configure terminal

Chuyén vao ché d6 Global Configuration

Switch(config)#hostname SW-Guest

C4u hinh tén cho switch 1a SW-Guest

SW-Guest(config)#vtp domain tecapro

Tao vtp domain cho SW-Guest

SW-Guest(config)#vtp mode client

Tao SW-Guest la mode client

3.1.2. Cau hinh Trunking

Trunking 1a mot cong nghé trong mang may tinh duoc sir dung dé két néi cac switch

VGi nhau dé chuyén tiép dit liéu giira cac VLAN. Ta s& cau hinh trunking gitra cac port

trén switch dé chuyén tiép di liéu gitra cac VLAN, dong thoi cung cap kha niang dong

bo hoa cau hinh VLAN giira cac switch. Ta s& c4u hinh céc port nhu sau:

e Céc port néi gifra cac Switch Core va Switch Access sé l1a port trunk.

e Port d4u gitra Switch Access véi Server, Switch Access dau voi Client s& la port

access va ta s€ gan voéi nhitng VLAN tuong tng.

e Cac port dau voi Wireless Controller, Access Point ciing s& 1a port trunk (dé khi

cau hinh wireless ta s& 1am duoc mét tinh nang d6 1a: VLAN Mapping, nghia la
mdi SSID ta s& Map vao mot VLAN riéng, VD: SSID Wifi cho nhan vién ké toan:
Map vao VLAN 10, SSID Wifi cho guest: Map vao VLAN 70,...).

Dau tién, ta s& cdu hinh trunking cac port néi gitta switch core va switch access

* SW-Core-1:

SW-Core-1>enable

Chuyén vao ché d6 Privileged

SW-Core-1# configure terminal

Chuyén vao ché d6 Global Configuration
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SW-Core-1(config)#int range Gil/0/1-7

Chuyén ciu hinh vao ché do interface
Gil/0/1 d&én Gi1/0/7

SW-Core-1(config-if-range)#sw mode trunk

Cho phép interface Gil/0/1 dén Gil/0/7
hoat dong & ché do trunk ¢ dinh va dong
thoi tu dong thuong luong dé chuyén doi
trang thai caa duong lién két thanh trang
thai Trunk

SW-Core-1(config-if-range)#end

Chuyén vé ché d6 cau hinh Privileged

SW-Core-1#write

Luu file cAu hinh

Bang 3.2. M6 ta cau hinh Trunking

Tiép theo, ta s& ciu hinh port dau giira switch Vi Server, switch dau véi Client sé 1a

port access va ta s& gan véi nhing VLAN twong ung, cac port dau véi wireless

controller, access point cling s€ |a port trunk

* SW-Server: VLAN 40

SW-Server>enable

Chuyén vao ché d6 Privileged

SW-Server# configure terminal

Chuyén vao ché do Global Configuration

SW-Server(config)#int FO/2

Chuyén cdu hinh vao ché do interface
Fa0/2

SW-Server(config-if)#sw access vlan 40

Gan port Fa0/2 vao vlan 40

SW-Server(config-if)#exit

Thoét ra ché do interface Fa0/2

SW-Server(config)#int range g0/1-2

Chuyén cdu hinh vao ché do interface
Gi0/1 dén Gi0/2

SW-Server(config-if-range)#sw mode trunk

Cho phép interface Gi0/1 dén Gil/2 hoat
dong ¢ ché do trunk cb dinh va dong thoi
tu dong thuong lugng dé chuyén doi trang
thai caa duong lién két thanh trang thai
Trunk

SW-Server(config-if-range)#end

Chuyén vé ché d6 cau hinh Privileged

SW-Server#write

Luu file cAu hinh

- Tuong tu ddi véi cac switch khéc:

*SW-IT_KT: VLAN 50
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SW-IT_KT>enable

Chuyén vao ché d6 Privileged

SW-IT_KT# configure terminal

Chuyén vao ché do Global Configuration

SW-IT_KT(config)#int range FO/1-2

Chuyén cau hinh vao ché d6 interface
Fa0/1 dén Fa0/2

SW-IT_KT(config-if-range)#sw access vlan 50

Gan cac port Fa0/1 dén Fa0/2 vao vlan
50

SW-IT_KT(config-if-range)#exit

Thoat ra ché do interface Fa0/l1 dén
Fa0/2

SW-IT_KT(config)#int FO/3

Chuyén cau hinh vao ché do interface
Fa0/3

SW-IT_KT/(config-if)#sw mode trunk

Cho phép interface Fa0/3 hoat dong &
ché @6 trunk c6 dinh va déng thoi tu
dong thuong luong dé chuyén doi trang
thai caa duong lién két thanh trang thai
Trunk

SW-IT_KT/(config-if)#exit

Thoat ra ché d6 interface Fa0/3

SW-IT_KT(config)#int range g0/1-2

Chuyén cau hinh vao ché d6 interface
Gi0/1 dén Gi0/2

SW-IT_KT(config-if-range)#sw mode trunk

Cho phép interface Gi0/1 dén Gi0/2 hoat
dong & ché @6 trunk cb dinh va dong thoi
ty dong thuwong luong dé chuyén doi
trang thai cua duong lién két thanh trang
thai Trunk

SW-IT_KT(config-if-range)#end

Chuyén vé ché d6 cau hinh Privileged

SW-IT_KT#write

Luu file cAu hinh

* SW-Ketoan: VLAN 10

SW-Ketoan>enable

Chuyén vao ché d6 Privileged

SW-Ketoan# configure terminal

7
A

Chuyén vao ché do6 Global

Configuration
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SW-Ketoan(config)#int range F0/1-2

Chuyén c4u hinh vao ché do interface
Fa0/1 dén Fa0/2

SW-Ketoan(config-if-range)#sw access vlan 10

Gan cac port Fa0/l1 dén Fa0/2 vao

vian 10

SW-Ketoan(config-if-range)#exit

Thoat ra ché d6 interface Fa0/1 dén
Fa0/2

SW-Ketoan(config)#int range g0/1-2

Chuyén cau hinh vao ché do interface
Gi0/1 dén Gi0/2

SW-Ketoan(config-if-range)#sw mode trunk

Cho phép interface Gi0/1 dén Gi0/2
hoat dong ¢ ché do trunk cb dinh va
ddng thoi tu dong thuong luong dé
chuyén doi trang thai caa duong lién
két thanh trang thai Trunk

SW-Ketoan(config-if-range)#end

Chuyén vé ché d6 cau hinh Privileged

SW-Ketoan#write

Luu file cAu hinh

* SW-Kinhdoanh: VLAN 20

SW-Kinhdoanh>enable

Chuyén vao ché do Privileged

SW-Kinhdoanh# configure terminal

Chuyén vao ché do6 Global

Configuration

SW-Kinhdoanh(config)#int range F0/1-2

Chuyén cau hinh vao ché do
interface Fa0/1 dén Fa0/2

SW-Kinhdoanh(config-if-range)#sw access vlan 20 | Gan céc port Fa0/1 dén Fa0/2 vao

vlan 20

SW-Kinhdoanh(config-if-range)#exit

Thoét ra ché do interface Fa0/1

dén Fa0/2

SW-Kinhdoanh(config)#int range g0/1-2

Chuyén cau hinh vao ché do
interface Gi0/1 dén Gi0/2

SW-Kinhdoanh(config-if-range)#sw mode trunk

Cho phép interface Gi0/1 dén
Gi0/2 hoat dong & ché d6 trunk ¢
dinh va dng thoi ty dong thuong
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luong dé chuyén doi trang théi
cua duong lién két thanh trang
thai Trunk

SW-Kinhdoanh(config-if-range)#end

Chuyén vé ché d6 céu hinh

Privileged

SW-Kinhdoanh#write

Luu file cAu hinh

* SW-Nhansu: VLAN 30

SW-Nhansu>enable

Chuyén vao ché d6 Privileged

SW-Nhansu# configure terminal

7
A

Chuyén vao ché do Global

Configuration

SW-Nhansu(config)#int range F0/1-2

Chuyén ciu hinh vao ché d¢ interface
Fa0/1 dén Fa0/2

SW-Nhansu(config-if-range)#sw access vlan 30

Gan cac port Fa0/1 dén Fa0/2 vao
vlan 30

SW-Nhansu(config-if-range)#exit

Thoét ra ché do interface Fa0/1 dén

Fa0/2

SW-Nhansu(config)#int range g0/1-2

Chuyén cau hinh vao ché do interface
Gi0/1 dén Gi0/2

SW-Nhansu(config-if-range)#sw mode trunk

Cho phép interface Gi0/1 dén Gi0/2
hoat dong & ché do trunk cé dinh va
ddng thoi ty dong thuong lugng dé
chuyén d6i trang thai cua duong lién
két thanh trang thai Trunk

SW-Nhansu(config-if-range)#end

Chuyén vé ché do cau hinh

Privileged

SW-Nhansu#write

Luu file cAu hinh

* SW-Tang2: VLAN 60

SW-Tang2>enable

Chuyén vao ché d6 Privileged
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SW-Tang2# configure terminal

Chuyén vao ché do  Global

Configuration

SW-Tang2(config)#int range F0/1-2

Chuyén cau hinh vao ché do interface
Fa0/1 dén Fa0/2

SW-Tang2(config-if-range)#sw access vlan 60

Gan cac port Fa0/1 dén Fa0/2 vao vlan
60

SW-Tang2(config-if-range)#exit

Thoat ra ché do interface Fa0/1 dén
Fa0/2

SW-Tang2(config)#int FO/3

Chuyén cau hinh vao ché do6 interface
Fa0/3

SW-Tang2(config-if)#sw mode trunk

Cho phép interface Fa0/3 hoat dong &
ché do trunk cb dinh va dong thoi tu
dong thuong luong dé chuyén doi trang
thai ctia duong lién két thanh trang thai
Trunk

SW-Tang2(config-if)#exit

Thoét ra ché do interface Fa0/3

SW-Tang2(config)#int range g0/1-2

Chuyén cau hinh vao ché do interface
Gi0/1 dén Gi0/2

SW-Tang?2(config-if-range)#sw mode trunk

Cho phép interface Gi0/l dén Gi0/2
hoat dong & ché do trunk cb dinh va
doéng thoi tu dong thuong luong dé
chuyén doi trang théi caa duong lién két

thanh trang thai Trunk

SW-Tang2(config-if-range)#end

Chuyén vé ché d6 cau hinh Privileged

SW-Tang2#write

Luu file cAu hinh

* SW-Guest: VLAN 70

SW-Tang2>enable

Chuyén vao ché d6 Privileged

SW-Tang2# configure terminal

Chuyén vao ché d6 Global Configuration

SW-Guest(config)#int FO/1

Chuyén c4u hinh vao ché d6 interface Fa0/1
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SW-Guest(config-if)#sw mode trunk

Cho phép interface Fa0/1 hoat dong & ché do
trunk ¢ dinh va dong thoi ty dong thuwong
luong dé chuyén doi trang thai cua duong lién
két thanh trang thai Trunk

SW-Guest(config-if)#exit

Thoat ra ché d6 interface Fa0/1

SW-Guest(config)#int FO/2

Chuyén c4u hinh vao ché d6 interface Fa0/2

SW-Guest(config-if)#sw access vlan 70

Gan port Fa0/2 vao vlan 70

SW-Guest(config-if)#exit

Thoét ra ché do interface Fa0/2

SW-Guest(config)#int range g0/1-2

Chuyén cau hinh vao ché do interface Gio/1
dén Gio/2

SW-Guest(config-if-range)#sw

trunk

mode

Cho phép interface Gi0/1 dén Gi0/2 hoat dong
& ché do trunk cé dinh va ddng thoi tu dong
thuong luong dé chuyén d6i trang thai cua

duong lién két thanh trang thai Trunk

SW-Guest(config-if-range)#end

Chuyén vé ché d6 cau hinh Privileged

SW-Guest#write

Luu file cAu hinh

3.1.3. Céu hinh rapid spanning-tree protocol, portfast, portfast trunk

Rapid Spanning-Tree Protocol ¢6 chirc niang chng loop, mic dinh hién tai Switch

dang chay Spanning-Tree Protocol din dén viéc hoi tu rat cham, va c6 thé s& khdng chay

theo y mudn.
SW-Corel: VLAN 1, 10, 20, 30, 40
SW-Core2: VLAN 50, 60, 70
* SW-Core-1:

SW-Core-1(config)#spanning-tree mode rapid

Bat giao thirc Rapid hoat dong trén

switch.

SW-Core-1(config)#spanning-tree

primary

vian 1

CAu hinh switch tré thanh root
switch cho VLAN 1

root

primary

SW-Core-1(config)#spanning-tree vlan 10

CAu hinh switch tré thanh root
switch cho VLAN 10

root
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secondary

SW-Core-1(config)#spanning-tree  vlan 20 root | Ciu hinh switch tré thanh root
primary switch cho VLAN 20
SW-Core-1(config)#spanning-tree  vlan 30 root | Ciu hinh switch tré thanh root
primary switch cho VLAN 30
SW-Core-1(config)#spanning-tree  vlan 40 root | Cau hinh switch tré thanh root
primary switch cho VLAN 40
SW-Core-1(config)#spanning-tree  vlan 50 root | Switch s& tinh toan lai cac tham s6
secondary thoi gian vai cac gid tri prirority dé
cho phép switch d6 c6 thé tro
thanh root switch cho VLAN 50
SW-Core-1(config)#spanning-tree  vlan 60 root | Switch s& tinh toan lai cac tham s6
secondary thoi gian vai cac gid tri prirority dé
cho phép switch d6 co thé tro
thanh root switch cho VLAN 60
SW-Core-1(config)#spanning-tree  vlan 70 root | Switch s& tinh toan lai cac tham s6

thoi gian vai cac gid tri prirority dé
cho phép switch d6 c6 thé tro
thanh root switch cho VLAN 70

SW-Core-1(config)#end

Chuyén vé ché do6 cau hinh

Privileged

SW-Core-1#write

Luu file cAu hinh

Bang 3.3. M0 ta cau hinh Rapid spanning-tree

* SW-Core-2:

SW-Core-2(config)#spanning-tree mode rapid

Bat giao thic Rapid hoat dong trén

switch.

secondary

SW-Core-2(config)#spanning-tree vlan 1 root

Switch s& tinh toan lai cac tham s thoi
gian véi cac gia tri prirority dé cho
phép switch d6 c6 thé tro thanh root
switch cho VLAN 1

secondary

SW-Core-2(config)#spanning-tree vlan 10 root

Switch s& tinh toan lai cac tham s thoi

gian véi cac gia tri prirority dé cho
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phép switch do c6 thé trg thanh root
switch cho VLAN 10

SW-Core-2(config)#spanning-tree vlan 20 root

secondary

Switch sé tinh toan lai cac tham sé thoi
gian VGi cac gia tri prirority dé cho
phép switch do c6 thé trg thanh root
switch cho VLAN 20

SW-Core-2(config)#spanning-tree vlan 30 root

secondary

Switch sé tinh toan lai cac tham sé thoi
gian VGi cac gia tri prirority dé cho
phép switch do c6 thé trg thanh root
switch cho VLAN 30

SW-Core-2(config)#spanning-tree vlan 40 root

secondary

Switch sé tinh toan lai cac tham s6 thoi
gian voi cac gia tri prirority dé cho
phép switch do c6 thé trg thanh root
switch cho VLAN 40

SW-Core-2(config)#spanning-tree vlan 50 root

primary

Cau hinh switch tré thanh root switch
cho VLAN 50

SW-Core-2(config)#spanning-tree vlan 60 root

primary

Cau hinh switch tré thanh root switch
cho VLAN 60

SW-Core-2(config)#spanning-tree vlan 70 root

primary

Cau hinh switch tré thanh root switch
cho VLAN 70

SW-Core-2(config)#end

Chuyén vé ché d6 cau hinh Privileged

SW-Core-2#write

Luu file cau hinh

Trén cac Switch Access, ta s& cau hinh Spanning-Tree va ciu hinh cac portfast, port

fast trunk dau vao cac thiét bi dé hoi tu nhanh hon, d6ng thoi bat tinh nang bpdu guard

trén cac port

- Port d4u vai server, Client: portfast

- Port diu véi Wireless, Access Point: portfast trunk
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* SW-Server:

SW-Server>en

Chuyén vao ché do

Privileged

SW-Server#conf t

Chuyén vao ché d6 Global

Configuration

SW-Server(config)#spanning-tree mode rapid

Bat giao thtac Rapid hoat

dong trén switch.

SW-Server(config)#int f0/1

Chuyén cau hinh vao ché do

interface Fa0/1

SW-Server(config-if)#spanning-tree portfast trunk

Bat tinh nang PortFast trén

mot port Trunk

SW-Server(config-if)#spanning-tree bpduguard enable

Bat tinh ndng BPDU Guard

SW-Server(config-if)#exit

Thoat ra ché do interface
Fa0/1

SW-Server(config)#int f0/2

Chuyén cau hinh vao ché do
interface Fa0/2

SW-Server(config-if)#spanning-tree portfast

Bat tinh nang Port Fast trén
interface Fa0/2

SW-Server(config-if)#spanning-tree bpduguard enable

Bat tinh ndng BPDU Guard

SW-Server(config-if)#end

Chuyén vé ché do cau hinh

Privileged

SW-Server#write

Luu file cAu hinh

Bang 3.4. M0 ta cau hinh portfast va bpduguard

* SW-IT_KT:

SW-IT_KT>enable

Chuyén vao ché do

Privileged

SW-IT_KT# configure terminal

Chuyén vao ché do

Global Configuration

SW-IT_KT/(config)#spanning-tree mode rapid

Bat giao thtc Rapid

hoat dong trén switch.
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SW-IT_KT(config)#int range f0/1-2

Chuyén cau hinh vao
ché d6 interface Fa0/1
dén Fa0/2

SW-IT_KT/(config-if-range)#spanning-tree portfast

Bat tinh nang Port Fast
trén interface Fa0/1 dén
Fa0/2

SW-IT_KT/(config-if-range)#spanning-tree bpduguard enable Bat tinh nang BPDU

Guard

SW-IT_KT(config-if-range)#exit

Thodt ra ché do
interface Fa0/1  dén
Fa0/2

SW-IT_KT(config)#int f0/3

Chuyén cau hinh vao

ché do interface Fa0/3

SW-IT_KT/(config-if)#spanning-tree portfast trunk

Bat tinh nang PortFast

trén mot port Trunk

SW-IT_KT/(config-if)#spanning-tree bpduguard enable Bat tinh nang BPDU

Guard

SW-IT_KT(config-if)#end

Chuyén vé ché do cau

hinh Privileged

SW-IT_KT#write

Luu file cAu hinh

* SW-Ketoan:

SW-Ketoan#enable

Chuyén vao ché do Privileged

SW-Ketoan#configure terminal

Chuyén vao ché do6 Global

Configuration

SW-Ketoan(config)#spanning-tree mode rapid

Bat giao thac Rapid hoat dong trén

switch.

SW-Ketoan(config)#int range f0/1-2

Chuyén c4u hinh vao ché do interface
Fa0/1 dén Fa0/2

SW-Ketoan(config-if-range)#spanning-tree
portfast

Bat tinh nang Port Fast trén interface

Fa0/1 dén Fa0/2
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SW-Ketoan(config-if-range)#spanning-tree
bpduguard enable

Bat tinh nang BPDU Guard

SW-Ketoan(config-if-range)#exit

Thoét ra ché do interface Fa0/l1 dén
Fa0/2

SW-Ketoan(config)#end

Chuyén vé ché @6 cau hinh Privileged

SW-Ketoan#write

Luu file cau hinh

* SW-Kinhdoanh:

SW- Kinhdoanh#enable

Chuyén vao ché do Privileged

SW- Kinhdoanh#configure terminal

Chuyén vao ché do Global

Configuration

SW- Kinhdoanh(config)#spanning-tree mode rapid

Bat giao thac Rapid hoat dong trén

switch.

SW-Kinhdoanh(config)#int range f0/1-2

Chuyén cau hinh vao ché d¢ interface
Fa0/1 dén Fa0/2

SW-Kinhdoanh(config-if-range)#spanning-tree
portfast

Bat tinh nang Port Fast trén interface

Fa0/1 dén Fa0/2

SW-Kinhdoanh(config-if-range)#spanning-tree
bpduguard enable

Bat tinh nang BPDU Guard

SW-Kinhdoanh(config-if-range)#exit

Thoét ra ché do interface Fa0/1 dén
Fa0/2

SW-Kinhdoanh(config)#end

Chuyén vé ché do cau hinh Privileged

SW-Kinhdoanh#write

Luu file cAu hinh

* SW-Nhansu:

SW- Nhansu#enable

Chuyén vao ché do

Privileged

SW- Nhansu#configure terminal

Chuyén vao ché do

Global Configuration

SW- Nhansu(config)#spanning-tree mode rapid

Bat giao thac Rapid

hoat dong trén switch.
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SW-Nhansu(config)#int range f0/1-2

Chuyén céu hinh vao
ché do interface Fa0/1
dén Fa0/2

SW-Nhansu(config-if-range)#spanning-tree portfast

Bat tinh nang Port Fast
trén interface Fa0/1 dén
Fa0/2

SW-Nhansu(config-if-range)#spanning-tree bpduguard enable

Bat tinh ning BPDU
Guard

SW-Nhansu(config-if-range)#exit

Thodt ra ché do
interface Fa0/1 dén
Fa0/2

SW-Nhansu(config)#end

Chuyén vé ché do cau

hinh Privileged

SW-Nhansu#write

Luu file cAu hinh

* SW-Tang2:

SW-Tang2>enable

Chuyén vao ché do
Privileged

SW-Tang2# configure terminal

Chuyén vao ché do

Global Configuration

SW-Tang2(config)#spanning-tree mode rapid

Bat giao thuc Rapid hoat

dong trén switch.

SW-Tang2(config)#int range f0/1-2

Chuyén cau hinh vao ché
do interface Fa0/1 dén
Fa0/2

SW-Tang2(config-if-range)#spanning-tree portfast

Bat tinh nang Port Fast
trén interface Fa0/1 dén
Fa0/2

SW-Tang2(config-if-range)#spanning-tree bpduguard enable

Bat tinh ndang BPDU
Guard
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SW-Tang2(config-if-range)#exit

Thoét ra ché do interface
Fa0/1 dén Fa0/2

SW-Tang2(config)#int f0/3

Chuyén cau hinh vao ché
d6 interface Fa0/3

SW-Tang2(config-if)#spanning-tree portfast trunk

Bat tinh ndng PortFast

trén mot port Trunk

SW-Tang2(config-if)#spanning-tree bpduguard enable

Bat tinh ndng BPDU
Guard

SW-Tang2(config-if)#end

Chuyén vé ché do cau

hinh Privileged

SW-Tang2#write

Luu file cAu hinh

* SW-Guest:

SW-Guest>enable

7
A

Chuyén vao ché do

Privileged

SW-Guest#configure terminal

7
A

Chuyén vao ché do

Global Configuration

SW-Guest(config)#spanning-tree mode rapid

Bat giao thuc Rapid hoat

dong trén switch.

SW-Guest(config)#int fO/1

Chuyén cau hinh vao ché
do interface Fa0/1

SW-Guest(config-if-range)#spanning-tree portfast trunk

Bat tinh nang Port Fast

trén interface Fa0/1

SW-Guest(config-if-range)#spanning-tree bpduguard enable

Bat tinh nang BPDU
Guard

SW-Guest(config-if-range)#exit

Thodat ra ché do interface
Fa0/1

SW-Guest(config)#int f0/2

Chuyén cau hinh vao ché
do interface Fa0/2

SW-Guest(config-if-range)#spanning-tree portfast

Bat tinh nang PortFast

trén mot port Trunk
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SW-Guest(config-if-range)#spanning-tree bpduguard enable | Bat tinh nang BPDU

Guard

SW-Guest(config-if-range)#exit

Thoét ra ché d6 interface
Fa0/2

SW-Guest(config)#end

Chuyén vé ché do cau

hinh Privileged

SW-Guest#write

Luu file cau hinh

3.1.4. CAu hinh EtherChannel

- CAu hinh EtherChannel trén Switch 1a qua trinh két hop nhiéu cong vat ly thanh

mét lién két logic duy nhat, gitp ting cudng bang thong, ting tinh san sang va cai

thién hiéu suat caa mang.

- O day ta s& cau hinh EtherChannel trén hai Switch Core.

- Khi ta cau hinh EtherChannel trén Switch Core, ta s& sir dung mode active (do

Switch chay LACP). Trong ché d6 nay, Switch s& guri cac goi tin LACP dé tim kiém

va thiét 1ap EtherChannel véi cac Switch hoic thiét bi mang khac. Khi sir dung mode

active, EtherChannel s& dugc ty dong thiét 1ap va quan ly bai giao thite LACP. Piéu

nay gitp don gian hda qua trinh cau hinh va giam thiéu nguy co 13i cau hinh, vai diéu

kién 14 Switch déi tac ciing duoc cau hinh dé hoat dong voi mode tuong (ng (active

hoac passive) va hd tro giao thirc LACP, khi d6 né s& phan hoi va thiét lap lién két

EtherChannel.

* Trén SW-Core-1:

SW-Core-1>enable

Chuyén vao ché d6 Privileged

SW-Core-1#configure terminal

Chuyén vao ché do6 Global

Configuration

SW-Core-1(config)#int range G1/0/22-23

Chuyén c4u hinh vao ché do interface
Gil/0/22 dén Gi1/0/23

SW-Core-1(config-if-range)#no switchport

Bat interface
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SW-Core-1(config-if-range)#channel-group 1 | Tao mét Channel Group la 1 va gan
mode active cac interface Gil/0/22 - 23 tro thanh

thanh vién cta Group Channel nay

SW-Core-1(config-if-range)#exit Thoét ra ché do interface Fa0/1
SW-Core-1(config-if)#end Chuyén vé ché d6 cau hinh Privileged
SW-Core-1#write Luu file cau hinh

Bang 3.5. M6 ta cau hinh Etherchanel

* Trén SW-Core-2:

SW-Core-2>enable

Chuyén vao ché do

Privileged

SW-Core-2#configure terminal

Chuyén vao ché do

Global Configuration

SW-Core-2(config)#int range G1/0/22-23

Chuyén cau hinh vao
ché do6  interface
Gil/0/22 dén Gi1/0/23

SW-Core-2(config-if-range)#no switchport

Bat interface

SW-Core-2(config-if-range)#channel-group 1 mode active

Tao mot Channel Group
la 1 va gan céc interface
Gil/0/22 - 23 tr¢ thanh
thanh vién cua Group

Channel nay

SW-Core-2(config-if-range)#exit

Thoét ra ché do interface
Fa0/1

SW-Core-2(config-if)#end

Chuyén vé ché do cau

hinh Privileged

SW-Core-2#write

Luu file cAu hinh

3.1.5. Céu hinh dia chi IP

Ta s& c4u hinh dia chi IP cho céc thiét bi Switch Core 1, Core 2, R1-Active, R2-Backup,

Router internet (dung 1 router dé gia 1ap mang internet 8.8.8.8), ddng thoi dat IP tinh cho

Wireless Controller, Server:
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Céu hinh dia chi IP cho céc interfaces VLAN cua cac Switch Core.

Céu hinh dia chi IP cho port-channel

Cau hinh dia chi IP cho céc port layer 3 giira Switch Core véi Router.

Céu hinh dia chi IP cho cac cac cong dau véi Router internet, dong thoi tao interface

loopback la 8.8.8.8.

bit IP tinh cho Wireless Controller, Server vd1 VLAN tuong rng.
o Server: PC: 10.10.40.100/24 | SM: 255.255.255.0 | DG: 10.10.40.3 | DNS: 8.8.8.8
o Wireless Controller: BC: 10.10.1.100/24 | SM: 255.255.255.0 | DG: 10.10.1.3 |

DNS: 10.10.40.100

* Trén SW-Core-1:

SW-Core-1>enable

Chuyén vao ché do

Privileged

SW-Core-1#configure terminal

Chuyén vao ché do Global

Configuration

SW-Core-1(config)#int vlan 1

Vao ché do cau hinh cua

interface vlan 1

SW-Core-1(config-if)#ip address
10.10.1.1 255.255.255.0

Gén 1 dia chi ip va subnet

mask cho interface vlan 1

SW-Core-1(config-if)#no shut

Bat interface

SW-Core-1(config-if)#exit

Thoat ra ché do interface

vlan 1

SW-Core-1(config)#int vlan 10

Vao ché d6 cau hinh cua

interface vlan 10

SW-Core-1(config-if)#ip address
10.10.10.1 255.255.255.0

Gan 1 dia chi ip va subnet

mask cho interface vlan 10

SW-Core-1(config-if)#no shut

Bat interface

SW-Core-1(config-if)#exit

Thoét ra ché do interface

vian 10
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SW-Core-1(config)#int vlan 20

Vao ché do cau hinh cua

interface vlan 20

SW-Core-1(config-if)#ip address
10.10.20.1 255.255.255.0

Gan 1 dia chi ip va subnet

mask cho interface vlan 20

SW-Core-1(config-if)#no shut

Bat interface

SW-Core-1(config-if)#exit

Thoat ra ché do interface
vlan 20

SW-Core-1(config)#int vlan 30

Vao ché do cau hinh cua

interface vlan 30

SW-Core-1(config-if)#ip address
10.10.30.1 255.255.255.0

Gan 1 dia chi ip va subnet

mask cho interface vlan 30

SW-Core-1(config-if)#no shut

Bat interface

SW-Core-1(config-if)#exit

Thoat ra ché d6 interface
vian 30

SW-Core-1(config)#int vlan 40

Vao ché do cau hinh cua

interface vlan 40

SW-Core-1(config-if)#ip address
10.10.40.1 255.255.255.0

Gén 1 dia chi ip va subnet

mask cho interface vlan 40

SW-Core-1(config-if)#no shut

Bat interface

SW-Core-1(config-if)#exit

Thoét ra ché d6 interface
vlan 40

SW-Core-1(config)#int vlian 50

Vao ché do cau hinh cua

interface vlan 50

SW-Core-1(config-if)#ip address
10.10.50.1 255.255.255.0

Gan 1 dia chi ip va subnet

mask cho interface vlan 50

SW-Core-1(config-if)#no shut

Bat interface

SW-Core-1(config-if)#exit

Thoat ra ché do interface
vlan 50

SW-Core-1(config)#int vlan 60

Vao ché d6 cau hinh cua

interface vlan 60
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SW-Core-1(config-if)#ip address
10.10.60.1 255.255.255.0

Gan 1 dia chi ip va subnet

mask cho interface vlan 60

SW-Core-1(config-if)#no shut

Bat interface

SW-Core-1(config-if)#exit

Thoat ra ché d6 interface
vlan 60

SW-Core-1(config)#int vlan 70

Vao ché d6 cau hinh cua

interface vlan 70

SW-Core-1(config-if)#ip address
10.10.70.1 255.255.255.0

Gan 1 dia chi ip va subnet

mask cho interface vlan 70

SW-Core-1(config-if)#no shut

Bat interface

SW-Core-1(config-if)#exit

Thoat ra ché d6 interface
vian 70

SW-Core-1(config)#int G1/0/24

Vao ché do cau hinh cua
interface Gil1/0/24

SW-Core-1(config-if)#no switchport

Bat interface

SW-Core-1(config-if)#ip address
10.0.1.2 255.255.255.0

Gan 1 dia chi ip va subnet
mask cho interface Gil/0/24

SW-Core-1(config-if)#no shut

Bat interface

SW-Core-1(config-if)#exit

Thoat ra ché d6 interface
Gil1/0/24

SW-Core-1(config)#int pol

Vao cong port-channel

SW-Core-1(config-if)#ip address
10.0.12.1 255.255.255.0

Gan 1 dia chi ip va subnet
mask cho cdng port-channel

nay

SW-Core-1(config-if)#no shut

Bat interface

SW-Core-1(config-if)#end

Chuyén vé ché d6 cau hinh

Privileged

SW-Core-1#write

Luu file cAu hinh

Bang 3. 6. M6 ta cau hinh dia chi IP trén Switch
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* Trén SW-Core-2:

SW-Core-2>enable

Chuyén vao ché do

Privileged

SW-Core-2#configure terminal

Chuyén vao ché d6 Global

Configuration

SW-Core-2(config)#int vlan 1

Vao ché dd ciu hinh cua

interface vlan 1

SW-Core-2(config-if)#ip address
10.10.1.2 255.255.255.0

Gan 1 dia chi ip va subnet

mask cho interface vlan 1

SW-Core-2(config-if)#no shut

Bat interface

SW-Core-2(config-if)#exit

Thoéat ra ché do interface

vlan 1

SW-Core-2(config)#int vlan 10

Vao ché d6 ciu hinh cua

interface vlan 10

SW-Core-2(config-if)#ip address
10.10.10.2 255.255.255.0

Gan 1 dia chi ip va subnet

mask cho interface vlan 10

SW-Core-2(config-if)#no shut

Bat interface

SW-Core-2(config-if)#exit

Thoét ra ché d6 interface

vlan 10

SW-Core-2(config)#int vlian 20

Vao ché d6 cau hinh cua

interface vlan 20

SW-Core-2(config-if)#ip address
10.10.20.2 255.255.255.0

Gan 1 dia chi ip va subnet

mask cho interface vlan 20

SW-Core-2(config-if)#no shut

Bat interface

SW-Core-2(config-if)#exit

Thoéat ra ché do interface

vlan 20

SW-Core-2(config)#int vlan 30

Vao ché d6 cau hinh cua

interface vlan 30

SW-Core-2(config-if)#ip address
10.10.30.2 255.255.255.0

Gan 1 dia chi ip va subnet

mask cho interface vlan 30

SW-Core-2(config-if)#no shut

Bat interface
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SW-Core-2(config-if)#exit

Thoat ra ché do interface
vlan 30

SW-Core-2(config)#int vlan 40

Vao ché dd ciu hinh cua

interface vlan 40

SW-Core-2(config-if)#ip address
10.10.40.2 255.255.255.0

Gan 1 dia chi ip va subnet

mask cho interface vlan 40

SW-Core-2(config-if)#no shut

Bat interface

SW-Core-2(config-if)#exit

Thoat ra ché do interface
vlan 40

SW-Core-2(config)#int vlian 50

Vao ché d6 cau hinh cua

interface vlan 50

SW-Core-2(config-if)#ip address
10.10.50.2 255.255.255.0

Gan 1 dia chi ip va subnet

mask cho interface vlan 50

SW-Core-2(config-if)#no shut

Bat interface

SW-Core-2(config-if)#exit

Thoéat ra ché do interface
vian 50

SW-Core-2(config)#int vlan 60

Vao ché d6 ciu hinh cua

interface vlan 60

SW-Core-2(config-if)#ip address
10.10.60.2 255.255.255.0

Gén 1 dia chi ip va subnet

mask cho interface vlan 60

SW-Core-2(config-if)#no shut

Bat interface

SW-Core-2(config-if)#exit

Thoét ra ché d6 interface
vlan 60

SW-Core-2(config)#int vlan 70

Vao ché d6 cau hinh cua

interface vlan 70

SW-Core-2(config-if)#ip address
10.10.70.2 255.255.255.0

Gan 1 dia chi ip va subnet

mask cho interface vlan 70

SW-Core-2(config-if)#no shut

Bat interface

SW-Core-2(config-if)#exit

Thoét ra ché do interface

vlan 70
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SW-Core-2(config)#int G1/0/24

Vao ché dd ciu hinh cua
interface Gil/0/24

SW-Core-2(config-if)#no switchport

Bat interface

SW-Core-2(config-if)#ip address
10.0.2.2 255.255.255.0

Gan 1 dia chi ip va subnet
mask cho interface

Gil1/0/24

SW-Core-2(config-if)#no shut

Bat interface

SW-Core-2(config-if)#exit

Thoat ra ché do interface
Gil/0/24

SW-Core-2(config)#int pol

Vao cong port-channel

SW-Core-2(config-if)#ip address 10.0.12.2 255.255.255.0

Gan 1 dia chi ip va subnet
mask cho cong port-

channel nay

SW-Core-2(config-if)#no shut

Bat interface

SW-Core-2(config-if)#end

Chuyén vé ché do cau hinh

Privileged

SW-Core-2#write

Luu file ciu hinh

Tiép theo ta s& cdu hinh dia chi IP trén cac Router:

Router-1: cong Gi0/0/0(ndi véi SW-Core): 10.0.1.1/24 | cong Gi0/0/1(ndi ra

internet): 100.0.0.2/24

Router-2: cong Gi0/0/0(néi voi SW-Core): 10.0.2.1/24 | cong Gi0/0/1(ndi ra

internet): 200.0.0.2/24

* Trén Router-1:

Router>enable

Chuyén vao ché do

Privileged

Router# configure terminal

Chuyén vao ché do

Global Configuration

Router(config)#hostname Router-1

CAu hinh tén cho router 1a
Router-1
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Router-1(config)#int G0/0/0

Vao ché d6 cau hinh cua
interface Gi0/0/0

Router-1(config-if)#ip address
10.0.1.1 255.255.255.0

Gan 1 dia chi ip va subnet
mask  cho interface

Gi0/0/0

Router-1(config-if)#no shut

Bat interface

Router-1(config-if)#exit

Thoat ra ché do interface
Gi0/0/0

Router-1(config)#int G0/0/1

Vao ché do cau hinh cua
interface Gi0/0/1

Router-1(config-if)#ip address 100.0.0.2 255.255.255.0

Gan 1 dia chi ip va subnet
mask  cho interface

Gi0/0/1

Router-1(config-if)#no shut

Bat interface

Router-1(config-if)#end

Chuyén vé ché do cau

hinh Privileged

Router-1#write

Luu file cAu hinh

* Trén Router-2:

Router>enable

Chuyén vao ché d6 Privileged

Router# configure terminal

Chuyén vao ché do Global

Configuration

Router(config)#hostname Router-2

Cau hinh tén cho router l1a Router-2

Router-1(config)#int G0/0/0

Vao ché do ciu hinh cua interface
Gi0/0/0

Router-1(config-if)#ip address
10.0.2.1 255.255.255.0

Gan 1 dia chi ip va subnet mask cho
interface Gi0/0/0

Router-1(config-if)#no shut

Bat interface

Router-1(config-if)#exit

Thoét ra ché do interface Gi0/0/0

Router-1(config)#int G0/0/1

Vao ché do ciu hinh cua interface
Gi0/0/1
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Router-1(config-if)#ip address
200.0.0.2 255.255.255.0

Gan 1 dia chi ip va subnet mask cho
interface Gi0/0/1

Router-1(config-if)#no shut

Bat interface

Router-1(config-if)#end

Chuyén vé ché d6 cau hinh Privileged

Router-1#write

Luu file cau hinh

Bang 3. 7. M0 ta cau hinh dia chi IP trén Router

Tiép theo ta s& c4u hinh dija chi IP cho cac c4c cong dau véi Router internet, dong

thoi tao interface loopback 1a 8.8.8.8

Router#enable

Chuyén vao ché do

Privileged

Router#configure terminal

Chuyén vao ché d6 Global

Configuration

Router(config)#hostname INTERNET

Cau hinh tén cho router 1a
INTERNET

INTERNET (config)#int g0/0/0

Vao ché do ciu hinh cua
interface Gi0/0/0

INTERNET (config-if)#ip address 100.0.0.1 255.255.255.0

Gan 1 dia chi ip va subnet
mask cho interface Gi0/0/0

INTERNET (config-if)#no shut

Bat interface

INTERNET (config-if)#exit

Thoét ra ché do interface
Gi0/0/0

INTERNET (config)#int g0/0/1

Vao ché d6 cau hinh cua
interface Gi0/0/1

INTERNET (config-if)#ip address 200.0.0.1 255.255.255.0

Gan 1 dia chi ip va subnet
mask cho interface Gi0/0/1

INTERNET (config-if)#no shut

Bat interface

INTERNET (config-if)#exit

Thodt ra ché do interface
Gi0/0/1

INTERNET (config)#int loopback 0

Tao mot interface ao tén la

loopback 0, va sau do
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chuyén vao ché d6 céu

hinh cua interface nay.

INTERNET (config-if)#ip address 8.8.8.8 255.255.255.255

Gan 1 dia chi ip va subnet
mask cho interface

loopback nay

INTERNET (config-if)#end

Chuyén vé ché d6 cau hinh

Privileged

NTERNET#write

Luu file cAu hinh

e Cudi cling ta s& IP tinh cho Wireless Controller, Server véi VLAN tuong Gng.
o Server: BC: 10.10.40.100/24 | SM: 255.255.255.0 | DG: 10.10.40.1 | DNS: 8.8.8.8
o Wireless Controller: BC: 10.10.1.100/24 | SM: 255.255.255.0 | DG: 10.10.1.1 |

DNS: 10.10.40.100

Trén Server: Click chon vao Server -> chon Tab Desktop -> chon muc “IP

Configuration”
o lpv4 Address:
o Subnet Mask:

o Default Gateway:

10.10.40.100
255.255.255.0
10.10.40.3 (¢ day ta sé dung gateway ao, tai vi c6 2

gateway, dé du phong gateway ta s& cau hinh HSRP ¢ phan tiép theo va tro

vé IP a0 nay)

o DNS Server:

¥ server

8.8.8.8

Physical Config Services Deskiop Programming Aftributes

IP Configuration
IP Configuration

(O DHCP

IPv4 Address
Subnet Mask
Default Gateway
DNS Server

O Static
10.10.40.100

255.255.255.0

10.10.40.3

8888

Hinh 3.2. Cau hinh dia chi IP cho Server

Trén Wireless Controller: Click chon vao Wireless -> chon Tab Config -> chon

Muc “Management”
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o lpv4 Address:
o Subnet Mask:
o Default Gateway:
o DNS Server:

¥ Wireless LAN Controller0

10.10.1.100
255.255.255.0
10.10.1.3
10.10.40.100

Physical Config  Atftributes

GLOBAL
Settings
INTERFACE
GigabitEthernet1
GigabitEthernet2

Management

IP Configuration
IPv4 Address
Subnet Mask
Default Gateway

10.10.1.100

255.255.255.0

10.10.1.3

GigabitEthernet3

DNS S
GigabitEthernetd erver

10.10.40.100

GigabitEthernets
Management

Hinh 3.3. Cau hinh dija chi IP cho Wireless Controller

3.1.6. Cau hinh HSRP — du phong gateway

Giao thirc HSRP 14 mét giao thuc du phong duoc sir dung trong mang méy tinh dé
cung cap su du phong cho cac thiét bi dinh tuyén. Muc tiéu chinh cia HSRP 14 tao ra

mat thiét bi chinh (active router) va mot hoic nhiéu thiét bi du phong (standby router)

dé dam bao tinh sin sang va lién tuc ciia mang.

Ta sé& cau hinh HSRP trén 2 Switch-Core véi cac diéu kién sau:
- SW-Core-1: dong vai tro active cho VLAN 1, 10, 20, 30, 40, cac VLAN 50, 60,

70 sé la standby

- SW-Core-2: dong vai tro active cho VLAN 50, 60, 70, cac VLAN 1, 10, 20, 30,

40 s¢ la standby

- Tao IP Gateway ao cho cac VLAN
IP Gateway ao cho VLAN 1:10.10.1.3

o

o

O

o

O

IP Gateway ao cho VLAN 10:
IP Gateway ao cho VLAN 20:
IP Gateway ao cho VLAN 30:
IP Gateway ao cho VLAN 40:
IP Gateway ao cho VLAN 50:
IP Gateway ao cho VLAN 60:
IP Gateway ao cho VLAN 70:
- Ca 2 SW-Core déu cau hinh priority 1 105. Khi cau hinh priority thi ta chi cau

hinh cho VLAN nao duoc dat 1am active trén mdi SW-Core.
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- Cau hinh preempt cho 2 SW-Core: preempt gitip cho khi 1 SW-Core ¢6 van dé,
thi SW-Core con lai s& sin sang quyén lam active cho cac VLAN d3 duoc phan
quyén, va khi SW-Core hoat dong binh thudng tr lai thi n6 s& gianh lai quyén lam
active.

- Cé4u hinh track interface trén cong G1/0/24 trén ca 2 SW-Core: dit trudng hop
néu maot trong hai SW-Core cd van dé thi s& bj trir priority, va khi d6 géi tin Hello
duoc trao doi giira 2 Core thdng qua mang LAN phia bén trong s& bi dat, va Core
con lai s& nhan ra duoc Core d6 dang c6 van dé, va khi d6 Core con lai & tro thanh
active cho cac VLAN cua Core d6. Tuy nhién néu nhu trong tredng hop mot trong
hai Core khéng c6 van dé, ma la cong G1/0/24 c6 véan d¢, thi khi d6 goi tin Hello
duoc trao doi giita 2 Core van trao d6i binh thuong, van thay quyén active, thi
khong thé chiém quyén duoc, nhung néu traffic ma d6 1én Core c6 cong G1/0/24
bi dut thi s& bj chét ding khdng thé ra bén ngoai duge. Thi khi d6 ta s& cau hinh
track cho cong G1/0/24 dé sao cho khi bi dat thi Core c6 VLAN lam active bj trir
priority thi Core con lai s& chiém quyén lam active mac di Core khong ¢6 van dg,
li do 1a up link caa cong nay bi dat. Khi cau hinh track thi ta chi cau hinh cho

VLAN nao dugc dat 1am active trén mdi SW-Core.

* Trén SW-Core-1:

SW-Core-1>enable

Chuyén vao ché d6 Privileged

SW-Core-1#configure terminal

Chuyén vao ché do Global

Configuration

SW-Core-1(config)#int vlan 1

Vao ché do cau hinh cua interface

vlan 1
SW-Core-1(config-if)#standby 1 ip 10.10.1.3 Kich hoat HSRP
SW-Core-1(config-if)#standby 1 priority 105 Céu hinh vu tién HSRP

SW-Core-1(config-if)#standby 1 preempt

Cau hinh quyén wu tién HSRP

SW-Core-1(config-if)#standby 1 track gil/0/24

Cau hinh track trang thai cua
interface gil/0/24 dé khi cong nay
bi down thi no s€ bi trur priority va

chuyén active qua core 2

SW-Core-1(config-if)#exit

Thodt ra ché d6 interface vlan 1
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SW-Core-1(config)#int vlan 10

Vao ché do cau hinh cua interface

vlan 10
SW-Core-1(config-if)#standby 1 ip 10.10.10.3 Kich hoat HSRP
SW-Core-1(config-if)#standby 1 priority 105 Cau hinh wu tién HSRP

SW-Core-1(config-if)#standby 1 preempt

Cau hinh quyén wu tién HSRP

SW-Core-1(config-if)#standby 1 track gil/0/24

Cau hinh track trang thai cua
interface gil/0/24 dé khi cong nay
bi down thi no s€ bi trur priority va

chuyén active qua core 2

SW-Core-1(config-if)#exit

Thoét ra ché d6 interface vlan 10

SW-Core-1(config)#int vlan 20

Vao ché do cau hinh cua interface

vlan 20
SW-Core-1(config-if)#standby 1 ip 10.10.20.3 Kich hoat HSRP
SW-Core-1(config-if)#standby 1 priority 105 Céu hinh uu tién HSRP

SW-Core-1(config-if)#standby 1 preempt

Cau hinh quyén wu tién HSRP

SW-Core-1(config-if)#standby 1 track gil/0/24

Cau hinh track trang thai cua
interface gil/0/24 dé khi cong nay
bi down thi no s¢€ bi trir priority va

chuyén active qua core 2

SW-Core-1(config-if)#exit

Thoét ra ché d6 interface vlan 20

SW-Core-1(config)#int vlan 30

Vao ché do cau hinh cua interface

vlan 30
SW-Core-1(config-if)#standby 1 ip 10.10.30.3 Kich hoat HSRP
SW-Core-1(config-if)#standby 1 priority 105 Céu hinh uu tién HSRP

SW-Core-1(config-if)#standby 1 preempt

Cau hinh quyén wu tién HSRP

SW-Core-1(config-if)#standby 1 track gi1/0/24

Cau hinh track trang thai cua
interface gil/0/24 dé khi céng nay
bi down thi n6 s¢€ bi trir priority va

chuyén active qua core 2

SW-Core-1(config-if)#exit

Thoat ra ché d6 interface vlan 30
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SW-Core-1(config)#int vlan 40

Vao ché do cau hinh cua interface

vlan 40
SW-Core-1(config-if)#standby 1 ip 10.10.40.3 Kich hoat HSRP
SW-Core-1(config-if)#standby 1 priority 105 Cau hinh wu tién HSRP

SW-Core-1(config-if)#standby 1 preempt

Cau hinh quyén wu tién HSRP

SW-Core-1(config-if)#standby 1 track gil/0/24

Cau hinh track trang thai cua
interface gil/0/24 dé khi cong nay
bi down thi no s€ bi trur priority va

chuyén active qua core 2

SW-Core-1(config-if)#exit

Thoét ra ché d6 interface vlan 40

SW-Core-1(config)#int vlan 50

Vao ché do cau hinh cua interface

vlan 50

SW-Core-1(config-if)#standby 1 ip 10.10.50.3

Kich hoat HSPR

SW-Core-1(config-if)#standby 1 preempt

Cau hinh quyén wu tién HSRP

SW-Core-1(config-if)#exit

Thoét ra ché do interface vlan 50

SW-Core-1(config)#int vlan 60

Vao ché do cau hinh cua interface

vlan 60

SW-Core-1(config-if)#standby 1 ip 10.10.60.3

Kich hoat HSPR

SW-Core-1(config-if)#standby 1 preempt

Cau hinh quyén wu tién HSRP

SW-Core-1(config-if)#exit

Thoét ra ché d6 interface vlan 60

SW-Core-1(config)#int vlan 70

Vao ché do cau hinh cua interface

vlan 70

SW-Core-1(config-if)#standby 1 ip 10.10.70.3

Kich hoat HSRP

SW-Core-1(config-if)#standby 1 preempt

Cau hinh quyén wu tién HSRP

SW-Core-1(config)#end

Chuyén vé ché d6 ciu hinh

Privileged

SW-Core-1#write

Luu file cau hinh

Bang 3.8. M6 ta cau hinh dich vu HSRP

* Trén SW-Core-2:

SW-Core-2>enable

Chuyén vao ché do Privileged

SW-Core-2#configure terminal

Chuyén vao ché d6 Global Configuration
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SW-Core-2(config)#int vlan 1

Vao ché dd cau hinh cua interface vlan 1

SW-Core-2(config-if)#standby 1 ip 10.10.1.3

Kich hoat HSRP

SW-Core-2(config-if)#standby 1 preempt

Cau hinh quyén wu tién HSRP

SW-Core-2(config-if)#exit

Thoat ra ché d6 interface vlan 1

SW-Core-2(config)#int vlan 10

Vao ché d6 cau hinh cua interface vlan 10

SW-Core-2(config-if)#standby 1 ip 10.10.10.3

Kich hoat HSRP

SW-Core-2(config-if)#standby 1 preempt

Céu hinh quyén wu tién HSRP

SW-Core-2(config-if)#exit

Thoat ra ché d6 interface vlan 10

SW-Core-2(config)#int vlan 20

Vao ché d6 cau hinh cua interface vlan 20

SW-Core-2(config-if)#standby 1 ip 10.10.20.3

Kich hoat HSRP

SW-Core-2(config-if)#standby 1 preempt

Cau hinh quyén wu tién HSRP

SW-Core-2(config-if)#exit

Thoat ra ché d6 interface vlan 20

SW-Core-2(config)#int vlian 30

Vao ché d6 cau hinh cua interface vlan 30

SW-Core-2(config-if)#standby 1 ip 10.10.30.3

Kich hoat HSRP

SW-Core-2(config-if)#standby 1 preempt

Cau hinh quyén wu tién HSRP

SW-Core-2(config-if)#exit

Thoat ra ché d6 interface vlan 30

SW-Core-2(config)#int vlan 40

Vao ché d6 cau hinh cua interface vlan 40

SW-Core-2(config-if)#standby 1 ip 10.10.40.3

Kich hoat HSRP

SW-Core-2(config-if)#standby 1 preempt

Cau hinh quyén wu tién HSRP

SW-Core-2(config-if)#exit

Thoat ra ché do interface vlan 40

SW-Core-2(config)#int vlian 50

Vao ché d6 cau hinh cua interface vlan 50

SW-Core-2(config-if)#standby 1 ip 10.10.50.3

Kich hoat HSRP

SW-Core-2(config-if)#standby 1 priority 105

Céu hinh vu tién HSRP

SW-Core-2(config-if)#standby 1 preempt

Cau hinh quyén wu tién HSRP

SW-Core-2(config-if)#standby 1 track gi1/0/24

Cau hinh track trang thai cua interface
gi1/0/24 dé khi cong nay bi down thi n6 s&

bi trir priority va chuyén active qua core 1

SW-Core-2(config-if)#exit

Thoat ra ché do interface vlan 50

SW-Core-2(config)#int vlan 60

Vao ché d6 cau hinh cua interface vlan 60

SW-Core-2(config-if)#standby 1 ip 10.10.60.3

Kich hoat HSRP

SW-Core-2(config-if)#standby 1 priority 105

C4u hinh vu tién HSRP
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SW-Core-2(config-if)#standby 1 preempt

Cau hinh quyén wu tién HSRP

SW-Core-2(config-if)#standby 1 track gi1/0/24

Cau hinh track trang thai cua interface
gi1/0/24 @& khi cong nay bi down thi n6 s&

bi trir priority va chuyén active qua core 1

SW-Core-2(config-if)#exit

Thoat ra ché d6 interface vlan 60

SW-Core-2(config)#int vlan 70

Vao ché d6 cau hinh cua interface vlan 70

SW-Core-2(config-if)#standby 1 ip 10.10.70.3

Kich hoat HSRP

SW-Core-2(config-if)#standby 1 priority 105

C4u hinh vu tién HSRP

SW-Core-2(config-if)#standby 1 preempt

Céu hinh quyén wu tién HSRP

SW-Core-2(config-if)#standby 1 track gi1/0/24

Cau hinh track trang thai cua interface
gi1/0/24 @é khi cong nay bi down thi n6 s&

bi trir priority va chuyén active qua core 1

SW-Core-2(config-if)#end

Chuyén vé ché @6 cau hinh Privileged

SW-Core-2#write

Luu file cAu hinh

3.1.7. CAu hinh EIGRP

EIGRP la mét giao thtrc dinh tuyén noi bo manh mé va linh hoat, dwoc st dung rong

rdi trong cac mang doanh nghiép dé cung cap hiéu suat cao va tinh linh hoat trong viéc

quan 1y dinh tuyén.

- Ta s& cAu hinh EIGRP cho 2 Router va 2 SW-Core dé quang bé tat ca dai IP Private.

- Bdng thoi ta s& cau hinh passive-interface trén cac interface VLAN cuia 2 SW-Core

dé céac interface VLAN khong thé giri géi tin “hello” thira gdy lang phi, dong thoi van

c6 thé bat EIGRP trén céac interface nay va van quang ba duoc cac subnet mask cho

cac router.

* Trén Router-1:

Router-1#enable

Chuyén vao ché do Privileged

Router-1#configure terminal

Chuyén vao ché do Global

Configuration
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Router-1(config)#router eigrp 1

Cho phép router hoat dong vai
giao thuc dinh tuyén EIGRP AS
lal

Router-1(config-router)#network 10.0.1.0 0.0.0.255

Chi ra nhitng mang sé duoc
quang ba boi EIGRP

Router-1(config-router)#end

Chuyén vé ché do6 cau hinh

Privileged

Router-1#write

Luu file cAu hinh

Bang 3.9. M6 ta ciu hinh dinh tuyén EIGRP

* Trén Router-2:

Router-2#enable

Chuyén vao ché d6 Privileged

Router-2#configure terminal

Chuyén vao ché do Global

Configuration

Router-2(config)#router eigrp 1

Cho phép router hoat dong vai
giao thirc dinh tuyén EIGRP AS
lal

Router-2(config-router)#network 10.0.2.0 0.0.0.255

Chi ra nhitng mang sé duoc
quang ba boi EIGRP

Router-2(config-router)#end

Chuyén vé ché do6 cau hinh

Privileged

Router-2#write

Luu file cAu hinh

* Trén SW-Core-1 va Core-2:

SW-Core-1>enable

7
A

Chuyén vao ché do

Privileged

SW-Core-1#configure terminal

Chuyén vao ché do Global

Configuration
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SW-Core-1(config)#router eigrp 1

Cho phép router hoat dong
véi giao thac dinh tuyén
EIGRPAS a1l

SW-Core-1(config-router)#network
0.255.255.255

10.0.0.0

Chi ra nhithg mang s€ duoc
quang ba boi EIGRP

SW-Core-1(config-router)#passive-interface vlan 1

Switch-Core sé¢ khéng gui
cac goi tin hello thwa ra

ngoai interface vlan 1

SW-Core-1(config-router)#passive-interface vlan 10

Switch-Core sé khong gui
cac goi tin hello thwa ra

ngoai interface vlan 10

SW-Core-1(config-router)#passive-interface vlan 20

Switch-Core s¢ khéng gui
cac goi tin hello thwa ra

ngoai interface vlan 20

SW-Core-1(config-router)#passive-interface vlan 30

Switch-Core sé khong gui
cac goi tin hello thwra ra

ngoai interface vlan 30

SW-Core-1(config-router)#passive-interface vlan 40

Switch-Core s¢ khéng gui
cac goi tin hello thwra ra

ngoai interface vlan 40

SW-Core-1(config-router)#passive-interface vlan 50

Switch-Core s¢ khdng gui
cac goi tin hello thwra ra

ngoai interface vlan 50

SW-Core-1(config-router)#passive-interface vlan 60

Switch-Core s€ khong gui
cac goi tin hello thwra ra

ngoai interface vlan 60

SW-Core-1(config-router)#passive-interface vlan 70

Switch-Core s¢ khong gui
cac goi tin hello thwra ra

ngoai interface vlan 70
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SW-Core-1(config-router)#end

Chuyén vé ché do cau hinh

Privileged

SW-Core-1#write

Luu file cAu hinh

Bang 3.10. M0 ta cdu hinh Pasive-Interface trén Switch-Core

3.1.8. C4u hinh Default Route

CAu hinh default route trén router 1a quyét dinh dinh tuyén mic dinh, d6 1a khi router

khong biét dia chi IP cu thé caa dich dén trong bang dinh tuyén caa minh, né s& chuyén

6i tin dén mot dinh tuyén mic dinh da duoc xac dinh trude, cho phép router thodt ra

khoi mang noi bo va chuyén tiép géi tin dén mang bén ngoai, chang han Internet hozc

mot mang WAN khac.

Ta s& cau hinh Default Route trén 2 Router: 0.0.0.0 0.0.0.0 G0/0/1

* Trén Router-1:

Router-1#enable

Chuyén vao ché d6 Privileged

Router-1#configure terminal

Chuyén vao ché do Global

Configuration

Router-1(config)#ip route 0.0.0.0 0.0.0.0 G0/0/1

Tao mot default route & router-1

Router-1(config)#end

Chuyén vé ché do6 cau hinh

Privileged

Router-1#write

Luu file cAu hinh

Biang 3.11. M6 ta ciu hinh Default-Route

Twong tw trén Router-2:

Router-2#enable

Chuyén vao ché do Privileged

Router-2#configure terminal

7
A

Chuyén vao ché do6 Global

Configuration

Router-2(config)#ip route 0.0.0.0 0.0.0.0 G0/0/1

Tao mot default route & router-2

Router-2(config)#end

Chuyén vé ché d6 cau hinh

Privileged

Router-2#write

Luu file cAu hinh
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3.1.9. Trién khai dich va Domain Controller
Dich vu Domain Controller (DC) 1a mét phan quan trong cua hé théng Active Directory
trong moi truong Windows Server, dong vai tro quan trong trong viéc quan ly, bao mat
va phan phdi céc tai nguyén va dich vu trong mot mang Windows domain. Ta s& sir dung
may cha Server dé 1&n Domain Controller, cac client trong hé thdng sé& join client vao
Domain.
- Quy trinh Ién Domain Controller:
o Nang cap may server lén Domain Controller véi tén may DC, tén mién
tecapro.com.vn
o Tao account/password dé chitng thuc cho may client join vao.
o Cho may client gia nhap Domain tecapro.com.vn va dang nhdp vao tai
Khoan.

* Trén Server:

Trudec tién ta s€ dat IP tinh cho Server: 10.10.40.100

Internet Protocol Version 4 (TCP/IPv4) Properties X
General
You can get IF settings assigned automatically if your netw
eed to asl

vork
supports  your network
administr

pprap

g5

zin an [P address automatically

@iise the following TP address]

TP address: 10 .10 . 40 . 100
Subnet mask: 255 .255.255 . 0
Default gateway: 1010 .40 . 3

btain DNS server address automatically
(@) Use the following DNS server addresses

Preferred DNS server: 10 . 10 . 40 .100

Alternate DNS server:

v

H

[Jvalidate settings upon exit Advanced...

Ké dén vao Server Manager -> chon Add Roles And Features -> chon dich vy Active
Directory Domain Services

8
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E. Add Roles and Features Wizard - o x

DESTINATION SERVER

Select server roles WIN-FESRS36AUS|

Select one or more roles to install on the selected server.

Roles Description
] Active Directory Certificate Services Active Directory Domain Services

Active Directory Domain Servict (AD DS) stores information about

[[] Active Directory Federation Services objects on the network and makes

[[] Active Directory Lightweight Directory Services this information available to users

_| Active Directory Rights Management Services and network administrators. AD DS
Device Health Attestation uses domain controllers to give

(] DHCP Server network users access to permitted

DNS Server resources anywhere on the network
S Serr through a single logon process.

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V

Network Controller

Network Policy and Access Services
Print and Document Services
Remote Access

[[] Remote Desktop Services

[] Volume Activation Services

Web Server (IIS)

[[] Windows Deployment Services

1

o0

10 New> | stal Cancel
Tiép theo ta chon Add Features
-lh Add Roles and Features Wizard X
Add features that are required for Active Directory
Domain Services?
You cannot install Active Directory Domain Services unless the
following role services or features are also installed.
[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools
[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools
Include management tools (if applicable)
=X A SN e A , N 4 s
Tiep tuc nhan Next, tai l0c thay nat Install thi nhan vao
B Add Roles and Features Wizard - o X
{ i e DESTINATION SERVER
| Confirm installation selections W RSsBALS

To install the following roles, role services, or features on selected server, click Install

| Restart the destination server automaticaily if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, dlick Previous to clear
their check boxes.

Active Directory Domain Services
Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Exp
Specify an alternate source path

Hinh 3.4. Cai dat dich vu Domain Controller

Sau khi cai dat xong, ta chon vao muc Notifications, chon vao “Promote this

to a domain controller” dé thiét lap
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ji Post-deployment Configuration

I8 Dashboard

i Local Server

I All Servers | a domain controller —

ji AD DS > 10 3
- ji Post-deployment Configura.

T8 DHCP

8§ File and Storage Service

Task Details

ROLES AND SERVER GROUPS

Ta chon vao “Add a new forest”, & muc “Root domain name” ta dat tén mién cho

domain la: tecapro.com.vn

f Active Directory Domain Services Configuration Wizard - m} X

Deployment Configuration e

Deployment Configuration B
Select the deployment operation

Domain Controller Options| . o
O Add a domain controller to an existing domain

Additional Options O Add a new domain to an existing forest

Paths @® Add a new forest

Review Options -
Specify the domain information for this operation

Prerequisites Check

More about deployment configurations

< Previous Install Cancel

Hinh 3.5. Cau hinh dich vu Domain

Nhan next, dén budc tiép theo ta dat password restore cho Domain (password phai
du do phuc tap bao gom: chir hoa, chir thuong, ki tu dic biét, s, do dai ki tu tir 8 ki tur

tro 1én)

. Active Directory Domain Services Configuration Wizard - o X
7 TARGET SERVER
Yomain Controllel ptions
Domain Controller Options WIN-FBIRSI6AUS!
Select functional level of the new forest and root domain
Windows Server 2016
Windows Server 2016 v
ller capabilities
ONS) server
Read only domain controller (RODC
Type the Directary Services Restore Mode (DSRM) password
Passworg:
Confirm password
. ptic
<Previous | | Next> Cancel |
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- Nhan next ¢ budc tiép theo

fE, Active Directory Domain Services Configuration Wizard - [m] X

DNS Options TARGET SERVER

WIN-FBORSIGAUSI

l . A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found o...Show more x

Deployment Configuration

Specify DNS delegation options
Do

Create DNS delegation

Additional Options
Paths
Review Options

Prerequisites Check

More about DNS delegation

Install

The NetBIOS domain name di dugc tao & buéc tiép theo véi tén: TECAPRO

. Active Directory Domain Services Configuration Wizard - [m] X
Additi | Opti TARGET SERVER
Iuonal Uptions WIN-FBIRSIEAUSI

Deployment Configuration B

/erify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Options
DNS Options

Addi

Paths

iThe NetBIOS domain name: TECAPRO

ptions

Review Options

Prerequisites Check

More about additional options

Tiép tuc nhan next ¢ cac budc tiép theo dén khi thay nat Install thi nhan vao dé cai
dat

E.. Active Directory Domain Services Configuration Wizard = o X

TARGET SERVER
WIN-FBIRSIEAUSI

Prer

sites Check

e

| @ Al prerequisite checks passed successfully. Click Install to begin installation Showm

Prerequisites need to be validated before Active Directory Domain Services is installed on this
computer

(®) view results
§, Windows Server 2022 domain controliers have a default for the security setting named
“Allow cryptography algorithms compatible with Windows NT 4.0 that prevents weaker
cryptography algorithms when establishing security channel sessions.

For mare information about this setting. see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

This computer has at least one physical network adapter that does not have static IP
addresses) assigned to its IP Properties. If both IPv4 and IP6 are enabled for a network
adapter, both [Pv4 and IPv6 static IP addresses should be assigned to both IPv4 and
1Pv6 Properties of the physical network adapter. Such static IP address(es) assignment
be done 1o all the physical network adapters for reliable Domain Name System

4. 'f you dick Install, the server automatically reboots at the end of the promotion operation.

More about prerequisi

< Brevious X Install | [ Cancel
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3.1.10. Tao User quan ly ngwoi dung
Viéc tao User va quan 1y ngudi dung trong Server 1a mot phan quan trong cua viéc
duy tri va bao vé hé théng mang. Diéu nay giup dam bao ring nguoi ding co quyén truy
cap phu hop va duy tri tinh bao mat va hiéu suat cua hé thong.
- Trudc tién tao OU (Organizational Unit) dé chira cAc group user
- Sau do6 ta s€ tao cac group user twong tng Vai cac phong ban.

- Sau @6 ta s€ tao cac user twong rng trong cac group user.

O muc Tools trong Server Manager, ta chon vao Active Directory User and

Computers

Server M: o
Server Manager * Dashboad @ | " Mewoe Took Vew hep

WELCOME TO SERVER MANAGER

¥ Local Server

W J

&

5 File and Storage Services b f

WHATS NEW

LEARN MORE

ROLES AND SERVER GROUPS

na e File and Storagy
i# A 1 t L} 1
LoD 0s & ONs & Services
@ Manageabil @ Manageabil @ Manageabili

nts

- Tiép theo ta nhap chuot phai chon vao domain -> New -> Organizational Unit

File Action View Help

e 2/ 8 B0 Hm 3aETE%

— 1
o Active Directory Users and Computer:| Name Type Description
Saved Queries 7 Builtin builtinDomain
IitECAPNO.car= tainer Default container for up...
Delegate Control...
anizational .. Default container for do...
Find... tainer Default container for sec...
Change Domain... tainer Default container for ma...
Change Domain Controller... tainer Default container for up...

Raise domain functional level..

Operations Masters...

New i Computer
All Tasks Contact
View Group
InetOrgPerson
jet=h msDS-ShadowPrincipalContainer
Eportisty mslmaging-PSPs
Properties MSMQ Queue Alias
Help Organizational Unit
Printer
User

Shared Folder

Hinh 3.6. Tao OU
- Tao OU cé tén: TECAPRO
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New Object - Organizational Unit X [

-~ Create in:  tecapro.com.vn/

Name:
TECAPRO

[ Protect container from accidental deletion

Tiép theo ta s& tao Group: click phai chudt vao OU vira tao -> new -> group.

Name Type Description
_ Builtin builtinDomain
~| Computers Container Default container for up...
2 Domain Con.. Organizational .. Default container for do..
ForeignSecur.. Container Default container for sec...
~ Managed Se.. Container Default container for ma..
7 users Container Default container for up..
S ——
Delegate Control...
Move..
Find..
New ’ Computer
All Tasks B Contact
e Group
Delete InetOrgPerson
REname msDS-ShadowPrincipalContainer
N mslmaging-PSPs

MSMQ Queue Alias

BopRiee Organizational Unit

Help Printer
User
Shared Folder

Hinh 3.7. Tao User

Ta s& tao cac group twong (ng Véi cac phong ban cua cdng ty, bao gom: IT-KT,
KETOAN, KINHDOANH, NHANSU, TANG?2

New Object - Group X

S}) Create in:  tecapro.com.vin/TECAPRO

Group name:
IT-KITHUAT|

Group name (pre-Windows 2000):

IT-KITHUAT
Group scope Group type
) Domain local ® Security
® Global © Distribution
O Universal

-
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- Tao va thém user vao group: Click phai trén man hinh trang phia tay phai -> chon
new -> user. O diy ta s& tao cac user lién quan dén cac phong ban, vi du:
ktl@tecapro.com.vn

New Object - User X
; ) Create in:  tecapro.com vn/TECAPRO
First name: ketoan 1| Initials:

Last name:
Full name: ketoan1

User logon name:

kt1 @tecapro.com.vn

User logon name (pre-Windows 2000):
TECAPRO\ KT1

- O budc nay ta sé tao mat khau cho user(du do phuc tap), dong thai tich chon yéu

cau nguoi dung d6i mat khau trong lan dang nhap ké tiép

New Object - User X
1 ) Create in: tecapro.com.vn/TECAPRO
Password: sesceces]

Confirm

21 User must change password at next logon
[[1User cannot change password
[ Password never expires

(] Account is disabled

3.1.11. Join cac Client vao Domain va dang nhap user da tao
Quy trinh join client vao Domain:

- bat IP tinh cung network véi DC server (HPH Win10 ban home khong join vao
duoc)
- Change Name Computer (d6i Workgroup sang Domain).
- Nhap user/password xac thyc.
- Pang nhap bang user/password do DC tao ra.

Dau tién ta s& dat IP tinh cung net work véi DC
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Vao client IT, vao muc System trong cai dat, chon muc About, sau do chon

Advanced system settings va chon vao muc Conputer Name

«

@

Settings

Home

Find a setting

System

=

3

Storage

Tablet

Multitasking

Projecting to this PC

Shared experiences

@ Clipboard

»

Remote Desktop

About

“hipn Kename this cannechian \iew status af this cannection

Internet Protocol Version 4 (TCP/IPv4) Properties
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

(@) Use the following IP address:

1P address: [10.10.40.5 |
Subnet mask: 255.255.255. 0
Default gateway: 10,10 ,4 .3

Obtain DNS ser ss automatically
(@) Use the following DNS server addresses:
Preferred DNS server: 10 . 10 . 40 . 100

Alternate DNS server:

[Jvalidate settings upon exit Advanced...

About
Your PC is monitored and protected.

See details in V

Device specifications

Device name

Processor AMD Ryzen H with Rad raphi

Installed RAM 2.00 GE

Device ID 0970A46C-5900-4473-BDAS-ACAE A
Product ID ( I

System type 64-bit operating system, x64-basec
Penandtouch  No pen or touch input

Copy

Rename this PC

Windows specifications

Edition

System Properties
Computer Name Hgdware Advanced System Prolection Remote

Q Windows uses the following information to identify your computer on
= thenetwork

Computer description I

For example: "Kitchen Computer” or "Mary's

Computer”
Full computer name: ITKT
Workgroup WORKGROUP
To use a wizard to join a domain or workgroup. click ——
Network ID. =
Torename this computer of change its domain or e

workgraup. click Change.

Related settings

BitLocker

ttings
Device Manager

Remote desktog

muc

Tiép theo ta s& chon vao Change, khi vao cira s6 computer/Domain changes, ta chuyén

Member of thanh Domain, va dién domain cua server:tecapro.com.vn -> OK
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Computer Name/Domain Changes X
You can change the name and the membership of this computer

Changes might affect access to netwark resources.

i Computer name
IT-KT

i Full computer name:
IT-KT

More

Member of

@Qumam
n ‘tacapm com vn\ ‘

Werkaroup:

‘WORKGROUF’ ‘

Hinh 3.8. Join client vao Domain

Ping nhap bang quyén Administrator cua Server:

Windows Security x

Computer Name/Domain Changes

Enter the name and password of an account with permission to
join the domain.

‘ administratori X ‘

OK Cancel

Join thanh c6ng vao Domain tecapro.com.vn

B x \etwork Lonnections v Searcr
nange the name and the membership ofthis computer.  Jputer on flection  Rename this connection  View status of this connection  Change settings of this connectic
night affect access to network resources.

110500 (VM5)
ed network
name s 574L Gigabit Network C..
ater name:
More. ork D Computer Name/Domain Changes X

of

nain
hnge.
apro.comvn ‘ Welcome to the tecapro.com.vn domain.

thgroup:
JRKGROUP

oK Cancel Apply

Yéu cau khoi dong lai may
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fetwork Connections

& andihe membership of hus computer.  fputar an pection
258 10 network fesources.
110500 (vM3)

Computer Name/Domain Changes

You must restart your computer to apply
these changes

Mor Sk ID.
Before restarting, save any open files and close al
programs.
bae
=
o Cancel

3.1.12. C4u hinh DHCP
Ta s& cau hinh DHCP ¢ Server dé cap IP dong cho céc Client, IP cua cac Client s&
twong ang voi VLAN ctia moi phong ban.
- Dau tién ta s& thém card mang twong @ng Véi cac VLAN, ddng thoi thay doi card
mang cua cac client phong ban tng vai card mang cé trén Server twong tng Vai

cac VLAN

% Network Connections

- [m] X
1 % > Control Panel > Network and Internet > Network Connections v [$] Pl
Organize ~ - m @
— SERVER 10.10.40.100(NAT) — VLANIT 10.10.50.0 (VM5) - VLAN KETOAN 10.10.10.0(VM1) — VLAN KINHDOANH 10.10.20.0
.A',-' _ tecapro.comvn .4',’ _ tecaprocomwn .4',-' _ tecapro.comwn .A',-' )
@ Intel(R) 82574L Gigabit Network C... @ Intel(R) 82574L Gigabit Network C.. @ Intel(R) 825741 Gigabit Network C... @ tecapro.comvn
L-'. VLAN NHANSU 10.10.30.0(VM3) L". VLAN TANG2 10.10.60.0(VMeE)
s> _ tecapro.comvn > _ tecapro.comun
@ Intel(R) 82574L Gigabit Network C... @ Intel(R) 82574L Gigabit Network C..

- Vao Server Manager -> chon Add Roles And Features -> chon dich vu DHCP
Server va nhan next

B. Add Roles and Features Wizard

‘ <Previous | [ Next> Cancel

- Tiép tuc nhan next dén khi thay Install thi nhan dé cai dat
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.. Add Roles and Features Wizard — a X

. . . . DESTINATION SERVER
Confirm installation selections semertecaproomn
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [ Restart the i server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

SeterRoles their cheek boxes.

Features

DHCP Server

Remote Server Administration Tools

Role Administration Tools
DHCP Server Tools

Export configuration settings
Specify an alternate source path

Next >

Hinh 3.9. Cai dat dich vu DHCP

Sau khi cai dat xong, & muc Tools trong Server Manager, ta chon vao DHCP

ver Manager - g X

Server Manager * Dashboard

Dashboard WELCOME TO SERVER MANAGER

Local Server Actwe Directory S erv
All Servers £ 3 2 Active Directory Users and Computers
y sOnigd ! Al-server ADS! Edit
i QUICK START 5§

Management

VHATS NEW L

Event Viewer

licy Management

LEARN MORE curity Policy

Microsoft Anure Senvices

ODBC Data Sources (32-bit)

ROLES AND SERVER GROUPS
: ODBC Data Sources (64-bit)

Pestormance Monitor

i@ aoos 1 1§ OHce 1 & DNs 1 Recovery Drive
Registry Editor
® Ma Manageability @® Manageability Resource Mondtor

s

Events Events Events

m Configuration

Services Services

System Information

Performance Performance Performance .

Hinh 3.10. Céau hinh dich vu DHCP

- Tiép theo ta s& tao New Scope
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- Tao Scope name

File Action View Help

e 2R XECR B B

:g QHCP Name
| server.tecapro.comvn Zipva
v P —
| Display Statistics...

;‘ New Scope..
'i I New Multicast Scope...

Configure Failover..

Replicate Failover Scopes..

Define User Classes...

Define Vendor Classes..
Reconcile All Scopes...
Set Predefined Options...
Refresh

Properties

Help

New Scope Wizard

Scope Name

You have to provide an identifying scope name. You also have the option of providing @
a description.

Type a name and description for this scope. This information helps you quickly identi

Name: |LanT 1010500

Description: |LAN IT 10.10.50.0s

<ou e

- Tao dai IP bit dau va IP két thiic dugc cap

New Scope Wizard

IP Address Range
You define the scope address range by asetof P

Configuration settings for DHCP Sarver
Enter the range of addresses that the scope distributes.
Start IP address: | 10 . 10 . 50 . 1

End IP address: 10 . 10 . 50 . 254

Configuration settings that propagate to DHCP Client

Length: 8 _Ij

Subnet mask: 255,255 .255 . fi]

cons came

Hinh 3.11. Tao dai IP cAp DHCP

- Tao dai IP khong duoc phép cap cho host
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New Scope Wizard

Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distributed by the server.
A delay is the time duration by which the server will delay the transmission of a
DHCPOFFER message.

Type the IP address range that you want to exdlude. If you want to exclude a single
address, type an address in Start |P address only.

Start IP address: End IP address:

M. 10.5.1 10 .10 .50 . 10 Add
Excluded address range:

Subnet delay in milli second:

[ 3

< Back Next > Cancel

- Thoi gian cap phat lai IP méi
New Scope Wizard

Lease Duration
The lease duration specifies how long a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is connected
to the same physical network. For mobile networks that consist mainly of portable
computers or dialup clients, shorter lease durations can be useful.

Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:

S e

- Tao default getway

MNew Scope Wizard

Router (Default Gateway)
You can specify the routers, or default gateways, to be distributed by this scope.

To add an IP address for a router used by dlients, enter the address below.

IP address:
10 .10 .50 . 3 id




- Thém Domain va DNS Server:

New Scope Wizard

Domain Name and DNS Servers

The Domain Name System (DNS) maps and translates domain names used by clients @

on your network.

‘You can specify the parent domain you want the dlient computers on your network to use for

DNS name resolution.

Parent domain: | e SEXEaMAT

To configure scope clients to use DNS servers on your network, enter the |P addresses for those

servers

Server name:

IP address:

10.10.40.100

s

Cancel

- O day nhén next vi khong cau hinh DHCP Relay agent

MNew Scope Wizard

WINS Servers

Computers running Windows can use WINS servers to convert NetBIOS computer @

names to |P addresses.

Entering server IP addresses here enables Windows clients to query WINS before they use
broadcasts to register and resolve NetBIOS names.

Server name:

IP address: |

To change this behavior for Windows DHCP clients modify option 046, WINS/NBT Node

Type, in Scope Options.

[reste]

il

Cancel

New Scope Wizard
Activate Scope

Clients can obtain address leases only if a scope is activated.

Do you want to activate this scope now?

« l\’as, | want to activate this scope nnM

" No, | will activate this scope later

S

Cancel

New Scope Wizard
Completing the New Scope
Wizard

You have successfully completed the New Scope wizard.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

<Back Finish | Cancel
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- Day Scope sau khi tao xong

Start IP Address End IP Address Description

5111010501 10.10.50.254 Address range for distribution
1 10.1050.1 10.1050.10 IP Addresses excluded from distribution

Tuong tu véi cac ddy mang khéc, sau khi tao trong irng véi VLAN ta dugc

Contents of DHCP Server Status Description Failover Relationship

1§ Server Options

=] Scope [10.10.10.0] LAN KETOAN ** Active ** LAN KETOAN 10.10.10.0

= Scope [10.10.200] LAN KINHDOANH ** Active ** LAN KINHDOANH 10.10.200
[ _ Scope [10.10.30.0] LAN NHANSU ** Active ** LAN NHANSU 1010300

=] Scope [10.10.50.0] LAN IT ** Active ** LAN IT 10.10.50.0

7= Scope [10.10.600] LAN TANG 2 ** Active ** LAN TANGZ2 10.1060.0

1] Policies

¥ Filters

3.1.13. Cau hinh DNS Server
O day ta s& cau hinh Reverse Lookup Zones, nghia 1a phan gia nguoc tén mién thanh
dia chi IP, vi khi cau hinh Domain hé thdng da 14y tén Domain dé cau hinh DNS thuan

tir dia chi IP thanh tén mién, nén ta chi tao Host & Forward

- Trén Server: cai dat dich vu DNS

» Dashboard

Active Directory Domains and Trusts
AE TO SERVER MANAGER

Active Directory Module for Windows PawerShell

Active Directory Sites and Services
. N . Active Directory Users and Computers
Configure this local server e
[ART

Component Services
Computer Management

Defragment and Optimize Drives

A manage DHCP
| DNS
Event Viewer
onnect this server to cloud services Group Policy Management
ISCS! Initiator
ORE

Local Security Policy
Microsoft Az Sefvices
ODBC Data S

e ODBC Data Sources (54-bit)
Performance Monitor

ces (32-bit)

ND SERVER GROUPS
Server groups: 1 | Server

DDS 1 ¥§ DHcP 1 2 DNs 1 Recovery Drive
Registry Editor
tanageability (® Manageability @ Manageability Resaurce Monitor
vents Events Events Sz
i System Configuration
ervices Services Services
System Information
erformance Performance Performance

Hinh 3.12. Céu hinh dich vu DNS
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- Tao ving zone méi cho DC dé phan giai tir IP sang tén mién, ta vao Tools > DNS

> Reverse Lookup Zones > New Zone

=, DNS Manager

File Action View Help

e E G HE §EE
£ DNs

N i SERVER ‘@ Add a New Zone

| Forward Lookup Zones
| Reverse | nnbin 7anae

The Domain Name System (DNS) allows a DNS namespace to be divided into zon

] Trust Pc New Zone...
1 Conditi View > To add a new zone, on the Action menu, click New Zone.
Refresh
Help

- Chon vao Primary Zone:

New Zone Wizard X

Zone Type
The DNS server supports various types of zones and storage.

Select the type of zone you want to create:

® Primary zone
Creates a copy of a zone that can be updated directly on this server.

O Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

O Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(SOA), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

1] Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

< Back Cancel

- Chon IPv4:
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New Zone Wizard X

Reverse Lookup Zone Name
Areverse lookup zone translates IP addresses into DNS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPve
addresses.

@ IPv4 Reverse Lookup Zone

O IPv6 Reverse Lookup Zone

< Back Cancel

- Téi day ta chon vung Network ID la 10.10.40.xxx, chon vao Allow only..., chon

N
A

vao finish va két thlic qua trinh phan giai nguoc tén mién

New Zone Wizard X
Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
® Network ID:

10 .10 40

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0.10.in-addr.arpa.

O Reverse lookup zone name:
40.10.10.in-addr.arpa

< Back Cancel
New Zone Wizard X
New Zone Wizard X
Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic . .
updates. Completing the New Zone Wizard
Dynamic updates enable DNS client s to register and dy ically update their ;
resource records with a DNS server whenever changes occur. You have successfully completed the New Zone Wizard. You
2 specified the following settings:
Select the of dynamic updates you want to allow:
fpe onc i 1 Name: 40.10.10.in-addr.arpa
® Allow only secure dynamic updates (recommended for Active Directory) Type: Active Directory-Integrated Primary

This option is available only for Active Directory-integrated zones.
Lookup type: Reverse

O Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any client.
i This option is a significant security vulnerability because updates can be accepted

“*%  from untrusted sources. Note: You should now add records to the zone or ensure

that records are updated dynamically. You can then verify
© Do not allow dynamic updates name resolution using nslookup.
Dynamic updates of resource records are not accepted by this zone. You must update

these records manually.
by To close this wizard and create the new zone, click Finish.

< Back
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- Tao new host bang cach: & muc Forward Lookup Zones nhap chudt phai vao
DNS tecapro.com.vn -> New Host

s
£ DNS Manager
File Action View Help

e 2@ A= BHE § 86

0

& DNs Name Type Status DNSSEC Status Key b
v B SERVER ) msdcstecapro.comvn Active Directory-Integrated Pri.. Running Not Signed
v - F°‘“""‘"“dL°°k“" Zones tecaprocomun Active Directory-Integrated Pri. Running Not Signed
-1 _msdcs.tecapro.comvn
2| tecaproc~s
Reverse Loo! Update Server Data File
| Trust Points Reload
Conditional

New Host (A or AAAA)..
New Alias (CNAME)..

New Mail Exchanger (MX)-.

New Domain..

New Delegation...

Other New Records..

DNSSEC »

All Tasks

Delete
Refresh

Properties

Help

- Tao New Host:

New Host X

Name (uses parent domain name if blank):

Www

Fully qualified domain name (FQDN):

www.tecapro.com.vn.

1P address:
10.10.40.100

&/ Create associated pointer (PTR) record

] Allow any authenticated user to update DNS records with the
same owner name

- Tao Alias Host bang cach: & muc DNS tecapro.com.vn nhap chuét phai vao bang

trang -> chon Alias Host

Name Type Data Timestamp
_-__Lmsdcs
j,s\tes
jJCP Update Server Data File
udp
jDomamDnsZones e
:I ForestDnsZones New Host (A or AAAA)..
E-I(same as parent folder) Start of Authority (SOA) [212), se New Alias (CNAME)...
E—I(same as parent folder) Name Server (NS) servert New Mail Exchanger (MX)...
—I(same as parent folder) Host (4) 10.104C MDA
_I(same as parent folder) Host (A) 10.10.1C New Delegation.. v
[] (same as parent folder) Host (4) 10103 7
[Eltsame as parent folder) Host (A) 10.105¢ @ R it ]
Elirxr Host (4) 10.104¢ DNSSEC T
[keToan Host (A) 10.104C Al Tasks Sl
_l NHANSU Host (A) 10.104C v
[ server Host (A) 10.105¢ Refresh
Elserver Host (A) 10.104C Export List..
[ server Host (4) 10.103C .
_lserver Host (A) 10.10.1C
[ win-2nlagfcassy Host (4) 10,104 Arrange Icons
Elwww Host (A) 10.104C Line up lcons

Properties

Help
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- Tao Alias Host:

New Resource Record X
Alias (CNAME)
Alias name (uses parent domain if left blank):
de
Fully qualified domain name (FQDN):
dc.tecapro.com.vn.
h
Fully qualified domain name (FQDN) for target host: ]
www.tecapro.com.vn f]
F
I
P
[] Allow any authenticated user to update all DNS records with the same i
name. This setting applies only to DNS records for a new name.
OK Cancel
£ DNS Manager
File Action View Help
e 2R XDaz Bm 8
0
% DNs ‘ Name Type Data Timestamp
v 3 SERVFR -
v 3 Configure a DNS Server..
Create Default Application Directory Partitions...
y New Zone..
: Set Aging/Scavenging for All Zones..
11 Scavenge Stale Resource Records
3¢ Update Server Data Files der) Start of Authority (SOA)  [212), servertecapro.comvn..  static
der) Name Server (NS) servertecapro.comn. static
Clear Cache
der) Host (4) 10.1040.100 5/12/2024 30000 PM
Launch nslookup der) Host (&) 1010101 5/12/2024 100000 AM
All Tasks P Configure a DNS Server... - 5/12/2024 100000 AM
. Scavenge Stale Resource Records M 5/12/2024 120000 PM
Delete A )5 5/12/2024 10000 AM
Refresh ppdate Server Data Files )10 5/12/2024 10000 AM
Cleaneachs )20 5/12/2024 100000 AM
Properties
Launch nslookup )1 static
Help Start 2100 static
[=lserver )1 static
Stop
Elserver 3] static
[Elwin-2nidgfcassv Ralkss )100 static
Elvww Resume 2100 static
Flac Restart zaprocomyn

3.1.14. C4u hinh NAT

Dau tién ta thiy co sy xung dot dai IP & day (169....), vi vy ta can tit ché d6 DHCP
cap trén may ao di. Ching ta vao virtual Network Editor trén vmware dé tat ché do cap
DHCP
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Control Panel > Network and Internet > Network Connections © Virtual Network Editor

Nome  Type External Connection Host Connection  DHCP Subnet Address
9 VMnetd  Custom -

« | VMnets  Gridged  Microsoft Wi-Fi Direct Virtual
1 VMnet?  Bridged  RZ608 Wi-Fi 6E 80MHZ -

192.168.146.0

un | Network Connection Details

Network Connection Details:
0, g
Property Value '
o | | Connecton-speciic DNS S ]
M| | Deseription Inte{R) 82574L Gigabit Network Connection &
Physical Address 00-0C-29-E8-77-A3
DHCP Enabled Yes
Autoconfiguraion IPve Add . 169.254.33.171 Add Network... Remgve Network  Rens.
1Pw4 Subnet Mask 25525500 Vhdnat nformation
1Pw4 Default Gateway P
|Pvd DNS Server () Bridged (connect VMs directly to the extemal network)

1Pw4 WINS Server

Bridged to: RZ608 W Fi 6E B0MIz A
NelBIOS over Tepip Enabl. Yes
L ddress 19 AT (shared host's P address with VMs) NAT Settings..
1P Defaul Gateway () Host-only (connect VMs intemally in @ private network)
IPv6 DNS Servers fecO00ff-1%1
fecl 0O 2%1 {8 connect a host yirtual adapter to this network
fecO.0.0M3%1 e b et et ekt
() Use lacal DHCP service to distribute TP address to VMs |
< >
Subnet JF;| 192.168.159. 0 | Subnetmask: | 255.255.255. 0
_ Restore Defaults | Import... Export... ox Cancel Aoty Help

- Sau khi tat, ta da thay card khéng con xung dot dai IP 169....

Network Connection Details X
Network Connection Details:

Property Value

Connection-specific DNS S...

Description Intel(R) 82574L Gigabit Network Connection 4

Physical Address 00-0C-29-EB-77-A3

DHCP Enabled Yes

IPv4 Address 192.188.1.211

IPv4 Subnet Mask 255.255.255.0

Lease Obtained Monday, May 13, 2024 6:53:15 AM

Lease Expires Tuesday. May 14, 2024 6:53:15 AM

IPv4 Default Gateway 192.168.1.1

IPv4 DHCP Server 192.168.1.1

IPv4 DNS Server 192.168.1.1

IPv4 WINS Server

NetBIOS over Tepip Enabl. Yes

Link-local IPv6 Address fe80:3c2c:9521:24ae:21ab%19
IPv6 Default Gateway

IPvE DNS Server fe80:1%19

Close

- Pé cdu hinh NAT, dau tién ta phai cai dat Remote Access trong Server Manager

‘ B Add Roles and Features Wizard

- o x
Sele / | DESTRATION SERVER
| Select server roles bt
Select one or more roes to install on the selected server.
Roles Description
¥ Active Directory Domain Services (Installed) ” Remate Access provides seamiess
[ Active Directory Federation Services connectivity through DirectAccess,
[ Active Directory Lightweight Directory Services VPN, and Web Application Proxy.
(] Active Directory Rights Management Services DirectAccess provides an Ahways On
[ Device Health Attestation and Alaays Managed expesience.
/. DHCP Server installed) RAS provides traditional VPN
1 DNS Server (Installed) services, including site-to-site
[ Fex Server {branch-office or cloud-based)
W] Fide and Storage Services (2 of 12 installed) connectivity. Web Application Proxy
[] Host Guardian Service enables the publishing of selected
[ Hyper-v HTTP- and HTTPS-based
(] Network Contralier appications from your corparate
[ Netwark Policy and Access Services network to client devices outside of
L] Prink and Document Services the corporate network, Routing
provides aditional routing
Services capabiliies, including NAT and ther
n Services connectivity options. RAS and
' 12 0f 43 installed) Routing can be depiayed in single-
[ Windaws Deployment Services tenant or multi-tenant mode
[ Windaws Server Update Services
«Previous | [ Next » st Cancel

Chon vao Routing
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., Add Roles and Features Wizard - [m} X

. DESTINATION SERVER
Select role services Semertocaprocoman
Before You Beain Select the role services to install for Remote Access
Installation Type Role services Deseription
Server Selection DirectAccess and VPN (RAS) Routing provides support for NAT
Server Roles Routers, LAN Routers running BGP,
[ Web Application Proxy RIP, and multicast capable routers

Features (IGMP Proxy).
emote Access

Rol i

Confirmation

Install
A n -
Chon Install dé cai dat
f Add Roles and Features Wizard - [m] X
Confirm installation selections e e

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [[] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have

— been selected automatically. If you do not want to install these optional features, click Previous to clear
erverfoles their check boxes.

Features
WeTwork L0aa Balancing -

Remoteiceas RAS Connection Manager Administration Kit (CMAK)
Fole Services Remote Access
DirectAccess and VPN (RAS)
Routing
Web Application Proxy
Remote Server Administration Tools
Feature Administration Tools
Network Load Balancing Tools
SMTP Server Tools

Rnle Administration Tanls

Export configuration settings
Specify an alternate source path

Next >

Hinh 3.13. Cai dat Routing

Sau khi cai dat xong, ta vao Tools -> chon Routing and Remote Access

Event Viewer
JERVER MANAGER s
Intemet Information Services (IS} 6.0 Manager
Intemet Information Services [IIS) Manager
iSCS| Initiatar
Local Security Policy
Microsoft Azure Services.
Network Load Balancing Manager
Network Policy Server
'ODEC Data Sources (32-bit)
ODBC Data Sources (64-bit)

Performance Monitor

Recovery Drive
Registry Editor
Remote Access Management

| Routing and Remote Access |
RVER GROUPS L 1

e
groups: 1 | Se

System Configuration
System Information

1 § DHCP 1
I! Task Scheduler

DNS 1

Manageability Windows Defender Firewall with Advanced Security
Windows Memory Diagnastic
Windows PowerShell
Sanicas S Windows PowerShall (x36)
ance. Performance Performance Windows Server Backup

ability (@ Manageability

Events Events
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Chudt phai vao SERVER-> chon Configure and Enable Routing and Remote
Access

2 Routing and Remote Access

File Action View Help
e @ XEG HME

Server Status ‘
(%) SERVEF

Configure and Enable Routing and Remote Access nd Remota Access Server:

ccess, on the Action menu, click Configure and Enat
Disable Routing and Remote Access

All Tasks
View
Delete
Refresh
Properties

Help

Chon Custom Configuration

Routing and Remote Access Server Setup Wizard

Configuration

You can enable any of the following combinations of services, or you can
customize this server.

" Remote access (dial-up or VPN)

Allow remote clients to connect to this server through either a dial-up connection or a
secure virtual private network (VPN) Intemet connection.

" Network address translation (NAT)
Allow intemal clients to connect to the Intemet using one public IP address.
" Virtual private network (VPN) access and NAT

Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

" Secure connection between two private networks
Connect this network to a remote network, such as a branch office.

@ Custom configuration
Select any combination of the features available in Routing and Remote Access.

<o ==

Sau d6 chon NAT dé hoan thanh thiét lap
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Routing and Remote Access Server Setup Wizard

Custom Configuration

When this wizard dloses, you can configure the selected services in the Routing
and Remote Access consale.

Select the services that you want to enable on this server.
[” VPN access

[ Diakup access
[~ Demand-dial connections ( used for branch office routing )
[ NaT

[~ LAN routing

<o ==

Hinh 3.14. Thiét lap co ché NAT

O muc IPv4, ta chon NAT, click chuét phai vao bang tring va chon New Interface

T Routing and Remote Access

File Action View Help

o8 amBc= Bm
Server Stats
3 Sm’;“ U“B:I) Interface Total mappings Inbound packsts translated Inbound packets rejectad
- B
H Network Interfaces Thereare no items to show in this view.
3 Remote Access Logging & Policies
« H
H Genenol (erfisi
% Static Routes Show DHCP Allocator Information..
IGMP
B Show DNS Proxy Infarmation..
Hme Refresh
View

Amange lcans

Line up lcans

Properties
Help
- Choncard INTERNET
New Interface for Network Address Translation (NAT) X

This routing protocol runs on the interface that you select below.

Interfaces:

22 Internal
m INTERNET
B3 SERVER 10,10.40,100(NAT)
B2 VLAN IT 10.10.50.0 (VM5)
ZFVLAN KETOAN 10.10.10.0(VM1)
B3 VLAN KINHDOANH 10.10.20.0 (VM2)
B3 VLAN NHANSU 10.10.30.0(VM3)
23 VLAN TANG2 10.10.60.0(VM8)

OK I Cancel

- O day ta s& chon vao Public interface va tich vao muc Enable NAT
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Metwork Address Translation Properties - INTERNET Pr... ? X
NAT  Address Pool Services and Ports

Interface Type:
" Private interface connected to private network
@ Public interface connected to the Intemet

[¥ Enable NAT on this interface

NAT enables clients on this network to send data to and receive
data from the Intemnet using this interface.

- Nhap vao Apply -> OK, ta duoc:

H Routing and Remate Access

- o

File Adion View Help
e Am BaE Bm
T Routing and Remote Acess
B e Tl bt | oo | Oriosdpedmniaed | Outandpe

3 o

Metwork Interfaces & INTERNET 0 0 o 0 0
T ports

i Remote Access Clients (0)
23 Remote Access Logging & Policies
« I Ipva
& General
H static Routes
T OrCP Relay Agent
H icMp
FTy
Hme

Tuong tu Vi cac card mang khac, nhung ddi véi cac card mang noi b ta chon vao
Private interface

Network Address Translation Properties - VLAN IT 10.1... ? X

NAT

Interface Type:

@ Private interface connected to private network

" Public interface connected to the Intemet
e NZ&

NAT enables clients on this network to send data to and receive
data from the Intemet using this interface.

R
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Interface Total mappings
32 INTERNET 0
3 SERVER 10.1040.100(NAT) 0
B2 VLAN IT 10.10500 (VM5) 0
B2 VLAN KETOAN 10.10.10.0/M1) 0
0
0
0

nbound packets translated Inbound packets rejected
0

B3 VLAN KINHDOANH 10.10200 (VM2)
B3VLAN NHANSU 10.10.30.0(vM3)
B2 VLAN TANG2 10.1060.0(VMS)

o|lolo o o oo
ool o oo

3.1.15. Tao c4c chinh sach GPO quan ly hé théng va nguoi dung

Group Policy 1a tap hop céc thiét 1ap cAu hinh cho Computer va Users, xac dinh céch
thire dé cac chuong trinh, tai nguyén mang va hé diéu hanh 1am viéc véi ngudi ding va
may tinh trong mot to chirc. Muc dich str dung GPO nham trién khai cac chinh sach tur
mién may chu Domain Controller xuéng Users.

Pé trién khai dugc cac chinh sach GPO ta can 1 con server 1am Domain Controller
quan Iy mién, trén con server Domain Controller tao cac OU , group va cac user member
of group twong ¢tng. Ta s& ap cac chinh sach Ién tirng OU va cu thé 1a group nhu trong so
d6. Cubi cuing 1a may Client dé test da 4p GPO thanh cong chua, may Client cung dai IP
véi Server Domain Controller va DNS tro vé IP cia con Domain Controller. May Client

s& phai join domain dé nhan dugc chinh sach twong @ng vai group caa minh.

15.1. Tao chinh sach dang nhip
Group Policy dau tién ta s& tao 1a chiing ta ddi tao cac chinh sach dang nhap cho
ngudi ding, bao gom sé 1an ding nhap sai tai khoan, xac dinh sé phut tai khoan bi khéa

khi dang nhap sai.

B1: Trén Server vao Server Manager chon Tools / Group Policy Management

0 x

Server Manager * Dashboard

Hinh 3.15. Tao chinh sach GPO
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B2: Chon OU TECAPRO , click chuét phai chon Create a GPO on this domain, and
link it here va tao 1 GPO tén la “Kiem Tra Dang Nhap”

e
& File Action View Window Help
% xnm 0 3 @ m

tecapro.com.vn
Status  Linked Group Polcy Objects  Group Polcy Inhertance  Delegation

K This page shows the status of Active Directory and SYSVOL (DFSR) repication for this domain as & relates to Group Pokcy.
41/ Default Domain Policy

&1 Domain Controllers
2] TECAPRO

3 PHONG IT Sinks Dol
a1 PHONG KE TOAN ) Server tecapro com.vn & the baseline domain controller for this domain._
21 PHONG KINH DOANH | New GPO X
31 PHONG NHAN SU ”
2 TANG 2 ¢ © 0Doman contoled ooy,
Group Policy Objects | ' Kiem Tra Used Dang Nhap
v WM Filters v *) 0 Domain controller|
3 starter GPOs Source Starter GPO.
i Sites (none)
#¥ Group Policy Modeling
2, Group Policy Results oK Cancsl

Hinh 3.16. Tao chinh sach kiém tra User ding nhap

B3: Click vao GPO ta vira tao click chudt phai chon Edit

& Group Policy Management
B File Acion View Window Help

- " a H
PHONG IT
Linked Group Policy Objects  Group Polcy Inhertance  Delsgation
Link Order GPO Enfoced  LinkEnsbied  GPO Swatus VWM Fiter
|t Ko T User Dang oap
Enforced
) PHONG IT ¥ Link Enabled
& PHONG KE TOAN
&1 PHONG KINH DOANH Save Report..
4 PHONG
ING NHAN SU —
) TNG 2
Group Policy Objects Rename
7 WM Filters Refresh
3 Starter GPOs
i@ Sites
¥ Group Policy Modeling
Group Policy Results

B4: Chon Computer Configuration / Policies / Window Settings / Security Settings /
Account Policies / Account Lookout Policy / Account Lookout Threshold -> tao s6 1an
dang nhap sai 1a 3 1an -> Apply -> OK

File Adion View Help
- nm X -
Kiem Tra Dang Nhap [SERVER TECAPRO.COMAN] Pol ~ || palicy Acountlockout theeshold Propertics P
* ¥ Computar Configuration Account lockout duration
1B Account lockout thresheld Secuty Pokcy Seting  Explain
Reset account ockout counter after T ot okt st
|

7 Define ths poicy ssting
Account wil lack vt afier
9 o el logon atmpts

3 Eventlog
@ Restricted Groups
 System Senviees
& Registry
& File System
5 Wired Metwork (IEEE B023) Policies
Winciows Defender Firewall with A
Network List Manager Policies

e Dir
Advanced Audit Policy Configurati
1
ol Policy-based QoS oK Cancel Apply

Administrative Templates: Policy definitior

B4: Chon Account Lookout Duration -> tao s6 phut khéa tai khoan dang nhap sau sé
lan nhap sai 1a 3 phat -> Apply -> OK
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File Action View Help

- = x 7]
Kiem Tra Dang Nhap [SERVERTECAPRO.COMVN] Pal ~ || policy Account lockout duration Properties 7 x
& Comy Configuration

8 Account lockout duration
Account lockout threshold Sscurty Policy Setting  Explain

Reset account lockout counter after HEm  Account lockout duration
1

ws Settings
Name Resolution Policy
Scripts (Startup/Shutdown)

= Define this policy setting
3 Security Settings

Account s locked out for

3 =] irutes

tworl
Windows Defender Firewall with A
Network List Manager Policies

il Wireless Network (IEEE 802.11) Poli
Public Key Policies

ol Policy-based Qos
Administrative Templates: Policy definitior

B5: Mé CMD va g cau lénh gpupdate /force dé cap nhat chinh sach cho céc Client

B Administrator: Command Prompt o

Hinh 3.17. Cap nhat chinh sach GPO

15.2. Khoa Registry
Group Policy thir 2 ma minh s& dé cap dén la ching ta s& khoa Registry khéng cho
ngudi ding c6 thé truy cap va can thiép sira x6a vao hé théng gay 16i Win ...
- Chuyén sang con Server, mé Group Policy Management lén chon OU
PhongKetoan, click chuot phai chon Create a GPO on this domain, and link it here

va tao 1 GPO tén la Block Registry

& Group Policy Management Phong_Ketoan

v A\ Forest:itforvn.com Linked Group Policy Objects  Group Policy Inhertance  Delegation
v (5 Domains & —
v 4 itforvn.com Link Order GFO Enforced  Link Enabled GPO Status
s/ Default Domain Policy 1 57 set wallpaper No Yes Enabled
51 Domain Controllers
v &1 Hanoi

51 Phong_Giamdoc New GPO X

51 Phong_IT
2 Phong_Ketoan Name

1 Phong_Marketing \block registry |

51 Phong_Nhansu

1 Phong_SALES Source Starter GPO!

% Group Policy Objects {none) v
% WMI Filters
) Starter GPOs @ Cancel
i Sites
5&¢ Group Policy Modeling
2 Group Policy Results

Hinh 3.18. Tao chinh sach Block Registry
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Click vao GPO ta vura tao click chuét phai chon Edit

Phong_Ketoan

‘ Edit
|

+  Link Enabled

Save Report...

Delete
Rename
Refresh

Linked Group Policy Objects  Group Policy Inheritance  Delegation
| Lok Oner GPO Enforced Lk Enabled  GPO Status WM Fiter Modfied Domain
2| 1 =i/ set wallpaper No Yes Enabled None 3/13/2017 10:0340 .. _ itforvn cq
s Fifblock reg No Yes Enabled None 3/13/2017 102246 .. forvn.of
< nforced

Chon User Configuration / Policies / Administrative Template : ... / System /

Prevent access to registry editing tools

(=] Group Policy Management Editor
File Action View Help

e’ zm 2 HE T

=] block registry [IT4VN-W2K16-Dr
v i Computer Configuration

> - Policies
> | Preferences
v & User Configuration
wv [ Policies
> [ Software Settings
-] Windows Settings

Prevent access to registry editing
tools

Edit policy setting.

Requirements:
At least Windows 2000

v B ffiministrative Temp Description:
>E Control Panel Disables the Windows registry editor
> [Z] Desktop Regedit.exe.
> [l Network

If you enable this policy setting and
the user tries to start Regedit.exe, a
message appears explaining that a

| Shared Folders
> [ StartMenuand T|

> —‘l System policy setting prevents the action.
> (] Windows Compc|
::_ All Settings If you disable this policy setting or do

not configure it, users can run
Regedit.exe normally.

> [ Preferences

To prevent users from using other
administrative tools, use the "Run
only specified Windows applications”
policy setting.

nternet Communication Management
ocale Services

ogon

itigation Options

~| Power Management

[ Removable Storage Access

[ Scripts

ser Profiles ]}
Download missing COM components

Century interpretation for Year 2000

Restrict these programs from being launched from Help
Do not display the Getting Started welcome screen at logon
Custom User Interface

Prevent access to the command prompt

Don't run specified Windows applications

Run only specified Windows applications

i=| Windows Automatic Updates

Click dup vao Prevent access to registry editing tools chon Enabled va Apply, OK

(5 TT4VN-W2K16-DC % ‘ (S WINIOQUENT-01 %
B Prevent access to registry editing tools

BE] Prevent access to registry editing tools Next Setting

O Not Configured ~ Comment:

@ Enabled
O Disabled u
Supported o6 ['Af least Windows 2000
Options: Help:
Disable regedit from running silently? | Yes. v Disables the Windows registry editor Regedit.exe.

If you enable this policy setting and the user tries to start Regedit.exe, a message appears explaining that s policy setting prevents the
action.

If you disable this policy setting or do not configure it, users can run Regedit.exe normally.

To prevent users from using other administrative tools, use the "Run only specified Windows applications” policy setting.

appty |
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- Mo CMD va gd cu lénh gpupdate /force dé cap nhat chinh sach cho céc Client

e - o X

3.1.16. C4u hinh Wireless
Ta s& cau hinh Wireless cho hé théng dé ngudoi ding cé thé truy cap internet trén
cac thiét bi di dong
B1: Trén PC, ta truy cap vao Web Browser, go dia chi IP cuaa Wireless Controller:
http://10.10.1.100 dé truy cap vao giao dién cia Wireless Controller. Tao user:

“admin” va password: “@Tecapro1234”

Cisco 3500 Series Wireless LAN Controller

‘Welcome! Please start by creating an admin account.

Hinh 3.19. Tao Username va Password dé d:ing nhap cau hinh Wireless
B2: CAu hinh giao dién Controller:

o System name: wic

o Management IP Address: 10.101.100

o Subnet Mask: 255.255.255.0

o Default Gateway: 10.10.1.3

o Management VLAN ID: 0
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ol 's’ élc',' Cisco 3500 Series Wireless LAN Controller

cl

1 Set Up Your Controller

System Name = wle

Country Thailand (TH) -
Date & Time 05/14/2024 E 6:52:13
Timezone Saigon, Hanoi, Bangkok, Jakarta -

NTPServer | (optional)

Management IP Address 10.10.1.100

Subnet Mask 255255255.0

Default Gateway 10.10.13

Management VLANID | § ]

B3: Tao Wireless Network:

i

Cisco 35 es Wirele: N Controller
cisco Cisco 3500 Series Wireless LAN Controller

1 Set Up Your Controller

[ olE—

Network Name  KeToan
Security | WPA2 Personal -

Passphrase e

VLAN  Management VLAN -

DHCP Server Address  0.0.0.0 (optional)

I st

B4: Tiép tuc nhan next dén khi thay Apply

Management IP Address  10.10.1.100
Management IP Subnet 255.255.255.0

Management [P Gateway  10.10.1.3
Management VLANID 0

- Employee Network

Network Name  KeToan
Security 'WPA2 Personal
Passphrase; #4444+
Employes VLAN Management VLAN
DHCP Server Address -

[ x P,
L —

Virmal IPAddress 192021
Local Mobility Group - Default

-
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B5: D6i dudng dan thanh https://10.10.1.100, dang nhap lai bing username va password

d3 tao & budc dau tién, ta s& thay giao dién dé cau hinh Wireless

Cory _Disbip | Puagrumsny  amtnsis

r R tegs.io0 10,1 100

Wireless LAN Controller

Hinh 3.20. Ping nhap vao giao dién cau hinh Wireless

B6: Tao cac SSID cho c4c hé thong Wireless:
Cau hinh Wireless:
- SSID tangl: loai xac thuc: 802.1x -> VLAN 50
- SSID tang2: loai xac thuc: psk -> VLAN 10, 20, 30, 60
- SSID Guest: loai xac thuc: open -> VLAN 70
Pau tién ta tao RADIUS Server dé c6 thé ciu hinh céc loai xac thuc trén, vao muc
Security -> RADIUS & gdc trai -> Authentication -> chon New -> giao dién dé cai
RADIUS hién ra va ta dién cac thong tin nhu sau va bam Apply
o Server IP Address: 10.10.40.100
o Shared Secret: cisco

o Confirm Shared Secret: cisco

Hinh 3.21. Tao Radius Server
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https://10.10.1.100/

Tiép theo ta s& tao interface VLAN dé map VLAN vao SSID, vao muc Controller ->

Interfaces -> chon New d¢é tao cac interfaces va bam Apply

®rcs - ©° X

Physical Config _Deskiop | Programming _Afributes

URL. hiips://10.10.1.100/rameinterfaceCreate himi

MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

Controller Interfaces > New

e Interface Name | IT-KT

VLAN 14 sol
Interfaces

b Internal DHCP Server

¥ Mability Management
Ports

b NTP

b cop

¥ Tunneling

b IPve

b mDns

b Advanced

Hinh 3.22. Tao Interface VLAN

Sau khi bAm Apply ta s& cau hinh céc thong tin nhu sau va tiép tuc bam Apply:
o Port Number: 1
o IP Address: 10.10.50.100
o Netmask: 255.255.255.0
o Gateway: 10.10.50.3
o Primary DHCP Server: 10.10.50.3

B - 8 x

Phiysicsl Canfig _Desking  Programming  Alibutes

> URL biips 10 10 1 100 fremelrierfsceEdit himi Go Stop

Tuong tu ta cling s€ tao cac interface cho cdc VLAN khac
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Brcs

Physcel  Confiy _Deskiop  Programming  Afirbutes

> URL hegs /10.10.1.100dramsimarfaceLsLhimd
aliilin

cisco MONITOR  WIANS CONTROLLER WIRELESS SECURITY MANAGEMENT ~COMMANDS WELP  FEEDBACK
roller
neral
LA Manag IPVS Address
Inter; w0
10
¥ Internal DHCP Server K000 w
[ Y

¥ Mobility Management 15
Ports.

raagement untzgged 101 a
b NTP
iy W 182.0 ted
b CoP
¥ Tunneling
b mDNS

Hinh 3.23. Cac Interface VLAN da tao trong mang Wireless

Tiép theo ta s& cau hinh séng Wifi cho cac interfaces, ta vao muc WLANS -> chon vao
Create New va bam Go -> tao Profile name va SSID 1a: IT-KT -> Apply

Physical  Conflg _Desklop  Programming  Aftribues

> URL hips:(/10.10.1. 100/ framewlanCroate. ntm

Saye Configuration  fing  Logout Refresh
MONITOR WLANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT COMMANDS HELP  FEEDBACK

 tiome

wuan o v

Advanced Profis e KT
ssiD [,
© T

Hinh 3.24. C4u hinh séng Wifi cho céc Interface
Tiép theo ta s& cau hinh loai x4c thyc: 802.1x nhu sau:
- O muc General
o Status: tich vao Enabled

o Interface/Interface Group(G): chon IT-KT

General | Security | QoS | Policy-Mapping | Advanced ‘
profile Name ‘IT—KT ‘
Type WLAN
ssID [r&T |
Status Enabled
Security Policies None

(Modifications done under security tab will appear after applying the changes.)

All v

Interface/Interface Group(G) |IT-KT v

- O muc Security -> Layer 2:
o Layer 2 Security: WPA+WPA2
o WPA+WPAZ2 Parameters: Tich chon WPA2 Policy
o Authentication Key Management: tich chon Enable ¢ 802.1X
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General | Security | QoS | Policy-Mapping | Advanced |

Layer 2 | Layer3 | AAA Servers
Layer 2 Security & | WPA+WPA2 ~

MAC Filtering®

Fast Transition

Protected Management Frame

Disabled v
WPA+WPA2 Parameters
‘WPA Policy
WPA2 Policy
‘WPA2 Encrypticn Maes TKIP

Authentication Key Management

802.1X Enable

PSK [ Enable

Hinh 3.25. Céu hinh loai xac thuc 802.1x

- O muc Security -> AAA Server:
o Server 1: chon IP: 10.10.40.100, Port: 1812

General Security | Qos | Policy-Mapping ‘ Advanced |
Layer 2 Layer 3 AAA Servers
Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Authentication Servers Accounting Servers EAP Parameters

Server 1 | IP:10.10.40.100, Port:1812 v | Nane v

None v None v

None v None v

- O muc Advandced

o FlexConnect: tich chon Enabled cua FlexConnect Local Switching

General | Security | Qos | Policy i Advanced

0 Load Balancing and Band Select

Off Channel Scanning Defer

0123456 7 Passive Client
100 Voice
FlexConnect
FlexConnect Local
V]
Switching 2 & enabled
FlexConnect Local Auth 42 (] Enabled Radius Client Profiling

5

13

Tiép theo ta s& cau hinh Radius Server, vao Server -> muc Services -> Radius EAP ->

tich chon vao Allow Eap-MD5
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¥ Sener o x
Physical Conflg _Sendcos  Deskiop Programming  Afributes

SERVICES EAP Configuration
HTTP 8 [Allow EAP-MDS| |
DHCP
DHCPYG
TFTP
DNS
SYSLOG
AAR
NTP
EMAIL
FTp
loT
VM Management
Radius EAP

Top

Vao muc AAA va ciu hinh nhu sau:
o Service: ON
o Radius port: 1812
o Client name: wlc
o Client IP: 10.10.1.100
o Secret: cisco
o ServerType: Radius
= Chon Add
Tao user: ITO1, pasword: 1234 -> Add

I Server - o X
Physicsl  Config _Gendces  Deskiop  Programming  Amrioutss
SERVICES AAA
HTTP
DHCP Service ©on O off Ragius Port 1812
DHCPVE Metwork Configuration
TFTR
Clent Name Chent IP
NS
SYSLOG Sacret SanvarType Radius
AAR ChentName  Client P Server Type Key
NTE 1 we 10.10.1.100  Radius cisco Lol
EMAIL
FTP
1oT
WM Management
Radius EAP
User Satup
Usemame Password
Usemame Password
1 userm 1238 Aga
2 usert2 1238
3 1238
Top

Tuong tu ta s& tao SSID cho cac VLAN 10, 20, 30, 60 bing loai xac thuc Pre-Shared
Key (PSK). Khi tao loai xac thuc nay:

- Tasg tich loai xac thuc la PSK & muc Security va dat password
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Disabled v

WPA+WPA2 Parameters

'WPA Policy
WPA2 Policy
WPA2 Encrypticn Baes TKIP

Authentication Key Management

802.1X Enable
PSK Enable
PSK Format

Disable v

Hinh 3.26. Cau hinh loai x&c thuc Pre-Shared Key

- O muc General, muc Interface/Interface Group(G): ta chon KeToan, con lai ta tich

chon nhu dudi:

Profile Name ‘KeTuan ‘
Type WLAN

ssID [KeToan |
Status Enabled

Security Policies [wWPA2][Auth(P5K)]

(Modifications done under security tab will appear after applying the chan

All v

finterface/Interface Group(G

- Tuong tu véi cac phong kinh doanh, nhan su, tang 2:

[ wiLAN ID  Type Profile Name WLAN SSID Admin Status Security Policies

O1 WLAN KeToan KeToan Enabled [WPA2][Auth(PSK)] Remove
O2 WLAN IT-KT IT-KT Enabled [WPA2][Auth(802.1X)] Remove
Oz WLAN KinhDoanh KinhDoanh Enabled [WPA2][Auth(PSK)] Remove
Oa WLAN Nhansu NhanSu Enabled [WPAZ][Auth(PSK)] Remove
Os WLAN Tang 2 Tang 2 Enabled [WPA2][Auth(PSK)] Remove

Cubi cling ta s& cau hinh xac thuc Open cho Guest
- O muc General, ta chon Guest
- O muc Securry, ta chon none

- O muc Advanced, tich chon Enabled caa FlexConnect Local Switching

Current Filter: [Change Filter] [Clear Filter]

[J WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies

01 WLAN KeToan KeToan Enabled [WPA2][Auth(PSK)] Remove
D2 WLAN IT-KT IT-KT Enabled [WPA2][AUth(802.1X)] Remove
Os WLAN KinhDoanh KinhDoanh Enabled [WPA2][Auth(PSK)] Remove
Oa WLAN NhanSu Nhansu Enabled [WPA2][Auth(PSK)] Remove
Os WLAN Tang 2 Tang 2 Enabled [WPA2][Auth(PSK)] Remove
Oe WLAN Guest Guest Enabled None Remove

Hinh 3.27. Hoan thanh ciu hinh wireless
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3.1.17. CAu hinh Access List

Ta s& cdu hinh ACL dé cho phép hay chan mét s6 truy cap khong can thiét trong hé

théng mang:
o Permit IT -> Server
o Permit Wireless -> Server
o Denyall ->VLAN 1
o Deny guest -> internal (mang noi bo)
o Permitany
* Trén SW-Corre -1:

SW-Core-1>enable

Chuyén vao ché do Privileged

SW-Core-1#configure terminal

Chuyén vao ché do Global

Configuration

SW-Core-1(config)#ip access-list extended ACL

Tao mot ACL extended tén la
ACL va chuyén cau hinh vao ché

d6 ACL configuration.

SW-Core-1(config-ext-nacl)#permit
0.0.0.255 10.10.40.0 0.0.0.255

ip  10.10.50.0

Céu hinh cho phép dia chi mang
VLAN IT truy cap vao dia chi

mang cua Server

SW-Core-1(config-ext-nacl)#permit ip 10.10.1.0

0.0.0.255 10.10.40.0 0.0.0.255

Céu hinh cho phép dia chi mang
VLAN Wireless truy cap vao dia

chi mang cua Server

SW-Core-1(config-ext-nacl)#deny ip any 10.10.1.0
0.0.0.255

Cau hinh khéng cho phép moi
truy cap vao VLAN 1

SW-Core-1(config-ext-nacl)#deny ip 10.10.70.0

0.0.0.255 10.0.0.0 0.255.255.255

Cau hinh khéng cho phép guest

truy cap vao mang noi bo

SW-Core-1(config-ext-nacl)#permit ip any any

Cho phép tat ca céac goi tin tir cac
mang nguon dén tat ca cac mang
dich.

SW-Core-1(config-ext-nacl)#int vlan 1

Vao ché d6 cau hinh cua interface

vlan 1
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SW-Core-1(config-if)#ip access-group ACL in

Gan ACL c6 tén la ACL vao
interface VLAN 1 theo chiéu di

Vao.

SW-Core-1(config-if)#exit

Thoét ra ché do interface vlan 1

SW-Core-1(config)#int vlan 10

Vao ché d6 cau hinh cua interface

vian 10

SW-Core-1(config-if)#ip access-group ACL in

Gan ACL c6 tén la ACL vao
interface VLAN 10 theo chiéu di

Vao.

SW-Core-1(config-if)#exit

Thoét ra ché d6 interface vlan 10

SW-Core-1(config)#int vlan 20

VAo ché d6 cau hinh cua interface

vlan 20

SW-Core-1(config-if)#ip access-group ACL in

Gan ACL co6 tén la ACL vao
interface VLAN 20 theo chiéu di

Vao.

SW-Core-1(config-if)#exit

Thoét ra ché d6 interface vlan 20

SW-Core-1(config)#int vlan 30

VAo ché do cau hinh cua interface

vlan 30

SW-Core-1(config-if)#ip access-group ACL in

Gan ACL co6 tén la ACL vao
interface VLAN 30 theo chiéu di

Vao.

SW-Core-1(config-if)#exit

Thoat ra ché d6 interface vlan 30

SW-Core-1(config)#int vlan 40

Vao ché d6 cau hinh cua interface
vlan 40

SW-Core-1(config-if)#ip access-group ACL in

Gan ACL c6 tén la ACL vao
interface VLAN 40 theo chiéu di

Vao.

SW-Core-1(config-if)#exit

Thoat ra ché do interface vlan 40

SW-Core-1(config)#int vlan 50

Vao ché d6 cau hinh cua interface

vlan 50
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SW-Core-1(config-if)#ip access-group ACL in

Gan ACL c6 tén la ACL vao
interface VLAN510 theo chiéu di

Vao.

SW-Core-1(config-if)#exit

Thoét ra ché do interface vlan 50

SW-Core-1(config)#int vlan 60

Vao ché d6 cau hinh cua interface

vlan 60

SW-Core-1(config-if)#ip access-group ACL in

Gan ACL c6 tén la ACL vao
interface VLAN 60 theo chiéu di

Vao.

SW-Core-1(config-if)#exit

Thoét ra ché d6 interface vlan 60

SW-Core-1(config)#int vlan 70

VAo ché d6 cau hinh cua interface

vlan 17

SW-Core-1(config-if)#ip access-group ACL in

Gan ACL co6 tén la ACL vao
interface VLAN 70 theo chiéu di

Vao.

SW-Core-1(config-if)#end

Chuyén vé ché do cau hinh

Privileged

SW-Core-1#write

Luu file cAu hinh

Bang 3.12. M4 ta cau hinh dich vu Access List

* Trén SW-Corre -2:

SW-Core-2>enable

Chuyén vao ché d6 Privileged

SW-Core-2#configure terminal

Chuyén vao ché do Global

Configuration

SW-Core-2 (config)#ip access-list extended ACL

Tao mét ACL extended tén la
ACL va chuyén cau hinh vao ché

do ACL configuration.

SW-Core-2 (config-ext-nach)#permit ip 10.10.50.0
0.0.0.255 10.10.40.0 0.0.0.255

Céu hinh cho phép dia chi mang
VLAN IT truy cap vao dia chi

mang cua Server
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SW-Core-2 (config-ext-nacl)#permit ip 10.10.1.0

0.0.0.255 10.10.40.0 0.0.0.255

Céu hinh cho phép dija chi mang
VLAN Wireless truy cap vao dia

chi mang cua Server

SW-Core-2 (config-ext-nacl)#deny ip any 10.10.1.0

0.0.0.255

Cau hinh khéng cho phép moi
truy cap vao VLAN 1

SW-Core-2 (config-ext-nacl)#deny ip 10.10.70.0

0.0.0.255 10.0.0.0 0.255.255.255

Cau hinh khéng cho phép guest

truy cap vao mang noi bo

SW-Core-2 (config-ext-nacl)#permit ip any any

Cho phép tat ca cac goi tin tir cac
mang ngudn dén tat ca cac mang
dich.

SW-Core-2 (config-ext-nacl)#int vlian 1

Vao ché d6 cau hinh cua interface

vlan 1

SW-Core-2 (config-if)#ip access-group ACL in

Gan ACL c6 tén la ACL vao
interface VLAN 1 theo chiéu di

Vao.

SW-Core-2 (config-if)#exit

Thoét ra ché do interface vlan 1

SW-Core-2 (config)#int vlan 10

VAo ché do cau hinh cua interface

vlan 10

SW-Core-2 (config-if)#ip access-group ACL in

Gan ACL c6 tén la ACL vao
interface VLAN 10 theo chiéu di

Vao.

SW-Core-2 (config-if)#exit

Thoat ra ché do interface vlan 10

SW-Core-2 (config)#int vlan 20

Vao ché d6 cau hinh cua interface

vlan 20

SW-Core-2 (config-if)#ip access-group ACL in

Gan ACL c6 tén la ACL vao
interface VLAN 20 theo chiéu di

Vao.

SW-Core-2 (config-if)#exit

Thoat ra ché d6 interface vlan 20

SW-Core-2 (config)#int vlan 30

Vao ché d6 cau hinh cua interface

vlan 30
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SW-Core-2 (config-if)#ip access-group ACL in

Gan ACL c6 tén la ACL vao
interface VLAN 30 theo chiéu di

Vao.

SW-Core-2 (config-if)#exit

Thoét ra ché do interface vlan 30

SW-Core-2 (config)#int vlan 40

Vao ché d6 cau hinh cua interface
vlan 40

SW-Core-2 (config-if)#ip access-group ACL in

Gan ACL c6 tén la ACL vao
interface VLAN 40 theo chiéu di

Vao.

SW-Core-2 (config-if)#exit

Thoét ra ché d6 interface vlan 40

SW-Core-2 (config)#int vlian 50

VAo ché d6 cau hinh cua interface

vlan 50

SW-Core-2 (config-if)#ip access-group ACL in

Gan ACL co6 tén la ACL vao
interface VLAN 50 theo chiéu di

Vao.

SW-Core-2 (config-if)#exit

Thoét ra ché do interface vlan 50

SW-Core-2 (config)#int vlan 60

VAo ché do cau hinh cua interface

vlan 60

SW-Core-2 (config-if)#ip access-group ACL in

Gan ACL co6 tén la ACL vao
interface VLAN 60 theo chiéu di

Vao.

SW-Core-2 (config-if)#exit

Thoat ra ché do interface vlan 60

SW-Core-2 (config)#int vlan 70

Vao ché d6 cau hinh cua interface

vlan 70

SW-Core-2 (config-if)#ip access-group ACL in

Gan ACL c6 tén la ACL vao
interface VLAN 70 theo chiéu di

Vao.

SW-Core-2 (config-if)#end

Chuyén vé ché do cdu hinh

Privileged

SW-Core-2#write

Luu file cau hinh
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3.1.18. Cau hinh dich vu FTP

Vo Server -> vao tab Services -> vao FTP dé bat ON, tao Username: user1, password:
1234, cap full quyén

¥ server

- o x
Physical ~Config _Senvices  Deskiop Programming  Alfribules
SERVICES FIP
HTTP y
DhcE Service O on or
DHCPV6 User Setup
TETS Usernama user1 Password 1234
DNS
T @ Wit 8 Read 18 Delste @ Rename @ List
ARA Usemname Password Permission
NTP 1 cisco RWDHL Add
ML RWDHNL
user 3 )
TP rrey
ToT
VM Management
Radius EAP Romove
File
1 @saB42-k8 bin
2 asad23-ka.bin
3 clB41-advipserviceskd-mz 124-15T1 bin
4 c1841-ipbase-mz 123-14.T7 bin
5 ¢1841-ipbasekd-mz. 124-12 bin
6 c1900-universalkd-mz SPA 155-3 Mda bin
7 ©c2600-advipserviceskd-mz.124-15.T1.bin
Remaove

Top

Hinh 3.28. Cau hinh dich vu FTP

3.1.19. Cau hinh dich vu Mail Server
- Vao Server -> vao tab Services -> vao EMAIL dé bat ON, tao Domain name:
tecapro.com.vn -> Set
- Tao 2 tai khoan:
o kinhdoanhl — password:1234
o ketoanl - password:1234

¥ Server

- o X
Physical Config _Senvices  Desktop Programming  Aftributes
SERVICES EMAIL
HTTP SMTP Service POP3 Service
DHCE OON  OOFF oon  OOFF
DHCPv6
TR Domain Name: tecapro.com.vn
— User Setu
SYSLOG P
AAA User Password
NTP user01
[ EMAIL user02
ketoan1
AL kinhdoanh1
ToT
VM Management
Radius EAP
Change
Password

Top

Hinh 3.29. C4u hinh dich vu Mail Server
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3.1.20. Cau hinh dich va Web Server

Vo Server -> vao tab Services -> vao HTTP dé bat ON

® Server

- u] .3
Physical Config Senvices Desktop Programming  Aftributes
SERVICES HTTP
RTIE) HTTP HTTPS
DHCP
DHCPV6 O on off O on off
naLe File Manager
o File Name Edit Delete
SYSLOG
PAR 1 copyrights. htmi (edity (daleta)
NTP 2 cscoptiogo177x111.jpg (delete)
EMAL 3 helloworld himl (edity (delste)
FTP
IoT 4 image_himi (edity (delete)
VM Management 5 index.himl (edit) (delete)
Radius EAP
New File Import

Top

Vao DNS tao 1 record co tén la tecapro.com.vn, dia chi IP cua web la cua dia chi Ip
cua Server

¥ Server

Physical Config _Services  Desklop Programming  Aftributes

SERVICES
HTTP
DHCP
DHCPvE Resource Racords
TFTP Name

DNS
DNS Service Qon off

Type A Record

DNS
5YSLOG
AAA Add Save Remove

NTP No Name Type Detail
EMAIL

0 oogle.com A Record 8888
FTP goeg

Address

IoT 1 tecapra com vn ARacord 10.10.40.100
VM Management
Radius EAP

DNS Cache

OTop

Hinh 3.30. C4u hinh dich vu Web Server
3.1.21.Cé4u hinh GRE VPN

Ta s& cau hinh GRE VPN dé cc site chi nhanh c6 thé ping dwoc nhau, dau tién ta s&
dat dia chi IP & céc Site, dong thoi cau hinh NAT ¢ céc Site.
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* Trén Site Sai Gon:

Router>enable

Chuyén vao ché o Privileged

Router#configure terminal

Chuyén vao ché do6 Global

Configuration

Router(config)#hostname SiteSG

bat hostname cho SiteSG

SiteSG(config)#int g0/0/0

Vao céng interface g0/0/0

SiteSG(config-if)#ip address 172.16.1.1

255.255.255.0

Dit dia chi IP cho cng g0/0/0

SiteSG(config-if)#ip nat inside

Gan vai tro cho interface g0/0/0 la

interface inside.

SiteSG(config-if)#no shut

Bat interface

SiteSG(config-if)#int se0/1/1

Vao cong interface se0/1/1

SiteSG(config-if)#ip address 113.171.5.1

255.255.255.0

Pit dja chi IP cho cong se0/1/1

SiteSG(config-if)#ip nat outside

Gan vai tro cho interface se0/1/1 la

interface outside.

SiteSG(config-if)#no shut

Bat interface

SiteSG(config-if)#exit

Chuyén vé ché do cau hinh Global

Configuration

SiteSG(config)#ip route 0.0.0.0 0.0.0.0 se0/1/1

CAu hinh default route

SiteSG(config)#access-list 1 permit any

Tao ACL

SiteSG(config)#ip nat inside source list 1 int se0/1/1

Tao Nat bang cach gan list 1 véi

overload interface s0/1/1. Phuong phap

Overloading s€ dugc thuc thi.
SiteSG(config)#end Tro vé ché do Privileged
SiteSG#write Luu file cau hinh

Bang 3.13. Gan dia chi IP cho céc site

Trén Site Ha Noi:

Router>enable

Chuyén vao ché d6 Privileged

Router#configure terminal

Chuyén

vao ché d6 Global

Configuration
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Router(config)#hostname SiteHN

bat hostname cho SiteHN

SiteHN (config)#int g0/0/0

Vao cong interface g0/0/0

SiteHN  (config-if)#ip  address 172.16.2.1 | Bit dia chi IP cho cong g0/0/0

255.255.255.0

SiteHN (config-if)#ip nat inside Gan vai tro cho interface g0/0/0 la
interface inside.

SiteHN (config-if)#no shut Bat interface

SiteHN (config-if)#int se0/1/1 Vao cong interface se0/1/0

SiteHN  (config-if)#ip address 113.171.3.1 | bt dia chi IP cho cong se0/1/1

255.255.255.0

SiteHN (config-if)#ip nat outside

Gan vai tro cho interface se0/1/1 la

interface outside.

SiteHN (config-if)#no shut

Bat interface

SiteHN (config-if)#exit

Chuyén vé ché d6 cau hinh Global

Configuration

SiteHN (config)#ip route 0.0.0.0 0.0.0.0 se0/1/0

Cau hinh default route

SiteHN (config)#access-list 1 permit any

Tao ACL

SiteHN (config)#ip nat inside source list 1 int

se0/1/0 overload

Tao Nat bang cach gan list 1 V6i
s0/1/1.

Overloading s€ duoc thuc thi.

interface Phuong

phap

SiteHN (config)#end

Tro vé ché do Privileged

SiteHN#write

Luu file ciu hinh

Tiép theo ta s& cau hinh GRE VPN

*Trén Router-1:

Router-1>enable

Chuyén vao ché d6 Privileged

Router-1#configure terminal

Chuyén vao ché d6 Global Configuration

Router-1(config)#int Tunnel 13

Tao va chuyén vao ché do cau hinh cho

giao dién duong ham s6 13,

Router-1(config-if)#ip address 10.1.13.1

255.255.255.0

Gan dja chi IP cho giao dién duong ham.
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Router-1(config-if)#tunnel source Gi0/0/1

Chi dinh ring giao dién nguén cho duong
ham nay la GigabitEthernet0/0/1

Router-1(config-if)#tunnel destination

113.171.3.1

Dja chi dich ctia duong ham, noi cac goi tin

s& duoc gui dén.

Router-1(config-if)#tunnel mode gre ip

Chi dinh riang giao dién duong ham s& s
dung GRE lam giao thirc dong goéi va IP

lam giao thirc van chuyén.

Router-1(config-if)#exit

V& ché do Global Configuration

Router-1(config)#int Tunnel 15

Tao va chuyén vao ché do cau hinh cho

giao dién duong ham s6 15.

Router-1(config-if)#ip address 10.1.15.1

255.255.255.0

Gan dia chi IP cho giao dién duong ham.

Router-1(config-if)#tunnel source Gi0/0/1

Chi dinh rang giao dién nguén cho dudng
ham nay la GigabitEthernet0/0/1

Router-1(config-if)#tunnel destination

113.171.5.1

Pia chi dich ctia duong ham, noi cac goi tin

s& duoc gui dén.

Router-1(config-if)#tunnel mode gre ip

Chi dinh rang giao dién duong ham s& sir
dung GRE lam giao thuc dong goi va IP

lam giao thirc van chuyén.

Router-1(config-if)#exit

Vé ché do Global Configuration

Router-1(config)#do write

Luu file cAu hinh

Bang 3.14. M6 ta cidu hinh GRE VPN trén cac Router

* Trén Router Ha Ngi:

SiteHN>enable

Chuyén vao ché do Privileged

SiteHN#configure terminal

Chuyén vao ché d6 Global

Configuration

SiteHN(config)#int Tunnel 13

Tao va chuyén vao ché do ciu
hinh cho giao dién duong ham s6
13.

SiteHN(config-if)#ip address

255.255.255.0

10.1.13.3

Gan dia chi IP cho giao dién

duong ham.

127




SiteHN(config-if)#tunnel source Se0/1/0

Chi dinh ring giao dién ngudn

cho duong ham nay 1a Se0/1/0

SiteHN(config-if)#tunnel destination 100.0.0.2

Dia chi dich cta duong ham, noi

cac goi tin s& duoc guri dén.

SiteHN(config-if)#tunnel mode gre ip

Chi dinh rang giao dién duong
hiam s& st dung GRE lam giao
thirc dong goi va IP 1am giao thuc

van chuyén.

SiteHN(config-if)#exit

Vé ché @6 Global Configuration

SiteHN(config)#int Tunnel 23

Tao va chuyén vao ché do cau
hinh cho giao dién dudng ham sé
23.

SiteHN(config-if)#ip address 10.1.23.3

255.255.255.0

Gan dia chi IP cho giao dién

duong ham.

SiteHN(config-if)#tunnel source Se0/1/0

Chi dinh rang giao dién ngudn

cho duong ham nay 1a Se0/1/0

SiteHN(config-if)#tunnel destination 200.0.0.2

Dia chi dich cua duong ham, noi

cac goi tin s& duoc gui dén.

SiteHN(config-if)#tunnel mode gre ip

Chi dinh rang giao dién duodng
ham s& st dung GRE lam giao
thire dong goi va IP lam giao thac

van chuyén.

SiteHN(config-if)#exit

Vé ché do Global Configuration

SiteHN(config)#do write

Luu file cAu hinh

* Trén Router Sai Gon:

SiteSG>enable

Chuyén vao ché do Privileged

SiteSG#configure terminal

Chuyén vao ché do6 Global

Configuration
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SiteSG (config)#int Tunnel 15

Tao va chuyén vao ché do ciu
hinh cho giao dién duong ham sé
15.

SiteSG(config-if)#ip address 10.1.15.5 255.255.255.0

Gan dia chi IP cho giao dién

duong ham.

SiteSG (config-if)#tunnel source Se0/1/1

Chi dinh riang giao dién ngudn

cho duong ham nay 1a Se0/1/1

SiteSG(config-if)#tunnel destination 100.0.0.2

Dia chi dich ctia duong ham, noi

cac goi tin s& duoc gui dén.

SiteSG(config-if)#tunnel mode gre ip

Chi dinh rang giao dién duong
ham s& sa dung GRE lam giao
thire dong goi va IP 1am giao thirc

van chuyén.

SiteSG (config-if)#exit

Vé ché do Global Configuration

SiteS(config)#int Tunnel 25

Tao va chuyén vao ché do ciu
hinh cho giao dién duong ham sé
15.

SiteSG(config-if)#ip address 10.1.25.5 255.255.255.0

Gan dia chi IP cho giao dién

duong ham.

SiteSG (config-if)#tunnel source Se0/1/1

Chi dinh riang giao dién nguén

cho duong ham nay l1a Se0/1/1

SiteSG(config-if)#tunnel destination 200.0.0.2

Pia chi dich ctia duong ham, noi

c4c goi tin s& duoc gui dén.

SiteSG(config-if)#tunnel mode gre ip

Chi dinh rang giao dién duong
ham s& st dung GRE lam giao
thirc dong goi va IP lam giao thirc

van chuyén.

SiteSG(config-if)#exit

Vé ché do Global Configuration

SiteSG(config)#do write

Luu file cAu hinh
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* Trén Route-2:

Router-1>enable Chuyén vao ché d6 Privileged
Router-1#configure terminal Chuyén vao ché d6 Global Configuration
Router-1(config)#int Tunnel 23 Tao va chuyén vao ché do cau hinh cho

giao dién dudng ham s6 23.

Router-1(config-if)#ip address 10.1.23.1

Gan dja chi IP cho giao dién duong ham.
255.255.255.0

Router-1(config-if)#tunnel source Gi0/0/1 | Chi dinh rang giao dién nguén cho dwdng
ham nay la GigabitEthernet0/0/1

Router-1(config-if)#tunnel destination | Pia chi dich cua dudng ham, noi cac géi tin
113.171.3.1 s& duoc guri dén.
Router-1(config-if)#tunnel mode gre ip Chi dinh rang giao dién duong ham s& sir

dung GRE lam giao thic dong goi va IP

lam giao thirc van chuyén.

Router-1(config-if)#exit Vé ché d6 Global Configuration

Router-1(config)#int Tunnel 25 Tao va chuyén vao ché do ciu hinh cho

giao dién duong ham s 15.

Router-1(config-if)#ip address 10.1.25.1 | Gan dia chi IP cho giao dién duong ham.
255.255.255.0

Router-1(config-if)#tunnel source Gi0/0/1 | Chi dinh rang giao dién ngudn cho duong
ham nay la GigabitEthernet0/0/1

Router-1(config-if)#tunnel destination | Pia chi dich cua dudng ham, noi cac géi tin
113.171.5.1 s& duoc guri dén.
Router-1(config-if)#tunnel mode gre ip Chi dinh rang giao dién duong ham s& sir

dung GRE lam giao thic dong goi va IP

lam giao thirc van chuyén.

Router-1(config-if)#exit Vé ché do Global Configuration

Router-1(config)#do write Luu file cau hinh

3.2.Van hanh va kiém thir
Sau khi lap dat va cau hinh céc thiét bi, ta s& tién hanh kiém tht cac giao thirc va dich

vu di cu hinh
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3.2.1. Kiém thir cAu hinh VTP
Trén SW-Core-1, sau khi ciu hinh xong ta kiém tra bang Iénh: “show vtp status” va
“show VLAN” dé kiém tra, ta dugc cac VLAN 10 dén 70, vtp & ché do Server:

SW-Core-1l#show vtp sta
SW-Core-1l#show vtp status

VTP Version capable : 1 to 2

VTP version running : 1

VTP Domain Name : tecapro

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled
Device ID : 0001.642C.3500

Configuration last modified by 0.0.0.0 at 3-1-93 00:00:00
Local updater ID is 10.10.1.1 on interface V1l (lowest numbered VLAN interface found

Feature VLAN :

VTP Operating Mode i Server
Maximum VLANs supported locally : 1005
Number of existing VLANs : 12
Configuration Revision : 222
MD5 digest : 0x7B O0x7F OxFE 0xl12 0x55 0x59 0x5C 0xDE
0xC3 0x56 0xA4 0x66 0x0D OxA3 0x43 0xE3
B Sw-Core-1
Physical Config CLI Aftributes
10§ Command Line Interface
10 ketoan active
20 kinhdoanh active
30 nhansu active
40 server active
50 IT-KT active
60 tang2 active
70 guest active
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active

Hinh 3.31. Kiém thir cAu hinh VTP

Trén SW-Core-2 va cac SW access, ta ciing kiém tra bang lénh: “show vtp status” va
“show VLAN” d¢ kiém tra, ta duogc cac VLAN 10 dén 70, nhung vtp & ché do client:

¥ s5w-Core-2
Physical Config _CLI_ Aftributes

105 Command Line Interface
UXCS UXOU URAT UXUU UAUD URRS UXTS UXED

SW-Core-2#sh vtp status
SW-Core-2#sh vtp status

TP Version capable : 1 to 2
VTP version running 01

VTP Domain Name : tecapro
VTP Pruning Mode Disabled

VTP Traps Generation Disabled
Device ID i 0001.43CA.72E0
Configuration last modified by 0.0.0.0 at 3-1-93 00:00:00

Feature VLAN :

VTP Operating Mode : Client

Maximum VLANs supported locally : 1005

Number of existing VLANs : 12

Configuration Revision 222

MD5 digest : 0x7B 0x7F OxFE 0x12 0x55 0x59 0x5C 0xDE

0xC3 0x56 0xA4 0x66 0x0D 0xA3 0x43 OxE3

CW_ 04

¥ sw-Core-2
Physical Config CLI Attributes
10S Command Line

10 ketoan active
20 kinhdoanh active
30 nhansu active
40 server active
50 IT-KT active
60 tang2 active
70 guest active
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3.2.2. Kiém thir cau hinh trunking
- Pau tién, ta s& kiém tra trunking cac port ndi giira switch core va switch access, ta
kiém tra bang lénh: “show ip interface brief” va “show run”, ta thiy cac cong ndi
giita 2 switch core va cc switch access di duoc up, dong thoi cac cong da bat mode

trunk.

® sw-Core-1

Physical Config _CLI_ Aftributes

10S Command Line Interface

[OK]

ol Cora ddob S it boiof

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl/0/1 unassigned YES NVRAM up up
GilgabitEthernetl/0/2 unassigned YES NVRAM up up
GigabitEthernetl/0/3 unassigned YES NVEAM up up
GigabitEthernetl/0/4 unassigned YES NVRAM up up
GigabitEthernetl/0/5 unassigned YES NVEAM up up
GigabitEthernetl/0/6 unassigned YES NVRAM up up
GigabitEthernetl/0/7 unassigned YES NVRAM up up
GlgabitEthernetl/0/3 unassigned YES NVRAM down down
GigabitEthernetl/0/9 unassigned YES NVRAM down down
GigabitEthernetl/0/10 unassigned YES NVRAM down down
GigabitEthernet1/0/11 unassigned YES NVRAM down down
GigabitEthernetl/0/12 unassigned YES NVRAM down down
GigabitEthernet1/0/13 unassigned YES NVRAM down down
GigabitEthernetl/0/14 unassigned YES NVRAM down down
GigabitEthernetl1/0/15 unassigned YES NVRAM down down
GigabitEthernetl/0/16 unassigned YES NVRAM down down
GigabitEthernetl/0/17 unassigned YES NVEAM down down
GigabitEthernetl/0/18 unassigned YES NVEAM down down
GigabitEthernetl/0/19 unassigned YES NVEAM down down
GigabitEthernetl/0/20 unassigned YES NVRAM down down
GigabitEthernetl1/0/21 unassigned YES NVRAM down down

Hinh 3.32. Kiém thir ciu hinh trunking
Tiép theo, ta dung lénh: “show ip interface brief” va “show vlan”, ta thiy cac cong
ndi giita server, wireless va switch access di duoc up, dong thoi vian 40 da dugc gan cho

server, vlan 10 da gan gan cho cac cong cua switch ké toan, .. .:

® sw-server
Physical Config _CLI_ Aftributes
108 Command Line Interface

W=STIVETF
SW-Server#sh ip int br
= 2

Interface IP-Address OK? Method Status Protocol
FastEthernet0/1 unassigned YES manual up up
FastEthernet0/2 assigned YES manual up up
FastEthernet0/3 igned YES manual up up
FastkChernetl/4 UDSSSlgﬂEd YE! manual down down
FastEthernet0/5 unassigned YES manual down down
FastEthernet(/& unassigned YES manual down down
FastEthernet0/7 unassigned YES manual down down
FastEthernet0/8 unassigned YES manual down down
FastEthernet0/9 unassigned YES manual down down
FastEthernet0/10 unassigned YES manual down down
FastEthernet0/11 unassigned YES manual down down
FastEthernet0/12 unassigned YES manual down down
FastEthernet0/13 unassigned YES manual down down
FastEthernet0/14 unassigned YES manual down down
FastEthernet0/15 unassigned YES manual down down
FastEthernet0/16 unassigned YES manual down down
FastEthernet0/17 unassigned YES manual down down
FastEthernet0/18 unassigned YES manual down down
FastEthernet0/19 unassigned YES manual down down
FastEthernet0/20 unassigned YES manual down down
FastEthernet0/21 unassigned YES manual down down
FastEthernet0/22 unassigned YES manual down down
FastEthernet0/23 unassigned YES manual down down
EactEch o/24 o ignad E wal o o
GigabitEthernet0/1 unassigned YES manual up up
GigabitEthernet0/2 unassigned YES manual up up

TanT T Igned TES manoal a T .

B sw-Server

Physical Config CLI Aftributes

105 Command Line Inte

10 ketoan active
20 kinhdoanh active
30 nhansu active
40 server active Fal/2
50 IT-KT active
60 tang? active
70 guest active
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3.2.3. Kiém thir cAu hinh rapid spaning-tree protocol, portfast, portfast trunk

- Tasir dung lénh: “show run” va “show spanning-tree” dé kiém tra trén 2 SW-Core:

® sw-Core-1

Physical Config CLI Attributes

10S Command Line Interface

spanning-tree mode rapid-pvst
spanning-tree wvlan 1,10,20,30,40 priority 24576
spanning-tree vlan 50,60,70 priority 28672

B T AT DS ISR VP

Hinh 3.33. Kiém thir cau hinh rapid spaning-tree protocol

- Céac Switch Access, ta sir dung lénh: “show run” dé kiém tra cau hinh Spanning-Tree

va cau hinh céc portfast, portfast trunk

2 SW-IT_KT

Physical Config CLI  Attributes

108 Command Line Interface

!
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
interface FastEthernet0/1
switchport access wvlan 50
spanning-tree portfast
spanning-tree bpduguard enable
!
interface FastEthernet0/2
switchport access vlan 50
spanning-tree portfast
spanning-tree bpduguard enable
!
interface FastEthernet0/3
switchport mode trunk
spanning-tree portfast trunk

spanning-tree bpduguard enable
!

Hinh 3.34. Kiém thir cAu hinh portfast, portfast trunk

3.2.4. Kiém thir cAu hinh Etherchanel

- Sau khi cau hinh xong, ta st dung 1énh: “show etherchannel summary” va “show

interfaces status” dé kiém tra: Ta thay rang ca 2 Switch Core déu c6 port Pol (RU-port

layer 3, in use), déu chay giao thitc LACP, céc port thanh vién Gig1/0/22-23(P)-in port

channel, ta ciing thiy port Po1, port thanh vién Gig1/0/22-23 déu connected -> thanh cong
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® sw-Care-1
Physical Config _CLI_ Aftributes

108 Command Line Interface

SW-Core-1# sh et
SW-Core-1%# sh etherchannel s
SW-Core-1% sh etherchannel summary

- unsuitable for bundling
- waiting to be aggregated
- default port

Flags: D - down P - in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 8 - Layer2
U - in use f - failed to allocate aggregator
u
W
d

Number of channel-groups in use: 1
Number of aggregators: 1

Group Port-channel Protocol Ports
+

|1 Pol (RU) LACP  Gigl/0/22(P) Gigl/0/23(P) I

Hinh 3.35. Kiém thir cAu hinh Etherchanel
3.2.5. Kiém thir cap dia chi IP

- Sau khi cau hinh IP trén 2 Switch Core, ta dung Iénh “show ip interface brief” dé
kiém tra va thay cac VLAN va port Pol di duoc cap IP, va ta dung lénh: “ping
10.0.12.2” trén 2 SW-Core dé kiém tra:

® sw-core1
Physical  Config _CLI_ Aftribudes

108 Command Line Interface

I Port-channell 10.0.12.1 YES manual up up I
GigabitEthernet1/0/2 unassigned NVERM up up
GigabitEthernetl/0/3 unassigned NVRAM up

unassigned HVRAM up
unassigned NVEAM up
unassigned NVRAM up
unassigned up
unassigned down
unassigned down
unassigned down
unassigned down
unassigned down
unassigned down
thernet1/0/14 unassigned down
thernetl/0/15 unassigned down
GigabitEthernetl/0/16 unassigned down
GigabitEthernetl/0/17 unassigned down
GigabitEthernetl/0/18 unassigned down
GigabitEthernet1/0/1% unassigned down
unassigned down
unassigned down
unassigned up
unassigned up
10.0.1.2 manual down down
unassigned NVEAM down down
unassigned NVEAM  down down
GigabitEthernetl/1/3 unassigned NVEAM down down
GigabicErherpacl/i/0 4 igned ES NUBLM ooy o
vlanl 10.10.1.1 YES manual up up
Vlanl0 0. YES manual up up
v1an20 YES manual up up
V1lan30 YES manual up up

(B SW-Core-1

Physical Config CLI Aftributes

10S Command Line Interface

SW-Core-1#
SW-Core-1l#ping 10.0.12.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.12.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms

Hinh 3.36. Kiém thir cap dia chi IP cho cac VLAN trén cac Switch

Twong tw ddi véi Router:

¥ Router-1
Physical Config _CLI  Adtributes

108 Command Line Interface

interface GigabitEthernet0/0/0

ip address 10.0.1.1 255.255.255.0
duplex auto

speed auto

interface GigabitEthernet0/0/1

ip address 100.0.0.2 255.255.255.0
duplex auto

speed auto

1
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¥ Router-1

Physical Config CLI Attributes

105 Command Line Interface

ROUCET - I¥F
Router-1#ping 10.0.1.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.1.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms

Hinh 3.37. Kiém thir cAp dia chi IP cho cac VLAN trén cac Router
- Cubdi cung ta dung Switch-Core va sir dung Iénh: “ping 10.10.40.100” va “ping

10.10.1.100” dé ping kiém tra dia chi IP ctua Server va Wireless

¥ sw-Core-1

Physical Config CLI  Affributes

10S Command Line Interface

W=COTE—I¥

SW-Core-1l#ping 10.10.40.100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.10.40.100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms
SW-Core-l#ping 10.10.1.100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.10.1.100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms

3.2.6. Kiém thir cAu hinh HSRP
- Sau khi ciu hinh xong trén 2 SW-Core, ta str dung lénh: “show standby” dé kiém tra:

od ® sw-core2 - o x

Physical  Config _GUI_ Afrbutes

Physical Config _CLI_ Afiributes

103 Command Line Interface 108 Command Line Inferface

rnet1/0/24 state Up decrement 10

rnet1/0/24 state Up decrement 10
ault)

hange 08:27:23

Hinh 3.38. Kiém thir cau hinh HSRP
- O day ta s& so sanh thir 3 VLAN ¢ trén 2 SW-Core, c6 thé thdy VLAN 1 & SW-Core-
1 1a active, nhung khi qua SW-Core-2 thi la standby, ca VLAN 10 va 20 ciing vay ->
thanh cong
- Ta thtr shutdown port Gi1/0/24 trén SW-Core-1 dé kiém tra xem quyén active cua
VLAN 1, 10, 20, 30, 40 c6 chuyén sang Core 2 khong, ta ding Iénh: “show standby”
dé kiém tra: Ta c6 thé thay rang sau khi shutdown cong thi Iénh preempt va lénh track

da dugc thi hanh ngay luc do, lic nay VLAN 1, 10, 20 trén core-1 da bi trir priority,
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track cua cong Gil/0/24 da bi down, Iic nay priority trén core 1 12 95 s& thap hon
priority trén core 2 1a 105 va di tré thanh standby, va quyén active da dugc chuyén sang

cho core-2.

® sw-com 1 - o x |®
Physical Config _CLI_ Alributes Physicl Config _CLI_ Aftributes

105 Commend 105 Command Line interface

vlanl - Group L

SW_Core—l1#sh standb:
Vlanl - Group L
State is Standby
T TETE I, TR T S TA T IO
virtual IP address is 10.10.1.3
Active virtual MAC address is 0000.0C07.ACO1
Local wirtual MAC address is 0000.0C07.ACO1 (vl default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.238 secs
Preemption enabled
Active router is 10.10.1.2, priority 100 (expires in 7 sec)
MAC address is 0000.0C07.ACOL
standby router is local
Priority 95 (configured 105)
Track interface GigabitEthernetl/0/24 state Down decrement 10
BTOUD TAME 15 TEID )
vlanl0 - Group 1
State is Standby

- L U 00:01:17
virtual Ip address is 10.10.1.3
Active wirtual MAC address is 0000.0C07.ACOL
al MAC address is 0000. ACO1 (vl default)
sec, hold time 10 sec
Next hello sent in 1.151 secs
Preemption enabled
Rctive router is local
Standby router is 10.10.1.1, priority 95 (expires in 7 sec)
Priority 100 (default 100)
=] (default)

vlanlo - Group 1
State is Ac

state change 00:01:18
is 10.10.10.3

Virtual IP addr
Active virtual MAC address is 0000. ucuf AEUL

~ ate change 00:01:36
Virtual IP address is ll} 10.10.3
active virtual MAC address is 0000.0C07.ACOL

Local virtual MAC address is 0000.0€07.ACOL (vl default}
Hello tis 3 sec, hold time 10 sec

Mext hello sent in 1.091 secs
Preemption enablsd
Active router is 10.10.10.2, pricrity 100 (expires in 8 sec)

MAT address is 0000.0C07.ACDL
Standby router is local
Priority 95 (configqured 108)

Track interface GigapitEthernetl/0/24 state Down decrement 10
wﬂ:‘:‘:“_“gf;;i“‘w Vi1 (default) Rotive virteal MAc address is 6000.0
St _ Local virtual MAC address is D000
Copy Paste Copy Pasta

Local virtual MAC address is 0000.
Hello time 3 sec, hold time 10 sec
Next hello sent in 1.815 secs

Preemption enabled
Active router is local
Standby router is 10.10.10.1, priority 95 (expires in 8 sec)
Priority 100 (defaplt 100)
Group name is hsrp-J1l-1 (default)

Vlan20 - Group 1
State is Active

.AC01 (vl default)

> st state r‘T‘angE 00:01:18
Virtual IP address iz 10.10.20.

7.ac01
7.AC01 (vl default)

Owp Owe

- Va khi ta bat lai port trén core-1 thi core-1 s& lay lai quyén active cua cac VLAN 1,
10, 20, 30, 40.

€ ® sw-Core-2 - o x

Physical  Coafig _CLI_ Afiibutes Physical Config _CLI_ Afiributes

105 Command Line Inferface 105 Command Line Inferface

|Vlan1 - Group 1 WCCER=ZFAn BTand
State is Active f — o
mmmrml,tate change 09:27:14 vlanl - Group L
virtual IP address is 10.10.1.3 State is Standby
Active virtual MAC address is 0000.0C07.AC01
Local virtual MAC address is 0000.0C07.AC01 (vl default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 2.556 secs
Preemption enabled
Active router is local
Standby router is 10.10.1.2
Priority 105 (configured 105) Active router is 10.10.1.1
Track 1rkt1fa(c GigabitEthernerl/0/24 state Up decrement 10 Standby router is local
V11-1 (default) Priority 100 (default 100)

N
vlanl0 - Group 1 | 1-1 (defaulr)
State is Active
T STate changes, last state change 09:27:22

Virtual IP address is 10.10.10.3
Active virtual MAC address is 0

Local virtual MAC address is owo 0C07.AC 01 (vl default) Active virtual HAC address is 0000.0C07.ACOL
Hello time 3 sec, hold time 10 sec Local virtual MAC address is 0000.0C07.ACO1 (vl default)

Next hello n 0.51 secs Hello time 3 sec, hold time 10 sec
Preemption enablec Next hello sent in 0.763 secs
Active router is local Freemption D“i\ﬁltd'

Standby router is 10.10.10.2 Active router is 10.10.10
Priority 105 (configured 105) Standby router is local

Track interface GigabitEthernerl/0/24 state Up decrement 10 Priority mﬂ (default 100)
1-1 (default) 5 -V11-1 (default)

t state change 08:40:21
virtual 1p address is 10.10.1.3
Active virtual MAC address is 0000.0C07.ACO1

local virtual MAC address iz 0000.0C07.ACO1 (vl default)
Hello time 3 sec, hold time 10 sec

Next hello sent in 2.538 secs
Preemption enabled

anld — l:rollp 1
state is Standby

st state change 09:40:21
virtual IP address is 10.10.10.3

an20 - Group 5
State is Standby

Vlan20 - Group 1

[ State is Actiwve
last state ChangP 09:40:21

‘Jlrtnal 1P Eddre*s is 10.10.20.
Active virtual MAC address is OCDD.UCC?.ACOI
1omal el 10 800 0onT aent

T, last state changc 09:27:23
VuLual 1P address is 10.10.20.
Active virtual MAC address is U'JU,‘.UC‘.U.:'\\,UL

1 1oy

Copy Paste Cogy. Paste

0 Top Top

3.2.7. Kiém thir cAu hinh dinh tuyén EIGRP
- Sau khi ciu hinh xong ta diing lénh: “show ip route eigrp” dé kiém tra: ta c6 thé thay
trén 2 router da hoc duoc cac I6p mang VLAN, I6p mang gitra 2 SW-Core:
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¥ Router-1
Physical Config _CLI_ Aftributes

10S Command Line Interface

Router-1>en
Router h ip rou
Router-1#: oute ei
Router-1#s 1te eigrp

10.0 5 variably
D 0
D )/0
D 2 GigabitEthernet0/0/0
D 90 > 2 43, GigabitEthernet0/0/0
D 10.10.30.0/24 [90/25625856 2 4 GigabitEthernet0/0/0
D 2 2562 2 GigabitEthernet(
D 2562 2 gabitEthernet
D 0.10. 2562 2 4 gabitEt
D 0.10.70.0 90/25625856 2 43, GigabitEthernet0/0/0

Hinh 3.39. Kiém thir cu hinh dinh tuyén EIGRP

3.2.8. Kiém thir dich vu Domain Controller
- Sau khi cai dit xong, Server s& yéu cau ta Restart may, va day 1a giao dién sau khi

nang cap Ién Domain Controller: Server s& 1&n quyén Administrator kém theo tén
Domain.

TECAPRO\Administrator
EC

6 TECAPROVAdministrator

Hinh 3.40. Kiém thir dich vau Domain Controller

3.2.9. Kiém thir viéc tao cac User

- Sau khi tao xong User:

New Object - User X

3 Y Create in:  tecapro.com.vn/TECAPRO

When you dlick Finish, the following object will be created:
Full name: ketoan1
User logon name: ki1 @tecapro.com.vn

The user must change the password at next logon

<Back Finish Cancel
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r Name Type Description
HEIT-KITHUAT  Security Group ..

Eg KETOAN Security Group ..

pdeetoan__User |
82 KINHDOANH ~ Security Group ..

H2 NHANSU Security Group .
5{5 TANG2 Security Group ..

Hinh 3.41. Kiém thir viéc tao user

3.2.10. Kiém thir join c&c user vao Domain
- Man hinh dang nhap cua client sau khi join vao domain

Other user

Hinh 3.42. Kiém thir viéc join cac client vao domain

- LUc nay ta s& dang nhap vao client bang user di duoc tao trén server

Other user

- Sau khi dding nhap hé thdng sé& yéu cau dbi password
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Other user

The user's password must be changed before signing .

[ e

- Ta tao password mai véi du do phac tap

- Thay d6i password thanh céng

Other user

Your password has been changed

(]

- Tuong ty, ta ciing s& join domain cho céc client khac va dang nhap bang nhap bang

cac user da tao.
3.2.11.Kiém thir dich vu cap DHCP

- Sau khi c4u hinh xong, ta qua céc client mdi phong dé cap IP cho cic may. PAu tién,

chuyén vé dang cip IP dong
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Internet Protocol Version 4 (TCP/IPv4) Properties X

General Alternate Configuration
You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Obtain an IP address automatically

) Use the following IP address:

Obtain DNS server address automatically

Use the following DNS server addresses:

gs upon exit Advanced...

Cancel

- Vao Command Prompt, sir dung Iénh ipconfig /release, va ipconfig /renew dé reset
va xin cap IP
Phong IT-KT: dd dugc cap IP 10.10.50.11 thanh cong

Command Prompt

Connection- -
Link-local IPv6 Addre P : feB0::d87:97c9:a8c8: f847%4
Default Gateway . . . . 2

Ethernet adapter Bluetooth Network Connection:

Media State oo . - : Media disconnected
Connection

C:\Users\IT1>ipconfig /renew
Windows IP Configuration
Mo operation can be performed on Bluetooth Network Connection while it has its media disconnected.
Ethernet adapter LAN IT 10.10.50.@ (VM5)
tecapro.com.vn
97c9:a8c8: f847%4

IPv4 Add

Subnet Mask . . .

Default Gateway .

Ethernet adapter Bluetooth Network Connection

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS

Hinh 3.43. Kiém thir cAp DHCP cho céc client
Tuong tu, Phong Ké Toan: di duoc cap IP 10.10.10.16 thanh cong

Command Prompt - a X
Ethernet adapter LAN KETOAN 10.10.1@

Connection-specific DNS Suffix

Link-local IPv6 Addr

Default Gateway . . . .

Ethernet adapter Bluetooth Network Connection

Media State . . . . . . . . . .. Media disconnected
Connection-specific S Suf :

T1>ipconfig /renew

[Windows IP Configuration

No operation can be performed on Bluetooth Network Connection while it has its media disconnected.

Ethernet adapter LAN KETOAN 1.

Connection-specifi Suffix . _com.vn
Link-local IPv6 Address . . . . . : fe80::6 fef8:52e:1a5d%3
IPv4 Addr

Subnet Mask . . .

Default Gateway . . .

Ethernet adapter Bluetooth Network Connection

Media State . . . . . . . . . .. Media disconnected
Connection-specific DNS Suffix

Phong Nhan sy: di duoc cap IP 10.10.30.11 thanh cong
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E¥ Command Prompt

1>ipconfig

s IP Configuration

No operation can be per

Ethernet adapter |

Connecti spe

rmed on Bluetooth Network Connection while it has its media disconnecte
a(vM5)

: tecapro.com

Link-local IPv6 : fe! :84d1:a811
3.11

Subnet Mask .

Def at

3.2.12. Kiém thir dich vu DNS Server
Cai Web Server (IIS) dé test dich vu

.. Add Roles and Features Wizard - [m}

DESTINATION SERVER
Server.tecapro.comun

Installation progress

View installation progress

@ reatureinstallation

1 started on Server.tecapro.comwn

Web Server (I1S)
FTP Server
FTP Extensibility
FTP Service
Management Tools
IS Management Console
Web Server
‘Common HTTP Features
WebDAV Publishing
Default Document

Directory Browsing

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details

Export configuration settings

Trén Server ta truy cap vao 10.10..40.100 va www.tecapro.com.vn

D) 15 Wingows server x | F

<« O 10.10.40.100

B8 Windows Server

D Not secur

Internet Information Services

Bienvenue

&£32# Benvenuto .

£ 2 W Bienvenido Hos geldiniz

12

Kohixg

Vitefte  OpigaTe o+ Udvozoljuk

Velkommen
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D) 115 Windows Server

tsecurp  www.tecapro.comvn

B8 Windows Server

Internet Information Services

Welcome Bienvenue  Tervetuloa
#3c# Benvenuto ¥
£ 3 WPl Bienvenido Hos geldiniz v o33

Bem-vindo

xanosars | UIAVOZOIUK

Lase W@

Wwillkommen Velkemmen

Hinh 3.44. Kiém thir dich vu DNS Server

3.2.13.Kiém thir cAu hinh NAT

- Sau khi cau hinh xong, ta chuyén qua cac may client dé ping ki

Iénh: “ping 8.8.8.8”, va “ping google.com”

B8 Command Prompt

re:

>ping 8.8.8.8

, Maximum = 44ms,

1>ping googl

ply from
ply from 2

for

TTL=115
@ms TTL=115

216

4, Re:

nd trip times in milli-s

O | a vouue-sewrn
(= C

= EBYoulube
@ Home

8 shoris
& subscriptions
B Yo
D History
Signintolike
comment, and subscribe.

@ signin
Explore
@ Teending
& Music

Gaming

=]
= ]

L Type here to search

Maximum = 86ms, Av

R @ osq-voutuve x [+

wwwyoutube.com

nhacj X Q

-

D s

n Shorts  Videos  Unwatched  Watched  Recentlyuploaded  Live Filters

MV ca nhac

Sponsored "

EDM TikTok Hay 2024 2 BXH Nhac Tré Remix Hay Nhat
Hién Nay - Top 15 Ban EDM TikTok Hot Nhat 2024

Hinh 3.45. Kiém thir cAu hinh NAT
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3.2.14.Kiém thir chinh sach GPO
Sau khi tao céac chinh sach, ta s& kiém tra thi 1 chinh sach:
- O may client, ta sign out user hién tai va lon in lai, an t6 hop phim Windows + R

g6 regedit dé truy cap nhanh vao Registry

Type the name of a program, folder, document, or Internet
==  resource, and Windows will open it for you.

Open: l regedit{

- Tathdy ring no da bi khoa. Nhu vay ta d3 cdm nguoi dung truy cap vao Registry

dé chinh stra -> thanh cong .

K

u

S
2

Hinh 3.46. Kiém thir chinh sach GPO Block Registry

3.2.15.Kiém thir cau hinh Wireless
- Dé test Wifi, ta s& dung 1 chiéc laptop gan card Wifi dé test, vao tab Config -> chon
Wireless:
o Authentication: chon WPA2
o SSID: IT-KT
o UserID:I1T01
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o Password: 1234 -> Enter

wen ——— \ ~ rwer Wuawze  omruy o
2 \
VLANSO —— N i o
PC2 Bl A Gion E%T 7 %,
o

= '~ .
/,-—v;m*, Router-1

3

~
= S~ao_ Gi02
| Access Point1 =
Laptop0 LT
i, cooo
Wit 5
] 1002024 Router-2
KETOAN
VLAN10 D—-g/i,/fsm;n
Pe21
]
-
y &
KINHDOANH prad SW-Gi
VLAN20 Q‘_‘___I Y/ 1
- A oo8nh = NHANSU GEer vumm\ Access Point3
¥ Laptop0 - 0 x

Physicel _Config | Desklop  Programming  Atributes

GLOBAL Wireless0
Settings _ P Bon
Algorithm Settings | | g g 1 Mbp
INTERFACE MAC Address 0001.C964.2086
WirelessQ SsID IT-KT

Bluetooth
Authentication

Disabled ) WEP WEP Key
) WPA-PSK ) WPAZ-PSK PSK Pass Phrase
User 1D m
Password 1234
O 802.1X Method MD!
User Name
Password
Encryption Type AES

O wpa O wpa2

IP Configuration
O DHCP

) Static

1Pv4 Address 0105015
Subnet Mask 255.255.2

IPv6 Configuration

© Automatic

O Static

IPv6 Address

Link Local Address: FES0: 201:C3FF:-FEB4:2DB6

OTop

rasswora
Encryption Type AES v

IP Configuration

© DHCP

() Static

IPv4 Address 10.10.50.17
Subnet Mask 2552552550

IPv6 Configuration

© Automatic

() Static

IPv6 Address /
Link Local Address: FE80::201:C9FF:FEG4:2DB6

Hinh 3.47. Kiém thir diing nhap Wireless bang 802.1x
Ta c6 thé thiy laptop da két nbi duoc véi Access Point 3 va da duoc cap IP theo VLAN

cuaa phong IT -> thanh cong

- Tuong ty, ta ciing & dung 1 chiéc laptop dé test chung thuc PSK, chon kiéu xac
thuc WPA2-PSK, SSID: KeToan va nhap mat khau:
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[
SERVER: VLAN40 oo
Wireless LAN\qnlmHerW

i
2 it
g\.\ 3 M / m\\\“\\m“
—_— ant
pE !\\\ W

00 4
Wireless LAN Controfierg

AW
IT- KT \\\\\\\\\\\“
t =,
VLANS0 it
\n\\\\\“‘"'
W/ 3

Access Point1

P
e
A\

=

Laptop0

¥ Laptop0

Physical Conflg Desktop

i
R
== \
mn\\\\“”ﬁ‘\

s T — Gi0/1 T
—//f—d'__“ \
SW-IT_KT "~ N\

\s
. \\m\m\“é\IV—Se?t@L.\

et

GLOBAL
— irtt‘ I:S’QSm Port Status
gorithm Settings Bandwidth
INTERFACE MAC Address
WirelessO ssID
Bluetooth
Authentication
) Disabled
) WPA-PSK
O WPA
) 802.1X

Encryption Type

Programming  Aftributes

) WEP
© WPA2-PSK

() WPA2

Method

A
\\

Gio/2
N,

Gi0/
~

\)
m\\\‘“‘“\\
A

/(
-
] r—
PR
g

W .
ccess Paigt2

-~
~ 1)
,A X I/

~~__ Gi02 Ne”
-~
~~o 7N 3 ) a3\
~— o Rat /1 100
= =] x
WirelessO
@ on
300 Mbps
0001.C964 2DB6
KeToan
WEP Key
PSK Pass Phrase  ketoan2024|
User ID
Password
MD5
User Name
Password
AES

IP Configuration
© DHCP

O Static

IPv4 Address
Subnet Mask

10.10.10.19
255 2552550

IPv6 Configuration
© Automatic

O Static

IPv6 Address

[ Top

Link Local Address. FE80..201.C9FF .FE64.2DB6

IP Configuration
O DHCP

() Static

IPv4 Address
Subnet Mask

10.10.10.19
255.255.255.0

IPv6 Configuration
© Automatic

() Static

IPv6 Address

Link Local Address: FES0::201:CO9FF-FEG4:2DB6

Hinh 3.48. Kiém thir ding nhap Wireless biang PSK

Ta c6 thé thiy laptop da két ndi duoc voi Access Point 2 va da duoc cap IP theo VLAN

ctuia phong ké toan theo xac thuc PSK -> thanh cong

- Cudi cuing, ta s& test chung thuc open, chon kiéu xac thuc Disabled, SSID: Guest va

khodng nhap mat khau, ta s& thay laptop di nhan dc IP cua Vlan 70
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IP Configuration
© DHCP
() Static
IPv4 Address 10.10.70.14
Subnet Mask

IPvE Configuration

O Automatic

O static

IPv6 Address

Link Local Address: FE80::201:C9FF:FEG4:2DB6

Hinh 3.49. Kiém thir ding nhap Wireless bang Open

3.2.16. Kiém thir cau hinh Access List
Sau khi cau hinh xong, ta s& ding lénh “ping” dé kiém tra

- Clinet IT ping dugc vao Server -> thanh cong

¥ pct = =] X

Physical Config Deskiop Programming  Attributes

[Command Prompt

10.40.100
.40.100 with 32 byt

ut.

0.40.100:
.10.40.100
.10.40.100:

or 10.10.40.100:
4, i
ri in milli

Oms, Av

.40.100:
.40.100:
.100:
.100:

Hinh 3.50. Kiém thir cAu hinh Access List

- Wirreless ping duoc Server -> thanh céng
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B Server - [m] X

Physical Config Services Desktop  Programming  Aftributes

of

in milli-
Oms, Maximum = Oms, Aver = Oms

Minimum

10.10.1.100
.10.1.100 with 32 bytes of data:

Reply from 10.10.1.100: tes=32 time<lms
R i .1.100 2 time<In
.1.100: 2 time<lms
.1.100: b 2 time=In

(0%
in milli-
= Oms, Maximum = lms, Aver

- Guest khéng truy cap duoc vao mang ndi bo cong ty -> thanh cong

¥ Laptopo = [u] x

Physical Config Deskiop Programming Aftributes

[Command Prompt

in milli
¢ximum = 10ms, Aver

with 32 byt
tination
unreachat

4 (100%

tination
tination
tination unreachat
tination unreachat

4 (100%

3.2.17.Kiém thir dich vu Web Server

O may client ta sir dung Web Browser dé truy cap thtr ten mién tecapro.com.vn
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Physical Config _Deskiop  Programming  Aftributes

< > URL hiipacapro comvr| Go Stop

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open

Quick Links:

Top

Hinh 3.51. Kiém thir dich vu Web Server

3.2.18.Kiém thir dich vu Mail Server

- Ta vao Client cua ké toan chon vao muc Email va dién cac thong tin:

B pc21 = o X

Physical Config _Deskiop_ Programming  Aftributes

[Configure Wail

User Information

Your Name:  KeToan-1

Email Address. ketoan1@tecapro.com
Server Information

Incoming Mail Server tecapro com vn
Outgoing Mail Server tecapro.comvn
Logen Information

User Name: ~ ketoan1

Password weed

Save Remove Clear Resel

Top

- VAo muc Compose dé soan 1 email va nhan send
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Physical Config _Deskiop  Programming  Afiributes.

To kinhdoanh @tecapro. com

Send
Subject: test

Test email

Top

Ta vao client kinh doanh tao mét tai khoan email dé nhan mail, ltc nay ta thay tai

khoan mail cua kinh doanh di nhan dugc mail caa ké toan

¥ rco

Physical Config _Deskiop _ Programming  Aftributes

MAIL BROWSER

Mails

Compose Reply Receive Delete Configure Mail

From Subject Recewed

1 ketoan1@lecapro com test Thu Dec 16 2021 00:32:12

Receiving mail from POP3 Server tecapro.com wn

DNS resolving. Resohing name. tecapro.comvn
querying lo DNS Server: 10.10.40.100 DNS resolved ip
address” 10 10.40 100

Receve Mail Success.

Top

Ta sir thir guri thém 1 email vé lai cho tai khoan ké toan, chon Reply dé tra 10i tin
nhan va nhan Send

[ ercn
Physicsl Config _Deskiop  Programming  Alroutes
e _________________________[
To ketoanig@tecapra com

Send
Subject RE test

oK

Suggect - Test
|| From . ketoan1@ecapro com
|| Sent:Thu Dec 16 2021 003212

Test email

Top
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- O mail ké toan ciing nhan duoc mail kinh doanh gui qua -> thanh cong

® oo

Physical Canfig _Desktop | Programming _Afributes Physical Coaflg _Deskiop | Programming _ Atmibues

Configure Mail Compose Reply Raceive Delsta Configure Mai
Received From Subject Recenved
Thu Dee 16 2021 00.37.02 1 keloani@ecapro.com  lest Thu Dec 162021 003212

Sont - Th Dec 16 2021 00:37.02

0K

Subject  test
From - ketoani@@ecapro.com
Sent - Thu Dec 16 2021 00:3212

Test ema

Sending mai ta kstoan | @tscapro.com v , with subject | RE- test . Mil Server.
™

iacapro com
DNS resoling. Resohing name: fecapro.com.vn by querying fo DHS Server
10.10.40.100 DNS rasolved ip addrass. 10.10.40.100

Send Success

Recening mail from POP3 Server tecapro com.n
NS resobing. Resobing name: lecapro.com.

querying o DNS Server. 10.10.40.100 DNS resoved ip
address: 10.10.40.100

Recene Mail Success

Top Cop

Hinh 3.52. Kiém thir dich vu Mail Server

3.2.19.Kiém thir dich vu FTP
- Qua may client ta vao muc Text Editor dé tao 1 file va luu lai
('P

Physicel  Config _Doskiop_ Programming  Alfributes

tiad Mp
Briens. 7 X
Entar the new File Name
test i
0K Cancel
Top

Vao Command Prompt -> ftp tecapro.com.vn -> nhap username va password
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Physical Config _Ds

GO lénh “dir” dé xem céc tép

®oct

Physical  Config _D:

Programming

Caonfig

Programming  Adfti
ommand P

utes

Str dung lénh “get” dé download file vé
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®oc = &

Physical Config _Desklop  Programming  Altributes

- Sau d6 ta s& quit ra ngoai FTP, va ding lénh dir dé kiém tra xem file da duogc

download vé noi bo may chua
® pc2 = o X

Physical Config Deskiop Programming Aftributes

[Command Prompt
v <)

o label.
S5E12-4AF3

39 bytes

Hinh 3.53. Kiém thir dich vu FTP

3.2.20.Kiém thir dich vu GRE VPN
Str dung lénh Ping dé kiém tra
- Trén Router-1: “ping 10.1.13.3” va “ping 10.1.15.5”
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¥ Router-1 - a

Physical Config CLI  Atftributes

10S Command Line Interface

Router-l#ping 10.1.13.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.13.3, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max
12/17/21 ms

Router-l#ping 10.1.15.5

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.15.5, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max
10/13/17 ms

Trén Router-2: “ping 10.1.23.3” va “ping 10.1.25.5”

¥ Router-2 - [m]

Physical Config CLI Aftributes

10S Command Line Interface

Router-2>en
Router-Z#ping 10.1.23.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.23.3, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max =
14/22/26 ms

Router-2#ping 10.1.25.5

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.25.5, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max =
G/12/16 ms

Hinh 3.54. Kiém thir dich vu GRE VPN
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CHUONG IV: KET LUAN VA PINH HUONG PHAT TRIEN TRONG

TUONG LAI

4.1. Két qua dat dwoc

Trong qud trinh thuc hién d6 4n nang cip hé théng mang cho céng ty TNHH
MTV Ung dung K§ thuat va San xuat (Tecapro) - Chi nhanh Viing Tau, em di dat
dugc cac muyc tiéu va két qua sau:

Phan tich chi tiét vé hé thdng mang hién tai cua cong ty, xac dinh dugc cac diém
manh va yéu, ciing nhu cac van dé can phai giai quyét.
Dua trén phan tich, dd dé& xuét va trién khai mét loat cac giai phap nang cap hé

théng mang nhu:

> T6i wu hoa cau hinh switch qua viéc trién khai VTP va VLAN dé quan ly dé
dang hon va tao ra mot hé thong mang linh hoat, an toan.

> Trién khai HSRP dé tang tinh sin sang va do tin cay caa mang, cai thién hiéu
suat va giam thiéu nguy co mat két ndi.

> Céu hinh dugc Rapid Spanning Tree gitp loai bé hoac giam thiéu cau hinh
loop trong mang bang cach ty dong phét hién va chin cac cong truyén dan
dén loop, ngdn chin viéc luu lwgng mang bi mac ket va giam thiéu nguy co
gay ra su co.

» CAu hinh DHCP tao ra mét mang linh hoat, cho phép tu déng cu hinh dia
chi IP cho céc thiét bi trong mang, gidp tiét kiém thoi gian va cong sic so
VGi Viéc cau hinh dia chi IP thu cong cho tirng thiét bi.

> Xay dung hé théng Domain Contronller cung cap mét diém quan ly tap trung
cho tat ca cac tai khoan ngudi dung va nhém trong mang, dong thoi cho phép
trién khai va quan ly céc chinh sach nhdm, cac dich vu, gidp thiét 1ap va ap
dung céc cau hinh hé théng va bao mat trén toan bo mang tir mot vi tri trung
tam.

> Xay dung duoc co ché NAT dé hé thong co thé truy cap internet mot cach an
toan.

> Xaay dung duoc cac dich vu nhu: Web, Mail, FTP dé thuan tién trong cong
VIEC.

> Xay dung duoc dich vu VPN dé hé thdng cd thé truy cap tir xa.
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> Xay dyng duoc mot hé théng Wireless dé nguoi ding co thé truy cap mang
qua cac thiét bi di dong.

4.2. Han ché con ton dong
Mic du c¢6 co hdi tiép can vai thuc té nhiéu hon vé hé théng mang, tuy nhién véi
cac yéu cau caa mot hé thdng mang 1 rat rong, yéu cau do phic tap tuong dbi, kho
c6 thé bao quat hét so voi nhu cau thy té, nén viéc xay dung nang cap mot hé théng
hoan chinh nay trai qua khong it kho khin. Trong d6, han ché vé kinh nghiém thuc
té 12 rao can 16n khién em chua thé thuc sy hoan thanh san pham mét cach tron ven,
c6 thé dén nhu:

> Han ché vé mat bao mat mang: mic du dang dugc bao mat bang hé théng
tuong lira cia Window, nhung ta van chua thé nang cao tinh bao mat cho tong
thé ludng dit lidu tir ngoai di vao cac thiét bi mang nhu Router, Switch, Server.

» Chua c6 ké hoach du phong khi két ndi Internet cua router bj dut.

> Chua t6i vu duoc bang thong cho hé thong mang.

4.3. Pinh huéng phat trién trong twong lai

> Tang cuong va tap trung toi da vao viéc xay dung mot hé théng bao mat: dé
Xuat trién khai cac bién phap bao mat tién tién hon nhu hé thong phét hién xam
nhap (IDS), hé thong phong ngira xam nhap (IPS) hay hé théng tuong lira
DMZ dé bao vé hé théng khoi cac méi de doa mai.

> Trién khai duoc ké hoach dy phong khi két néi Internet vai router bi dat, dua
vao giao thire dinh tuyén EIGRP.

> St dung két néi VPN Site to Site dé két ndi véi cac chi nhanh khac bang
username va password.

> Tbi vu hoa hiéu suat va bang thong: Tiép tuc theo ddi va danh gia hiéu suét
cua hé théng, dong thoi t6i wu héa cau hinh va tai nguyén dé dam bao rang hé

théng hoat dong 6n dinh va hiéu qua nhét.
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