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Description of the Discipline

The course provides theoretical reductions about possibilities,
structures, technical features and trend of Supervisory Control
And Data Acquisition (SCADA) system, I/O devices and 1/O
devices networking (DAQ Card, PLC, ...) and industry
communication technology.

The crucial issue of the course Is analysis of components In
the SCADA systems, the mechanisms of integration of 1/O
devices with SCADA software, MS Office the other
applications.

In the course use industry components: Siemens, Intouch,
GeniDAQ, DDE Servers, OPC Servers and MS Office for
practical demonstration of the theoretical material.



Syllabus

Chapter Content

SCADA system, Introduction

structure & What is SCADA?

components Components of SCADA system
Information structure of hierarchical control systems — electric systems
SCADA GSM — water supply, gas, electric systems.

Data  acquisition Data acquisition cards & accessories

devices & PLC

networking of data
acquisition devices

Typical configurations of 1/0O device connection with IPC
PLC networking & DCS

Industry Communication technology
communication Typical mechanisms of data exchange
technology Basic type of automation networks

Example: Modbus protocol
Concepts in Tag — abstract of parameters of process control
SCADA software, Device — abstract of 1/0 device
HMI & control Task — HMI & real-time control strategies design

strategies design

Advantech GeniDAQ, Intouch Wonderware

Approaches of

device connection
with SCADA
software
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Typical configurations of 1/0O device connection with IPC
DLL mechanism

DDE mechanism

OLE mechanism

OPC mechanism

Applications — SCADA in Electric Systems
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@ John Pack, Steve Mackay. Practical Data Acquisition for
Instrumentation and Control Systems. Elsevier. 2003. 407 p.

@ David Bailey, Edwin Wright. Practical SCADA for Industry. Elsevier.
2003. 288 p.



M& dau

Superwsory Control And Data Acquisition (SCADA) =
cong ngh¢ tu dong hoa + diéu khién

Pang phat trién va c6 khuynh hudng phat trién & trong
mo1 linh vuc cua cong nghiep.

Trong muoi nam trd lai day & cac nudce tién tién quan
tam manh mg.

Su phét trién manh mé cua céng ngh¢€ thong tin da lam
tang mirc do tw dong hoa va phan bo lai chirc nang glu’a

con ngu:0’1 v6i thiét bi va sinh ra Van dé twong tac gitra
con ngudi — quan sat vién véi hé thong diéu khién.

SCADA da duogc dat 1én hang dau O nhirng nudc
phuong tay vao nhitng nam 80 thé ky XX. O Viét Nam
90-x.



Xu hudng ciia nguyén nhan tai nan trong hé thong tu

dong hoa phtrc tap
Ta1 nan, ,
Su ViEC Nhan to con nguo1
Xay ra
o 60-x:20%
o 90-x:80%

Nhan t0 cong nghé

Thot gian
Ap dung phuong phap truyén thong cu trong viée xay dung
h¢ thong tu dong hoa.

Chua danh gia ding vai tro can thiét phai xay dung hé thong
va giao dién nguoi may (Human Machine Interface — HMI)



Cac linh vuc tmg dung SCADA

Hé thong SCADA tng dung hiéu qua nhat trong Van de
tu dong hoa diéu khién qua trinh lién tuc va phan bo.

Cong nghé dau khi.

Diéu khién san xuat, chuyén tai va phan phoi ning lugng
dién.

Cung cap nudc, 1am sach nude va phan phoi nuée.

Diéu khién nhirg d6i tuong vil tru;

Diéu khién trong giao thong (tat ca cac dang giao thong:
hang khong, duong sat, duong bo, duong thuy, tau dién
ngam).

Vién thong.

Quan su.



Cac hé thong SCADA

SCADA Company Country
InTouch Wonderware USA
GeniDAQ Advantech Taiwan
Genesis32 Iconics USA
Trace Mode AdAstra Russia
Vijeo Look Schneider Electric France
Citect Ci Technologies Australia
Factory Link United States DATA Co. USA
RSView Rockwell Software Inc. USA
LabView National Instruments USA
IFIX Intellution USA
WinCC Siemens Germany
Master SCADA INSAT Russia
CIMPLICITY GE Fanuc USA
Contour Obedinenie Uig Ucraina
Wizcon Axeda USA
Crug-2000 Crug Russia
Elipse SCADA Elipse Software USA




What is SCADA?

® SCADA — qua trinh thu thap dit liéu tho1 gian thuc tur
cac d6i tuong dé xur 1y, biéu dién, luu trit, phan tich va
c6 kha ning diéu khién nhirng d6i twong nay.

® Ciché théng SCADA hién dai1 1a mot giai doan phat
trién hé théng tu dong hoa trudc day, chinh 1a hé théng
truyén tin va bao hiéu (Telemetry and Signalling).

@ Trong nhiing hé thong SCADA du it hay nhiéu ciing
duoc thuc hién nhitng nguyén tac nhu: lam viéc vai
thoi gian thuc, sir dung mot khoi lugng tuwong doi 16n
thOong tin thura (tﬁn sO cap nhat dir liu cao), cau tric
mang, nguyén tac hé thong va médun md, co thiét bi
du trit dé 1am viéc trong trang thai “du trir nong™, ...



Thanh phan cau tric co ban cia hé thong SCADA
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Thanh phan cau tric co ban cia hé thong SCADA

Remote Terminal Unit (RTU) — thiét bi dau cudi tur
xa — thuc hién cac cong viée xit 1y va diéu khién o ché
do thot gian thue.

RTU rat da dang — tir nhitng cam bién nguyén thuy
thuc hién thu thap théng tin tir d6i tugng cho dén
nhirng b0 phan may moc da xir 1y thuc hién xit 1y
thong tin va diéu khién trong ché d6 thoi gian thuc.
Viéc sur dung RTU c¢6 bo xtr Iy cho phep lam giam
dugc yéu cau doi vai toc do cua kénh truyén két nbi
v6i trung tAm diéu khién.

Co 2 loai hé théng thoi gian thuc: hé théng thoti
gian thuc cung va hé thong thoi gian thuc mém



Thanh phan cau tric co ban cia hé thong SCADA

o Master Terminal Unit (MTU) — trung tim diéu phoi,
thuc hién cong viéc xit 1y dit liéu va diéu khién & murc
cao ¢ ché do thoi gian thue mém.

Mot trong nhitng chirc nang co ban cua MTU Ia cung
cap giao dién gifta con ngudi — quan sat vién voi hé
thong. MTU c6 thé bang nhitng dang khac nhau, tir mot
may tinh don 18 véi céac thiét bi cii cho dén hé thong
may tinh 16n bao gom céc Server va Client.

o Communication System (CS) — hé thong truyén thong
(kénh lién két) can thiét dé truyén dir liéu tir cac dia
diém o noi xa dén MTU va truyén tin hiéu diéu khién
dén RTU.



SCADA = Hardware + Software + Telecommunication + Brainware



Phan chia nhiém vu trén hé thong SCADA

@ Ton tai 2 loai diéu khién thiét bi:
=  diéu khién tu dong;
= diéu khién bang nhiing thao tic gan ban dau cia
con nguoi.
@ C6 4 thanh phan chirc niang co ban:
" con nguol,
"  may tinh trong tac vd1 con nguol,

" may tinh twong tac vo1 doi tuong diéu khién,
= do1 tuong di€u khién.



Chtrc nang cua operator

du kién nhirng thao tac nao can thiét dé thuc hién
tiép theo;

1ap chuong trinh cho nhirng thuc hién tiép theo;
theo doi két qua lam viéc ban tu dong hoac tu dong
cua hé théng;

l1én can vao qua trinh trong nhiing truong hop co
su viéc tram trong xay ra, khi h¢ théng tu dong
khoéng tra 101, hodc khi can thiét phai thay doi
thong s6 qua trinh;

thu nhan kinh nghi€ém tr qua trinh lam viéc.



Cau truc cua h¢ thong di€u khién hién dai
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Cau truc cua h¢ thong di€u khién hién dai
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Operator
Panel

Cam bién va
chap hanh
Discrete 1/0



Luong thong tin trong hé thong diéu khién tich hop

Level 111 Lap ké hoach va
diéu hanh cong ty
Ké hoach san xudt, Thong tin vé trang thai
e 3 Kinh 18 qua trinh, chi so kinh
eu cau Kinn te t6, chat lirong

Giam sat, t6i wu, nha may
(kinh té, chat luong)
Setup, Setpoint, thay doi U ﬁ Théng s6 qud trink

cau hinh hé thong con

Level Il

Cac hé thong con diéu
Level | khién cuc bo

: : Théng s6 do d
Tin hiéu diéu khiéen U ﬁ Ong 5o ao dauoc

tir qua trinh

Qua trinh cong nghé¢




Chtrc nang va nhiém vu cua Level 1

Thu thap dir li€u qua trinh cong ngh¢ thot gian thuc;
Tinh toan theo algorithm va dua ra tin hiéu diéu khién
theo qui luat cho trudc;

Bao hié}l vé viéc vuot qua ngudng cho phép cua cac
thong s0;

Blpck n}}ﬁ’ng hanh ddng 16i ctia Operator va thiét bi
diéu khién;

Ngan ngua xay ra Alarm.
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Chtrc nang va nhiém vu cua Level 11

Thu thap thong tin tir cap dudi, xit 1y, luu trit va monitoring;
Pua ra tin hiéu diéu khién trén co so phan tich thong tin;
Chuyef:n thong tin vé viéc san xuat & cac xudng, xi nghiép
cho cap cao hon;

Tinh toan nhfg:ng théng so thur ,cép, trong do, chi s chat
lwong san pham, chi so kinh té-k¥y thuat;

Luu trir thong tin;

Dua ra cac report;

Chuan doan vé su hu hong cta cac phan tir trong hé thong;
Xac dinh thong so, cau hinh cta cac thict bi dicu khién va
nhitng bo di€u khién cuc bo cua Level 1;

Thay ddi cau trac cac hé théng diéu k‘hién cuc b0, thay doi
trang thai lam vi€c cua cac thiét b1 diéu khién.
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Chtrc nang va nhiém vu cua Level 111

Ti wu cac chi so kinh té vé san xuat;

Diéu khién theo cac chi s6 kinh té, kinh té-k§ thuat;
Quan ly tai nguyén cua cong ty;

Luu trtr thOng tin;

Pua ra ké hoach san xut.



Hé thong diéu khién hién dai mo rong
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SCADA on GSM Base
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SCADA on GSM Base

SCADA Master HD

Commumcation T




Radio modems

Radio modem hoat ddéng & tan s6 400Mhz dén
900Mhz, ban kinh phu song 25 -100 km.

Chung c6 thé hoat dong trong mot Network
nhwng phai co phwo’ng thirc quan ly network
(Protocols) dé xt ly va stra 16i truyén thong

Radio modems dung giao tiép theo chuan RS-
232, tuy nhien chuan RS-422 va RS-485 cling
dwoc sw dung.

Tin hiéu s6 dwa vao modem, dwoc diéu ché
thanh song song vO tuyén va phat di trong
khong gian.



RADIO MODEM




Ung dung trong linh vweec cung cap nwéc
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Wng dung trong linh vwec phan phoi gas

Autonomous Spill Detection Sensor Over Grated Sump
Remote Gas Compressor Station, West Virginia



ng dung trong linh vwee dau khi

&) SCADA Applications

APP Petréollo Braslleiro (Petrobras)




Png dung diéu khién hé thong chiéu sang

Wind generator instailation , W
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Ung dung dieu khién hé thong dién nang
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SCADA qua vé tinh

o

/ Alarms &
data via SMS

Polled & event based updates

! {on GSM
systams)
Wiraless Netwo
. GSM/GPRS/
{J) CDMA or VHF/
UHF/2.4GHz
Many PLC Easy to use
Protocol GUI Software
configuration
OPC Server
Ethemnet, Interface
RS232/ to SCADAS
RS485/422 HMI & DCS

Interfaces

systoms /"




Supervisory Control & Data Acquisition

PLCs
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(cdu trac)

A/D convertor Monitor  Programmer

I 11

Communication interface

Input modules

CPU
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RS-232

RS232/RS485

PLC

(Non-use PLC structure)
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D diéu khién giam sat
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Cam Cam Chép || Chép Cam bién/
hanh hanh Chap hanh

Qua trinh

vat ly/ky thuat
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PLC

(View)
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PLC
(View)

7000 series
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PLC
(View)

Remote field controller
for Ethernet

Inline controllers




PLC
(View)

A powerful combination
of PC platform, PLC,
without display,
MODBUS TCP master




PLC
(DAQ Task)
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PLC
(DAQ Task va Comm Task)
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Cac cau tric hé thong thu thap dit liéu & diéu khién bang may tinh

(Evolution)
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Cac cau tric hé thong thu thap dit liéu & diéu khién bang may tinh

(Evolution)
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Cac cau tric hé thong thu thap dit liéu & diéu khién bang may tinh

(Evolution)
Q D May tinh
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1-7017 1-7017 1-7024 1-7024 1-7050
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vat ly/ky thuat



Cac cau tric hé thong thu thap dit liéu & diéu khién bang may tinh

(Evolution)
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Cac cau tric hé thong thu thap dit liéu & diéu khién bang may tinh

(Evolution)

| May tinh | May tinh I— May tinh

didu khién I diéu khién| L_] |diéu khién

= giam sat = giam sat - giam sat

P
Flow  Temp  Pressure  Actuator i
measur. (N I
measur. measur. 1
Analog 1/0O,

Discrete 1/0



Cac cau tric hé thong thu thap dit liéu & diéu khién bang may tinh

(Evolution)
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Cac cau tric hé thong thu thap dit liéu & diéu khién bang may tinh

(Evolution)
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Cac cau tric hé thong thu thap dit liéu & diéu khién bang may tinh
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Supervisory Control & Data Acquisition

Data Acquisition Cards & Accessories




Su can thiét cia DAQ Cards

o  Hau hét cac thong so qua trinh cong nghé ciia cac d6i tuong cong nghiép thuc co
dang analog hodc discrete.

o  Ton tai rat nhiéu loai cam bién ma chi c6 thé bién doi dai lugng do duoc thanh
dang analog.

o Ton tai rat nhiéu loai co cau truyén dong, chép hanh chi hé trg tin hiéu vao 1a tin
hi¢u analog.

° Céc thanh phan khac ctia hé thong tu dong déu str dung phuong thic s6 dé thu
nhan, xtt ly va di€u khién.

___________________________________

i Giao d.CilaoA
| dién so 1e1 50
: i | May tinh cong
Cam bién | nghiép
i\‘ A
Chép hanh B . Giao dién sb
P — "\ Tin hi€u Analog,
% Discrete hodc

Péi twong .~ Digital Méy tinh nhan vien giam

sat

__________________________________



¢ ¢ ¢ © © o O o©

Chtrc nang cua DAQ Boards

thu thap va chuan hoa tin hiéu analog (dong va thé);

thu thap trang thai ngo vao discrete;

loc tin hi¢u thu nhan dugc tor ngo vao;

dua ra cac tin hi¢u analog (dong va thé) va tin hiéu discrete;
bién d6i analog-digital (module analog input);

bién d6i digital-analog (module analog output);

bién doi thang do d6i véi cac thong sb analog;

tao thong tin va truyén theo dia chi chi dinh trudc.

" Input
May tinh
In/Out | |didu khién

D Output
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1 DAQ Cards
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Terminal Board & DAQ Cards

37pin cable

100/200mm

< >|
b

s T s A

DE-8325

Searew Terminal Board 1 l 4nl rll

A 4

[SO-813

|

T‘lf‘r

220mm



Cables

Twisted Pair Coaxial

Ribbon

Fire Optics
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Supervisory Control & Data
Acquisition

DAQ Networking




Elements in DAQ Networking

# Remote I/O Modules

# Converter '

# 1/0 Expansion Board

# Embedded Controllers

# Compact Embedded Controller ﬁm

# Communication Controller




L AR 2 2 2 2 2

Feature of Remote 1/0 Modules

Variant I/0O Modules

RS-485 Network

115.2K Baud Rate Maximum
Self-Turner

Good Expansibility

Wide Voltage Source (10~30VDC)
3000 VDC Isolated Protection



Variant Remote 1/0 Modules

# Analog Input # Digital Output
n V = Photo
= mV = Open Collector
= MA = Relay
= Thermocouple # Counter

# Analog Output = Counter
sV = Frequency
= mV
= MA

# Digital Input
= Isolated

= Non-Isolated



Noise Resistance

XX
W gociinei
s> P ' & & mviossiniyrepenen

e W

Isolated
Protection

Cross Talk

Deliver Receiver

Signal
(DT)=(D+)-(D-)

Signal
(DT)=((D+)+Noise)
- ((D-)+Noise)




Self-Tuner

# Variant Baud Rate
# Variant Data Format
# Auto-Change Direction

RS-485 type PLC
Data bit: 12 bits
38400 bps

RS-485 type PLC
Data bit: 12 bits
9600 bps

Remote modules
Data bit: 10 bits
can be 1200, 2400
veery, 115200 bps

Wireless modem
Data bit: 10 bits
19200 bps

RS-232 Device
Data bit: 11 bits
9600 bps



Interface converter, for converting
RS-232 to RS-422 and RS-485,
with electrical isolation, 2 channels




Bidirectional, wireless, 2400 MHz transmission

system (European version), consisting of 2
transceivers (transmitter and receiver) and two

antennas with connecting cable




Factory Line Wireless Bluetooth Access Point




Fieldline Modular Wireless 10 set, consisting of: Wireless 10
base station for one Wireless IO terminal and Wireless 10
device, 8 digital inputs, 8 digital outputs




Wireless-1O module, 16
digital inputs, 16 digital
outputs, 2 analog inputs,
2 analog outputs




Expansibility

RS-23 RS-485
COM1
COM2
ﬁ COM3
Converter .
#01 #02 HFF
RS-232 RS-485
Converter T
#01 #02 #HFF
RS-232 RS-485

Converter

#01 #02

#FF



¢

!_,,
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Expansibility

Converter

RS-232 RS-485 ‘ RS-485

Comm. Controller
(Address-1)

‘l
#01

‘l
#02

#FF

‘ RS-485

I
Comm. Controller
(Address-2)

#01

2

#02

~_

H#FF

‘ RS-485

I
Comm. Controller ‘
(Address-n)

#01

2

#02

~_

#FF



Expansibility

RS-485

TCP/IP




Expansibility

/L~ Router TCP/IP ' RS-485

PLC

Hub (Ip-l)
|
RS-485
Router TCP/IP '

| PLC

(IP-2)

3+
ﬂ
78—

._

#01 #FF
Hub

.' TCP/IP RS-485
TCP/IP
) ‘ |
\/ PLC ' e

(IP-n)
#01 #FF

~_



Command Protocol of Modules

# Use ASCII Command

# Use Asynchronous Protocols
1 Start Bit

8 Data Bits

Non Parity

1 Stop Bit




# Typical Command Format
= Leading Character
= Address Character (00~FF)
= Command and Parameter
= Checksum (2 Character)
= CR (0Ox0D) for End of Command
#® Example
= S01M[ChK](CR) ..o Read Module ID (Name)
= C:“$01M...\r"



> e @ ¢ @

Develop Tool Kits

Win32 DLL Developing Application
= VB, VC, BCB, Delphi

Dos Library
= TC,BC

ActiveX (OCX)
= VB, VC, BC, Delphi

Library for SCADA (LabView, Intouch, Citect, WinCC,...)
Windows/DOS Based Diagnostic/Utility Tool

DDE Server

OPC Server



Features of DAQ Remote Module

# Built-In DOS, MiniOS7, Windows XP Embedded, Linux Embedded...
# Program Download Port: COM1 or Ethernet Port

# Remote Configuration, Diagnostics

# Operating Temperature: -25°C ~75°C

# Storage Temperature:-40 °'C ~80 °C



MiniOS7

# Files Download and Execution (.exe, .com, .bat)
# Use Autoexec.bat
# Can’t Run Another Process ( Function system() of C)

# Warm Up Time
s 0.1 Second for 20 MHz CPU
s 0.05 Second for 40 MHz CPU
s 0.5 Second for 8k Main Unit



Typical Application

Application

Specified Driver<|—|-> Virtual COM

TCP/IP

iE T TCP/IP |
Application <J—|-> Ethernet 1/0
w # Program : |
t\/'/ I I
I

Browser

(1E, Netscape) [T ™ Web server

Hub

PLC

L Ethernet —» 7 55 f&s

Device

TCP/IP Server

Virtual COM
Web server I/0 expansion

module




Specified Driver

Virtual COM Application

Hub Ethernet 10M

[— CcoM1
' COM2

PLC

(IP-1) '

COM1
& ...

PLC

(IP-2) ‘

COM1
' COM?2

PLC

(IP-n) ' e




Ethernet 1/0 Application ‘ '

Hub Ethernet 10M A e
&

IP(1) Port 10000

IP(1) Port 10001

IP(1) Port 10002

IP(2) Port 10000

IP(2) Port 10001

IP(2) Port 10002

IP(n) Port 10000

IP(n) Port 10001

IP(n) Port 10002




RS-232/485/422 Communication

Controller

©®

RS-232 /485 /422 Comm unication Controller

Embedded
RS-232/485/422
Controller

Addressable
RS-232/485/422
Converter

RS-232/485/422
Device
Server

RS-232/485/4
Communication
Controller

@ Plug & Play :
A pplication g Q utility |
Softwor RS-232 RS-232
oftrore l——ut’_ | ORE| -t | 5522
|
( | |® Nework -
® 5] — I interface Py
|
Softwore HOST COM PUTER RS-485 RS-485
driver : © devices | == devices
|
| i
| @RAM /ROM
| / / RS-422 RS-422
| fim w are © devices | #=—* devices
|
L
AN '
T '
RS-232 /485 /422 Com m unication Controller
I
|
|
RS-232 RS-232
| @ devices | dev ic’eg
|
(( | @ Network -
| interface CPU
|
| RS485 RS485
| devices devices
|
|
|
| ®RAM /ROM RS-422 RS-422
| fim w are devices | =" devices
|
L - - - - ____1




The comparison table of these 3 types of communication controller is given as follows:

Embedded Addressable RS-232/485/422
RS-232/485/422 RS-232/485/422 Device
Controller Controller Server
1 RS-232/485/422 |RS-232 or Same same
interface RS-485 or
RS-422
2: network RS-485 or same same
interface Ethernet 10M or
Ethernet 10/100M or
Other network
3: RAM/ROM User must write his special|Well-design firmware & Well-design firmware &
firmware application program Source codes are open for|Source codes are open for
user’s modification to fit his|reference. It is very
special requirement. difficult to modify for
user’s special
requirement.
4: software DLLs DLLs DLLs
driver
5: application User must write his special|User’s  old  application|User’s old application
software application program program must be modified|program can work
to fit the protocol defined|without modification
by (3) firmware.
6: Plug&Play No need No need MS-COMM standard
Utility
Easy Using Low Middle M ost
Flexibility High Middle Most




8000 Family

841X/881X + 8112/8114/8142/8144
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8410/8810
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e device
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| [sarsor - HOST COM PUTER O
|| PCE7520AR T — —
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7520 / ISA-7520R / PCI-7520AR

((
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e device
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™ y 255% RS-232/485/422
. & = device
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RS-232/485/422
device




843X/883X/844X/884X + 8112/8114/8142/8144
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HOST COM PUTER
HUB

&) 00 =
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device
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7521 family

1SA-7520R [
PCI-7520AR [}

7520 / ISA-7520R / PCI-7520AR
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- o m om m o w m m m

T7522A 152471527

o

RS-232/485
devices

RS-232/485/422
devices
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RS-232
|:| device

RS-232/485
I RS 232 device
device
HOST COM PUTER HOST COM PUTER
N RS-232/485
device
7520/ ISA-7520R / PCI-7520AR
RS-485 To HostPC RS-485 To Host-PC
RS-232
device
RS-232/485
device
RS-232
device —
RS-232
. - RS-232/485 RS-232
RS-485 To HostPC device RS-485 To HostPC device
32

device ‘

RS-232
device

HOST COM PUTER

RS-485 To Host-PC

RS-485 To Host-PC
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Typical Applications
N-port RS-232 to Ethernet Router
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Seriplex FAQ

i ?

CAN FAO Which Network Do | Use”

eInterbus S FAQ Modbus

«IBS club o '

*WorldFIP Interbus S - ™y -

TON worke ) - Modbus Plus

*Modbus i
ASI Profibus

*Fieldbus compare

*Honeywell

«Control competition Echelon CAN

Ethernet Device Net
SDS

Seriplex


http://www.nrtt.demon.co.uk/canfaq.html
http://www.ibsclub.com/
http://www.worldfip.org/
http://www.echelon.com/
http://www.modicon.com/techpubs/technica.htm
http://www.synergetic.com/compare.htm
http://www.honeywell.com/sensing/
http://www.control.com/alist/autourl.html

What is a Network ?

@ A group of devices physically connected together for the
purpose of sharing information, resources and a common
transmission medium.




Why do you need a network?

B Control the flow of information
* security, accessibility, data control
M Centralize resources
* save cost on local work stations and peripherals
B Simplify data / software management
* Backups, IS maintenance
 Share information with multiple users
M Distribute tasks
* reduce local need CPU power




What makes a network work ?

@ Computers, printers ......

@ Network interface cards

@ Network adapter Software drivers
@ Network Cabling

@ Network protocols

il




The Basic Types of Networks

@ Master / Slave
(Similar to the teacher- student relationship)

@ Peer to Peer
(Similar to the workgroup concept)

@ Client / Server
(Similar to an automated teller transaction)




Master / Slave Network

+ Central Control and Administration
+ Central Processing of Information
+ Polling of Stations




Peer To Peer Network

M Distributed Administration
¥ Independent Processing of Information
B Shared Transmission Medium




Client / Server Network

B Central Network Administrator
® Controlled Flow of Information
¥ Independent Processing of Information
M Shared Transmission Medium




How is a network put together ?

B The OSI model uses 7 layers to categorized the main
elements of a basic network

Application

Presentation Layers Designed
for Data Processing

Session

Transport

Network .
Layers Designed

for Communications




OSI| Model Layers

B A Model is used to ensure Compatibility
B Each station utilizes the same Protocol Stack

Application Application

Presentation Presentation

Session Session
Transport Transport
Network Network



OSI| Model: Flow of Data

M Logical Structure
M Data Multiplexing

Session

Session

S N N

Transport
Network

Transport
Network




Hardware / Software integration

B The upper five layers are implemented with software
B The lower two layers are implemented with hardware

Application

Presentation Software Layers

Session

Transport

Network



OSI Model vs. Ethernet -TCP/IP

M Ethernet does not incorporate all 7 layers because it's
development predated the OSI model

Application

Transport -
Network -

Application

Transmission Control

Internet Protocol
Wocrcioer =W
—-—

CDMA/CD - Carrier Sense Multiple Access with Collision Detection



OSI Model vs. Field Bus Model

M The typical field bus only utilizes 3 layers. The functions
of the other layers are either built into the ASIC chip or the
application layer

. Application

Application

ASIC - Application-Specific Integrated Circuit



What is common to all networks ?

B Application message - dependent on software package
* The message is created by the application package
@ Media Access Control
* The procedure for sharing the physical medium
M Logical Topology
* The associations between the devices
M Physical Topology
* The layout of all the device connections
B Transmission Mediums
* The physical path used between the devices



Various Transmission Mediums

B Coaxial Cable

H Twisted Pair 3

M Optical Fiber T =

H Wireless é



Basic Physical Topologies

M Bus Topology

M Star Topology

® Ring Topology
® Free Topology
M Hybrid Topology




Bus Architecture Topology

M Single Channel - Broadcast oriented

* More delicate to maintain signal integrity based on cable
selection, distance and drops/taps




Star Architecture Topology

M Central Hub

* multi-port repeater
— Loose star = lost network

 channel selecting switch

1l




Ring Architecture Topology

M Each device is a repeater
* Loose node= broken ring




Free Topology

M Devices are wired in any combination of topologies
M Usually requires one terminator

i . =
|
il
Ll

il 0

"

S .




Hybrid Architecture Topology

@ Non-rooted Tree Architecture (ex.- Internet)

F




Network Extenders

B Repeater and Hub Repeater and Hub
H Bridge m

B Router
H Gateway

G ateway Router

i




Physical Layer Network Extenders

M Repeater or Hub
* Active repeaters regenerate the signal (store and forward)
» Passive repeater amplifies the signal; adds no latency

Application Application

Presentation Presentation

Session Session

Transport Transport

Network

=u

Network

J=




Data Link Layer Network Extenders

M Bridge or Level 2 Switch




Network Layer Network Extenders

B Router or Level 3 Switch

Application Application

Presentation

ansport

Tr
N

etwork




Application Layer Network Extenders

B Gateway

Application Application

Presentation Presentation

Session

%




Logical Terminology & Topologies

B Node Node
B Segment / Channel | 11 1
B Subnet

Segment Segment
B Network

_ L . L]
B Domain
B System
y Subnet Subnet
f Router >

C Network A

<ae—® Router

Network B )
C Domain A C Domain B )




A Node

M A collection of SW objects that communicate over a
network based upon a single hardware ID.

M A physical device may contain one or more nodes
« Example - a router

Node ID




Segment / Channel

M One or more nodes electrically connected to a continuous
section of a transmission media

B May include the trunk line, drop line, multi-port taps and
other cable components.

Segment

Node Node Node Node Node Node

?%@@@%




Subnetwork (Subnet)

® One or more nodes sharing a common protocol and a
media access arbitration method

B May contain multiple segments

Subnet

e

feesese

|

0950




Network

M One or more subnets using a common network level
protocol where each hardware ID is unigue on the network

B May contain multiple subnets




Domain

M One or more networks where each network has a unique
ID within the domain

B May contain a variety of network types connected together
with gateways and routers

Domain Network

Y - -

Network NEE

Gateway O{:g:} Router




System

B One or more Domains

System




Basic Media Access Control Methods

® Time Division Access

M Polled Access

® Token Access

M Carrier Sense Multiple Access

How will they share the common media ?

TT T

NODE #2 I NODE #12 I NODE #10 I NODE #5 I




Time Division Access

W Utilizes a master clock
M Each device is assigned a slice of time

& Frame Lencth = Mumber of Aodressas »
Aldresses or i
Chck o1 2 3 4 Pulse Mum bers 053|254 255
=ync Pernicd L_I_—LJ_UUUUUUUULH' _L_LSg,rn:FEnr:d
Data -] /
M pledd
Here
+12 VDO 2 /
Data |

0vDo

f)




Polled Access

M Utilizes one device as a master

M Other devices a considered slave devices

B The master requests information from each slave
B The slave responds to the request

Request Frame

— | Trailer | Output Data Header
o )
— L)
() g 0
-+ ho] o
7)) Qg (0]
= : l &
< wn
Header Input Data Trailer .

Response Frame



Token Access

M Every device is considered equal

M A token is used to administer access rights

M The token is passed logically among the devices

M Requests are initialized when a device possess the token

Message Message Message Message
Token Token Token Token Token
Token ‘ ‘ ‘ Token ‘
Message Message

NODE #2 NODE #12 NODE #10 NODE #5
Token




Carrier Sense Multiple Access

M No priority is assigned to the devices
M All the devices contend for access
B Messages are only sent if the shared media is not in use

Message Niéssagge N\ essape Message

T T 7

Message Message Message
NODE #2 NODE #12 NODE #10 NODE #5




Typical Automation Field Bus Model

M The typical field bus only utilizes 3 layers. The functions
of the other layers are either built into the ASIC chip or the
application layer

B The application layer will characterize the overall function
of the field bus or the network.

Application: message specifications



Basic Types of Automation Networks

Data Network

Control Network
Device Bus / Field Bus
Sensor / Actuator Bus

Operations Level
Data Network
Management Level

System Level (Cell) Control Network

Process Level Device Bus / Field Bus

Sensor/Actuator Bus
Sensor / Actuator

Level



Network Levels - Typical Applications

M Level 2: Hosts

* Recipe data downloads

* Production data uploads

 Application programming and
management

M Level 1: Control

* Peer to peer data
* HMI displays

M Level 0.5: 1/0

* 1/O racks and blocks
* Intelligent devices
— Variable frequency drives
— Process valves
— Power meters
— Complex Sensors

M Level 0: Devices
* Pushbuttons / Simple sensors

Host

Level 2

Level 1

HMI

Level 0.5

Level O

Controller
Peer

Intelligent
Devices

Pusbutton




Network Levels - Transmission Characteristics

M Level 2: Hosts
» Data: blocks or files

Host

* Frequency: seconds to minutes
* Distance: LAN / WAN / Internet

M Level 1: Control
« Data: words or blocks
* Frequency: 50 to 500 Milliseconds | |
+ Distance: 300m N

m Level 0.5: 1/0

« Data: bytes or words
* Frequency: 20 to 100 Milliseconds
 Distance: 300m

B Level 0: Devices
+ Data: bits
* Frequency: 5 to 50 Milliseconds
 Distance: 30m

Level 2

Level 1

Controller

sl Peer

Level 0.5

Intelligent
Devices

Level O

Pusbutton Sensor




Communication Network Levels

Level

Network Name

Information Type

Data Network
Information Level
(Level 2)

Ethernet TCP/IP

Token ring

File Transfers

Control Network
Word Level
(Level 1)

Modbus Plus
FIPWay

Device Net

Ethernet TCP/IP

Data Transfer
Program

Device / Field Bus
Byte & Word Level
(Level 0.5)

Remote I/O
Interbus ™

Profibus DP ™

DeviceNet ™
Lonworks ™
Fip IO ™

Discrete
Analog
Set Points
Words

Sensor/ Actuator Bus
Bit Level
(Level 0)

Lonworks ™
Seriplex ™
ASi ™

Discrete
Limited Analog

* T |g g trade mark




Automation & Control System Hierarchy

B Automation and control systems can incorporate them all




Sensor / Actuator Bus

B Sensor Actuator Buses are bit level oriented




Sensor / Actuator Bus

A &N

Speed oms
Nodes 31 nodes
31
Distance 100m
Message Size 4 bits
Node Cost Low

Installed Cost Low
Physical Size Small

L ONworks

16-100 ms

64 nodes
32385
500m

228 bytes
High
High
Large



../../Tutorials/Seminars/Quantum LonWorks - Echelon.ppt
../../Tutorials/Seminars/AS-i for Premium & Micro.ppt

AS|I Communication Network

B Master - Slave Network — polled media access method
W Utilizes a special 2 conductor cable for data and power
M Data size - 4 bits

B 31 maximum slave devices on the bus

L

ASi power supply
24V DC

Controller
Network Interface Module

Lafahhel fkeladehadll

Distribution Module

Pilot Actuators
Lights

Valves

/O Module

Push
Buttons



Seriplex Communication Network

B Master - slave or peer to peer network type

B Time division media access control - 100kHz clock

M Special 4 conductor cable - clock, power, data, common
B Clock pulse number equals address

24 VVDC power
supply

o
o
o
°
| 1

Push Pilot
Buttons |_|ghts

Valves Actuators



Device / Field Bus

M Device Buses incorporate intelligent devices




Device / Field Bus

Interbus S | Device Net | Profibus-DP

(CAN) | memem
Speed 4 ms 10-52 ms 10 ms
Nodes 256 nodes | 64 nodes 32 nodes
Max nodes N/A 64 32
Distance 13km 250m 1200m
Message Size 8 bytes 246 bytes
Node Cost Medium Medium Medium
Installed Cost Low High High
Physical Size Medium Medium Large
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Quantum Controller

|

|

NOA 61
Interfad

1
e

Interbus Network

B Many third party suppliers
M Large physical topology 12km
M Price competitive

PC based Operator
Control Station

BT

Terminal 1/0O Modules

M Loss of device or connection
disables complete system

Compact 984
/O Modules

BDEA 202
Interface

Third Party Products

T/C, RTD, Servo, Barcode, RF Tag



B Strong points B Weak points

InterBus-S - High performance 1/0 - Low performance message

I~ handling
exchanges, deterministic _ Adapted to parameter

protocol setting only. 1 to 8 words
— Approx. 7 ms for 128 per device and per bus
devices with 32 I/O cycle
(2048 input bits, 2048 — No slave to slave
output bits) communication

— Built-in reflex functions : : .
 No diffusion (variable or

- Standardized profiles , message handling)

interoperability, unique . P :
installation tool : CMD \?a'}?a'ﬁ‘é‘é' of priority for cyclic
tool, product catalogue

* No downgrade mode

« Different physical layers — The bus stops in the event
(loop sensor) of a fault on'the device

— When the bus restarts,
the following devices

 Activation / deactivation cannot be accessed
segment
* DIN standard
« Fault localization — Similar to Phoenix Contact

strategy (components,
policies, etc)



DeviceNet Communication Network

M Limited physical topology 500m

Controller / Network Interface

—
0 oo

“ 24 VDC power
oo oo Supply

Valves I/O Module Push I/O Module Actuators Drives
Buttons



ProfiBus DP Network

M Large physical topology 24km W Difficult to configure and
(fiber) maintain; needs multiple

software pieces

i

Controller / Network

Computer / Network
Interface Module

Interface Module

Controller / Network
Interface Module

Direct connection
to third party products

Terminal I1/O Modules



LONWorks Communication Network

M Free topology and highly
flexible
M Large number of nodes

M Slower cycle times

32000/domain
Programmable Computer _!
Controller =
— % /O Modules
Photo Sensor
Switch

Lighting Assemblies

b ©




Control Networks

M Control Networks require critical performance




Control Networks

Speed

Nodes
Distance
Message Size
Node Cost
Installed Cost
Physical Size

Modbus Plus FIPWAY
20k reg/sec 10-80 ms
64 32
13km 1000m
100 registers 128 bytes
Medium Medium
Low High
Medium Large
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Modbus Plus Network

Operator Control
Station

Quantum Controller 984 Controller

LI

Compact 984

Il

Terminal I/O Modules



Modbus Plus excellent performance

B Predictable performance

M As fast as hardwired 1/0

* Typical token rotation time
of 2 milliseconds per node Network Throughput

* Maximum network
throughput of 20,000
registers/Sec 10000

8000

Reg/Sec per Node

6000

40001

20001

O_‘
2 4 10 20 30
O Nodes




Data Networks

M Data Networks extend the information capabilities




Data Networks

Ethernet

Nodes

Max Nodes
Distance
Message Size
Node Cost
Installed Cost
Physical Size

8 - 24 nodes/hub
Unlimited
100 m (node to hub)
Unlimited
Low
Depends on Extent of Network
World Wide




Ethernet Data Network

——— |aptop
10Base-T -
||

A"A~A—A~ A4~

Ethernet Backbone

Hub
[ [eHfeeopeptfeo
10Base-T
Quantum
Ethernet

.|

Offices
| Plant
~ Floor

Quantum
Ethernet
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Important Application Information

G Number of nodes (I/O points) required.

@ Distance between I/O points.

@ Overall network distance.

@ Data throughput required.

@ Preferred PLC Controllers being utilized
@ Bit level traffic quantity

@ Word level traffic quantity

@ Preferred Media (coakx, fiber, twisted pair,
@ Maintenance preferences

@ Greenfield installation

@ Installed base

\a Preferred vender list

\




Supervisory Control & Data
Acquisition

Communication Technology

Modbus Protocol



¢ @ eeee e

4

What is Modbus ?

An open data communication protocol developed in 1979
Published by Modicon
Open structure
Flexible
Widely known
Supplied by many SCADA and HMI software
Have OPC Servers
2 serial transmission modes:
= ASCIlI = 10 bits
= RTU (Binary) = 11 bits
Communication interface
m RS-232/485
= Ethernet (TCP/IP)



Application structure (general)

Modbus Client (Master)

SCADA HMI

RS-232/485 M

Modbus Device (Slave) Modbus DeV|ce (Slave)




Query-Response Cycle

mQuery

Station Number

Function Code

Data Bytes
(Flexible)

Station Number

Function Code

Error Check

Data Bytes
(Flexible)

Error Check

Response : ; ﬁ C




Hardware classification

Station Device: 0 ~ 255
Digital input
= Ixxxx: 4 digits for hexadecimal address (0000 ~ FFFF)
m  Ixxxxx: 5 digital for decimal address (0 ~ 65535)
Digital output
= Oxxxx: 4 digits for hexadecimal address (0000 ~ FFFF)
m  Oxxxxx: 5 digital for decimal address (0 ~ 65535)
Analog input
m  4xxxx: 4 digits for hexadecimal address (0000 ~ FFFF)
m Axxxxx: 5 digital for decimal address (0 ~ 65535)
Analog output
m  3xxxx: 4 digits for hexadecimal address (0000 ~ FFFF)
m 3xxxxx: 5 digital for decimal address (0 ~ 65535)



Two serial transmission modes

# ASCIl Mode
= Data system

ASCII character, ‘0'~'9"A~'F’

m Bits

per data unit

1 Start Bit

7 Data Bits

1 Parity Bit (Even/Odd)

1 Stop Bit

1 Start Bit

7 Data Bits

2 Stop Bit

= Error Check Field
Longitudinal Redundancy Check (LRC)

# RTU Mode
= Data system
8-bit Binary, 00~FF

s Bits

per data unit

1 Start Bit

8 Data Bits

1 Parity Bit (Even/Odd)

1 Stop Bit

1 Start Bit

8 Data Bits

2 Stop Bit

= Error Check Field
Cyclical Redundancy Check (CRC)




Modbus Message Packet

# ASCIlI Mode

Start | Station Number | Function Code Data Error Check End
1 Char 2 Chars 2 Chars n Chars 2 Chars 2 Chars
: LRC CR,LF
# RTU Mode
Start | Station Number | Function Code Data Error Check End
3.5 Char 8 Bits 8 Bits n X 8 Bits 2 x 8 Bits | 3.5 Chars
Silence CRC Silence
# Modbus Plus network
Prefixed Data Station Number Function Code Data

6 x 8 Bits

Byte 0O, 1: transaction ID — usually O

Byte 2, 3: protocol ID =0
Byte 4, 5: number of bytes following




Read/Write Modes

# Single Read/Write
# Multiple Read/Write



Basic application #1

%%

Modbus/TCP command protocol




Basic application #2

]
Modbus/TCP command protocol
Command protocol depend on serial devices







Modbus Embedded Controller

Modbus Client (Master)

SCADA HMI

P

<

Modbus protocol User-defined protocol ~'

Modbus Embedded Controller

N

Check Modbus Request

Update I/O

<4

Run User Process

</




Advanced application




Modbus Resources

http://www.modicon.com

Web page of original Modbus protocol inventor, MODICON Inc.
http://www.modbg

A community for Modbus users
http://lwww.winsite.com/bin/Info?3088

ActiveX freeware to communicate with equipments via
Modbus(RTU/ASCII) or Modbus/TCP
http://www.pmcrae.freeserve.co.uk/readregu.html

Example C code for Linux Modbus/RTU communication



Supervisory Control & Data Acqusition

Software + Algorithmization of
Control Problems

LR, ot Fetersburg, Winter, 2004



Tag Concept

o®



Reflection of real process to HMI

INLIGHT




Tags in HMI

DEE s DB b Mm@z 2t A% e

&ihlmﬁi«%ﬁ{ﬂbﬁﬁﬁﬁaﬂ%h%ﬁBE@ﬁ%&ﬁﬁ‘.

i¥! Task Desigaer: TASK1

Al A bn DO




Abstracting of engineening process parameters in HMI (Intouch,
Wonderware, RSWiew, Rockwell Automation)

—Tag

Name: | Temperature Type: |Analog | SECU”WI* v|

Cescription: |Temperature inthe Cabinet

kdinimum: IEI Scale: |1 LInits: I

hdairmuim; |1EIIZI Oiffset; IIJ Diata Type: IFIDating Faint ll

—Data Source
Type: (@ Device ( Memary
Mode Name:IDevicm J Scan CIass:IA LI

Address: |1 000.01







Reflection of engineenng process parameters in HMI

EEEOFS5Chent - [DF5Docl - GRPT - OPC 2.0]

G Fle View GServer Group ltem Test Tools ‘Window Help =& x|
Nl ™x] o | == slladyg ]| £kl p gl

[ 3 1 ode171300001; Field | Value

F Access Path

F Active TRUE

F Update ST 21/0541999 141 6min19s

F Quality Giood [192)

F Type Shart

F AccessRights  Read

F EU Type Mone

Yo 15




New concept in the industry automation.

Abstracting of engineenng process parameters of information
sources.

Real-time data from sensors: temperatures, pressures, flow, ...
(primary parameters)

State of actuators — open/close, start/stop, state of regulators
(PID): automatic/manual/off.

Value of counter, random number generator.
Messages from measunng instruments.
Secondary parameters.




Tag

-
Tag =
{

Characteristic 1,
Characteristic 2,

Characteristic N

}

Tag= Tag

{ {
ID All
Value, 4.8,
EU, “Pa’’
Description, “Pressure”,
Address, 0x140,
Channel 5

' 1




Tag abstracting by C programming language

-
stract Analog

:

IPC DA ADC - DAC
Address Address Addrass
g Dxfd0  Cxl1d2  Oxidd
Fo
Operator
Master Board =8 =H ;
|E::I 1 e
ot
[
Shannet 00 N@jl.. . ! 4 Channet 0
Channid 1 Channel T Ho Channe 1
Charme! 7 (2 Charmel 292 {2 Channe T
- -
Actuators SEnsors Aclualors

{

“Temperatire”;
32.6;

thl42;

I

char MName[NJ;
Jlsat Falue;
unsigned char Address;
nnsigned char Channel;

};

h

-

Analog




Tag abstracting by C programming language

-

stract Analog
¢
char MName[NJ;
basl Valiie;
nnsipned chay Address;
_ ; ; ; ; unsigned char Channel;
I-rir -y 1-70zd I-Ta24 rash } .
] G | S A
Sapsars Sapsore || Achussors Aot E’:Im -
2 Analog
/
“Fump State”,;
CAN;
a2
12;
A




Signal form

Analog (temperature, pressure, ...)

Digital (state of devices, input signal
in the digital form)

String (from measuring instruments,
INEsSSAges, WArnings)

Computing (average, power, profits, ...)

AnalogTag={

L

101

a5,

o

“Temp”,
D140,

& b

DigitalTag={

L

102
O,

“Eelay”,

Oxz142,
Z b

stringTag={

L

103
“Hello™,
“SMS3”,
“COM1",

1z B

ComputingTag= {

104
558,

T Awverage”,
101 )




Signal direction

§2

a1

Output
oo—

Input — signal 1s resulted from physical devices.
Qutput — signal is intended for write to physical devices.
Readable output — Input/Qutput.

Internal — resulted from other tags by specified algorithm, internal
channels, buffers.



Signal direction

Input |-=+—— Device Internal Device

Input |-«——| Device

Output [——m| Device

v

-4—| Internal

Readable Device

Output

Output |—m Device

+

—— | Internal




Popular tags

\

Analog Input;

Analog Output;
Digital Input;

Digital Qutput;

&
sy
S

S



Tag abstracting by C programming language




Analog Input Tag

(;lrlu:t Analoghput
/

char MName[IN];
float Falte;
nnsigned int Address;
nnsigned char Channel;
float LowScale;
float HighSeale;
float Los
float Hi;
float LaoLo;
flaat Him;
float Deadband;
float Max RateCQfChange;
float smoathFactar;
it AlarmAnd Event;
Jfloat Trend{M];
it TopIdex;

=S




Tag basic charactenstics

strmct An aloghprit

/
char
Jflsat
nnsignsd imt
nnsigned char

String: “Tagl™, “Tag2
Integer: 100, 101, ...
@  Physical address of
0x140, 0x144, .{.
“COM17, “CO
1,2,3, ...
41000, 41001, ...

@  Current value and attendant characteristics.

, “Temperature”, “Motor Speed”;

SOrces



Tag basic charactenstics

-

Cwrent value and attendants characteristics:
Data value VARIANT type
Time stamp FILETIME
Quality UNCERTAIN, GOOD, BAD

32.234, GOOD, 20 December, 2004 15:21:22:74

P
struct Analog npt
:
VARTANT Value:
WORD Chiclity;
FILETIME TimeStamp;
};




Tag basic charactenstics

10:12:07

GOOD




Scaling range )
struct Analoginput

:

Hoot LowSeals;

|
foat Highitcals;

Input diapasen: [nl, ml]
Output diapason: [n2, “m2

( Input - n1)

Linear scaling: Value = n2 + (m2 — n2)
ml -l

Value = -10 + (10 - (-10)) {090
4005 0

Input -nl)
ml-nl

Quadratic scaling:  Value = n2 + (m2 - nz)J{



Deadband

1 5

4 9

o 8

B b

b 5

3 3

1 1

- -

gy . : i : i} oy ; . i i ¢
e b s Ll e g L 16:51:08.35

R —— -
g s “m,_hH siraict Analoginput
e ¢
w .'nr”"m'wm"““"*ﬁr_uwm_ float Deadband,
#L-"'I'HM : i 2
¥ }) /

Deadband

CurrentValie- PrevChang: ‘ > (HighScale— LowScala
100.0



Deadband
Deadband = 0; 500ms

Timestamp 15:5:0:177
Timestamp 15:5:0:678
Timestamp 15:5:1:179
Timestamp 15:5:1:679
Timestamp 15:5:2:180
Timestamp 15:5:2:681

Deadband = 0.1V; 500ms

Timestamp 15:8:17:140
Timestamp 15:8:48:686
Timestamp 15:9:20:231
Timestamp 15:9:51:776

Value = 8.4834
Value = 8.4901
Value = 8.4305
Value = 8.4454
Value = 8.4492
Value = 8.4240

Value = 7.6986
Value = 0.8023
Value = 7.6478
Value = 0.7230

Timestamp 15:10:23:322 Value = 7.6375
Timestamp 15:10:54:867 Value =0.7939

=315



Smooth factor

B
stract AnalogTnput
/
float SmaathFactor;
2

s[i] = & * s[i— 1]+ (1— k) *5[i]




Alarms & Events

Analog alarm (HI, LO, HI HI, LO LO)

High High

-
stract Analoglnpra
/
float Lo

float




Alarms & Events

Analog alarm (HI, LO, HI HI, LO LO)

Value

HiHi

High High activated
>

Deadband

Hi

Deadband

e

<>

High activated

High activated

time



Alarms & Evenis
Analog alarm (HI, LO, HI HI, LO LO)

LO_LO =0V, LO =2V, Hl =7V, HI_HI = 9V, deadhand = 0.5V
Signal  Alarm  Signal = Alarm
91453  HILHI  2737%  OK
9519  HI HI 23881 OK
7391  HILHI 20454  OK
25113  HILHI 17078  LO

8, 2665 HI 1,379 Lo
&, 0047 HI 1,0610 Lo
#8307 HI 07523 Lo
f, 50772 HI 0,1730 Lo
g,17a60 DK -0,0945 LO_LO
54914 DK -1,0195 Lo Lo
4, 77544 DK -0,6591 Lo Lo
4,06770 DK -0,1743 Lo Lo
3,388 DK 0,0903 LO_LO
24,6399 DK 0,369 Lo Lo
22924 DK 06611 Lo
1,9501 Lo 096772 Lo
0,9729 Lo 1,607 Lo
0, 3746 Lo 1,34 32 Lo
0,0946 Lo 2, 2544 Lo

-0,16868 Lo Lo 26328 DK
-0,4191 LO_ LD 23842 DK



Alarms & Events
Analog alarm (Deviation)

Event Deviation
activated

Value

Deadband

Allowable
deviation

tpoi t/ \
| Setpoin / Deadband

Event Deviation
activated

I ] ! Time



Alarms & Events

Analog alarm (Rate of Change - ROC)

_sfif -sfi-1]
C t-t

Fate

Rate > MaxRate OfChange => ROC

' stract Analogepuit

:

float Max RatefChange;




Trend
struct Analoginput

{

Input
Device

float Value,
float Trend,
int Toplnde

Toplndex

o

The most fresh
value




Device & Connection Concept



New Concepts in Modem Automatized Control System

Tag
Device = { Tag, Tag,,..., Tagy }
Connection = { Device,, Device,,..., Devicey; }



Setup Connection




Advantech PCL-818L /H/HD /HG Data Acquisition Card Setup




Add PLC 1

x|

—Device Name

ID evicel
—Device Type
|cami v|  Seftings..
—Network Type
oY SMACWAY Settings...
— Comment




IPC

L

Operator

Channel 1

Channel 31@1

Sensors

Process,
Plant



IPC DAC ADC DAC
Address Address Address
Ox140 O0x142 0x144

L

Operator

Master Board

Channel 0 Channel 0 .
Channel 1 Of}4—— Channel 1

Channel 7 @,— Channal 31@‘ Q@ Channel 7
==

Actuators Sensors Actuators

Process,
Plant



€

Operator

RS-232/RS-485
Al Al AO AO DI/O
Sensors Sensors Actuators Actuators Sesy
Actuators
Process,

Plant



e

Operator

IPC

Al Al AO AO DIiO
Sensors!
Sansors Sansors Actuators Actuators Actuators
Process,

Plant







RS-485




-—
A

(

\

PLG
{IP-1)

4

#01

' RS-485
TCP/IP |
PLC '
{IP-2)

TCP/IP RS-485
§ |
PLC '
{IP-n)



LAN | |




Task Concept




Task =< Tag, Tag,,..., Tagy >




Task Nel

Task Ne2

Task Ne3

g oo
SN

Tag Data Base

Task NeN

N4

w




DAQ Nel

DAQ Ne2

Trend

g oo
SN

Tag Data Base

Comm.

N4

w




Realtime task (foreground task):
Period,
Continuation,
Prionty
Background task:

Continuation,
Prionty




Period

7

Continuation

A

S

A B, C - foreground task

D - background task

¢

BF) B B_)
¢ ¢
C G

D D D




B

A B, C - realtime task
- foreground task

D - background task

&,D chay
tren 1 CPU

B,C chay tren
1 CPU

® /\\Jw




Priority:
+ Absolute prionty.
+ Relative prionty - the task has when using the
operating system's multitasking features.
+ The prionties are (from lowest to highest):
- Lowest,
- Below normal,
- Normal,
- Above normal,
- Time cntical.




nhung lan phuc hoi lien tiep

Realtime Task \U/

e Scan Period: the time interval between successive retrievals of
information used by the task
e Duration is the time when you want the task to run.

+ Free Run will enable the task to run continuously,

+ Time-based will nmn the task for a given peried of time,

+ Scan-based will nm the task for a specified number of
scans (1.e., retnevals of data).
e Starting method controls when the task starts to run.

+ Immediate antomatically runs the task when the runtime
1s enabled,

+ Inactive keeps the task disabled until invoked by
command,

+ Delayed enables the task after a period of time has
elapsed from starting the runtime,

+ System Time uses the computer's real-time clock to
enable the task.




¢ Pre-task
¢ Post-task




Task Nel Descriptor

Task Nel

Task Ne2

Task Ne3

Task Ne2 Descriptor \
Task Ne3 Descriptor
Task NeN Desenptor

Task NeN










EventVectorl = {IdieThreadEvent, StopThreadEvent, Timerl, Timerl, .., Timern}
EventVector? = {ResumeThreadEvent, StopThreadEvent)}

( WorkingThread

)

Continue := TRUE;
e
Continue =~ TRUE o l
Yes SetEvent(ThreadStoppedEvent);
Event := Wait(EventVector,); |
Event
IdleThreadEvent| | seiEvent(ThreadidiedEvent);
Continue := FALSE; il S L T
'y ]
Event := Wai Vector,):
B ForegroundTask; L. = SN
2 ForgraindTses, Timer, Event
ResumeThreadEvent
< BackgroundTask L
StOpThfeadEVenl Continue ‘= FALSE:




Tagl

{
Counter++;
if (Counter = Counterl)
Counter =0;
}
Tag2
{
Counter++;
if (Counter = Counter2)
Counter =0;
}
TagN
{
Counter++;
if (Counter = Counter2)
Counter =0;




. DLL - Dynamic-link Library
. DDE - Dynamic Data Exchange
. OLE - Object Linking & Embedding

. OPC - OLE for Process Control

Device Connecting Mechanisms

DLL Mechanism DLL Mechanism

ﬂl Cache

Driver - DLL I/O Deyvice

Physical I/0
Driver - DLL functions

Driver - DLL I/O Deyvice

1/0 Device

SCADA Parallel
arare Physical I/0

functions

Tasks of DAQ

Physical I/O
functions

Access Interfaces




DLL Mechanism

DAQ Tasks

bool Config()
{

}
bool Reconfig()
{

}

float Read( DWORD Channel)
{

}

bool Write( DWORD Channel, float Data)
{

}

DLL Mechanism

bool Config( )

DLL Mechanism

DAQ Tasks

:

) “float Read( DWORD Channel)

}

bool Config()
{

}
bool Reconfig()
{

{

DDE Mechanism

1

DDE Clients, SCADA

|

DDE Sever

DDE Server

DDE Server

Computer A

I/O Deyvice

1/0 Device

I/O Deyvice




DDE Mechanism

1

DDE Clients, SCADA

~_
Computer A

DDE Sever

Computer B

DDE Server

DDE Server

Computer C

1/O Deyvice

1/0 Device

1/O Deyvice

DDE Mechanism

/

\
/

Applicationl|Topic Item3

/

L» Application

To'picl

|Item1| |Item3 | |Item3 |

” I/0 Device

Topic2

|Item1| |Item3 | |Item3 |

DDE Client

DDE Server

OLE Mechanism

OLE Client

~

Interfacel

Interface2

Functionl1( ... );

Function12( ... );

Functionl3( ... );

Function21( ... );

Function22( ... );

Function23( ... );

OLE Server

COM - Component Object Model

OLE Mechanism

OLE Client

OLE Server
(DLLL)

OLE Server
(EXE)

OLE Server

1/O Device

1/0 Device

(DLL) H [/O Device




OLE Mechanism

-

o Y

/_ In-process

o)

Client

.//""
NN,

OLE Mechanism

g

Local Remote

Computer A Computer B

A .

f2()

SCADA

IDeviceStateMgt

[TagMgt

ICallBack

1[6]

DeviceConfig

DeviceReconfig

AddTag

RemoveTag

ModifyTag

GetlListTagName

GetTagAttributes

vV & &

SingleReadTagValue

MultipleReadTagValue

SingleWriteTagValue

MultipleWriteTagValue

OLE Server

1/0O Device

1/0 Requests

O Task {;} - Empty Meth. {...} - Not empty Meth. Data direction —Call

i )
!

Single Write {

Multiple Read {;
SingleRead {... And

Control
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OPC Group Object

Clients must use group to

Collection of items.
access items.

o
X3
X3

*,
*

*,

Properties

X3

*

.
b

= Requested update rate

.
b

Percent dead band

Time bias

.
b

OPC Server Object

It is a COM object.
Collection of groups.

*
o
o<

The logical object model OPC Data Access Server

OPC
Interfaces

OPC

Interfaces

The logical object model OPC Data Access Server

OPC
Interfaces

OPC

Interfaces
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DDE (Dynamic Data Exchange): 13 giao thitc két ndi thiét ké boi
Microsoft cho phép nhitng tng dung trong mdi truong Windows géi hay nhan

dit lieu qua lai. N6 bd sung mot moi quan h¢ server — client gitra hai irng dung
dang chay. Ung dung server cung cap dir liéu va chp nhan nhiing yéu cau cta
nhitng tng dung khéc ( client ) .

FastDDE: cung cip mot phuong tién cho viéc gom tat ca nhiing DDE
message clia Wonderware vao mot DDE message duy nhét ctia Microsoft. Viéc
gom nhimng message nay phat huy duoc tinh hiéu qua va hiéu suét cao bang viéc
giam sb lugng tong cong cta nhing trao d6i DDE dugc yéu cau giita mot server
va mot client.

NetDDE: mo rong chuan Windows DDE dé c6 thé hoat dong qua mang nodi
bo hodc théng qua cic cong nbi tiép. NetDDE phai duoc ci trén tat ca cic may
tinh trong mang ma di liéu DDE can trao doi.

SuiteLink : 12 giao thitc dya trén nén tang TCP/IP. SuiteLink dugc thiét ké
dé ddp tmg nhitng nhu ciu trong cdng nghiép, nhu 1a viéc bao quan dit liu, tde
d6 truyén nhanh va dé kiém tra su c6 truyén dir lidu. SuiteLink khong phai 12 su
thay thé cho DDE hay NetDDE. M&i két ndi giita client va server dua vao tinh
trang cua mang. SuiteLink duoc thiét ké dic biét cho nhitng rng dung tdc do cao
va cung cap nhiing dic tinh sau :

- Nhirng loai dit liéu phit hop c6 thé duoc giit gitra nhitng ing dung bt
chap nhitng tmg dung nay dang chay trén mot mdy tinh hay trén nhiéu may
trong mQt mang.

- Giao thurc truyén trong mang 13 TCP/IP si dung chuan giao tiép cia
Microsoft 12 Winsock.

OPC: Nhiing b6 sung ctia OPC cho Wonderware FactorySuite bao gdm hai
phan:

- Wonderware OPCLink Server: 14 Server giao tiép gitta nhiing ung dung
SuiteLink/DDE véi OPC Server theo chuén OPC.

- Wonderware OPC Browse : duoc st dung boi WindowMaker dé quan st
nhitng OPC Server da dugc dang ky trong mot mang va cé thé tu dong tao ra
nhimg InTouch tag két n6i dén nhitng OPC item. Pé OPC Browse thdy duoc
mdt OPC Sevrer thi OPC Server d6 phai dugc dang ky ¢ trén mdy do.



OPCLink: Wonderware cung cap kha nhiéu cdc 1/O Server cua cdc hing
san xuat thiét bi trén thé gidi. Mot trong nhitng I/O Server phd bién nhat 1a
OPCLink. OPCLink cho ta lién két cic mg dung trong Wonderware véi cic
thiét bi phan ctmg. Tuy nhién dé c6 thé lién két dugc ta can phai c6 mot OPC
Server cua thiét bj dé.

I/0 Server
_ ( OPCLink)

1/0 Server
( OPCLink)

Mo hinh két ndi giita 1/0 Server va PLC.

OPCLink Server: két nbi tit ca nhiing san pham ciia Wonderware véi

OPC. N6 c6 thé két ndi cuc bd trong mdt mdy hay tir xa qua mang téi bat ky
OPC Server nao va truyén dit liéu thong qua giao thitc DDE, va SuiteLink t&i
bat ky client nao. OPCLink Server cho phép quan sit khéng gian dia chi cua
OPC Server. OPCLink Server c6 mot Topic Editor cho phép thiét 1ap céc thong
s6 két ndi tir nhitng thanh phan ciia Wonderware dén thiét bi phan ctng. Sau diy
1a d6 thi két ndi cua OPCLink Server :

Client

P,
“SujteLink/DDE

OPCLink “—ORC+
Server

B ‘ File I/0
[ Conﬁg
~Tile

Hinh 2.2 Giao thirc két ni gitra OPCLink voi OPC Server va Client

OPC Server




OPC Browse: 12 mot giao tiép cia WindowMaker cho phép :

+ Chon mdt OPC Server trong cuing mot may hay tor may khéc trong mang.

+ Quan sat khong gian dia chi ciia nhitng OPC Server bao gdm cidc OPC
item.

+ Tao tag va access name.
+ Cau hinh cdc OPC Server trong 1 méy hay tir my khéc trong mot mang.

- Duéi ddy 1a md hinh két néi mang cho viéc sir dung trong InTouch:

OPC Server
K
File 1/0
File /O " C;r.llﬁg'
w LE
InTouch BOPC
WindowMakern ll;)lvjie OPC Rrowse/Edit]

Mo hinh két ndi gitta InTouch va OPC Server théng qua OPCLink.



Computer Intouch Computer Intouch
Station 1 " Station 6

Suite Link
Suite Link

< Suite Link >

Suite Link

OPCLink

Computer
Server1

OPC

OPC Server
ZON

% Chu thich:
Cac thhna phan cla

cQm1 |:| Wonderware

Cai_dit va cau hinh OPCLink: Trudc tién ta cai dat OPCLink vao mdy
tinh:

Select Component to Install x|

Pleaze choose the /0 Server lizted below that pou would like o
iriztall.

[ 1 Mitzubishi &-5 eries w7.1.0.8 &
[T Modicon Ethernet %7 .3.0,5

[ Modicon MODBUS %7,3,0,3

[[] Matorala MDLC Gateway W7 .4.0,1

[ Modicon MODBUS Plus v7.3.0.2

[]OMRON Fins Gateway w7.0,0,15

[JOMROM Hast Link %7.1.0,2

[JOMROM SYSMAC MET %7.0,0.3

[[JOPC Tag Creatar w7 3.1.3

[JPROFIBIS FrS %7101

[ Rapid Protocol Modeler Kit 7 50,20

g Reliance Autokate Serial W7.0,05 ;l

4 Back I MNexst = I Cancel |

Ctra sO chon lua I/0O Server can cai dat.




- Chon OPCLink, chon Next:

Select Components to Install

Cira s cho phép chon cic thanh phan cai dit ciia I/O Server

- Tiép tuc cédc budc cai dit cho dén khi hoan tat qud trinh cai dat. Sau khi cai
xong OPCLink ta vao c4u hinh cho OPCLink.

# D:\BKOPC.cfg - OPCLink

Cira s6 chinh cho phép cau hinh OPCLink két ndi dén OPC Server



- Chon Configure/Topic Definition/New.

x|
Topic Mame:
MHode Mame: I _I ﬂl
OPC Server Mame: [BK_OPC_SERVER = Alossse |
OFC Path: IDE‘-.-‘ICE'I .Tagl. Help |
Update Interval:  |200 ms Enable access to update interval [
Foke asynchronouszsiy 1= Befresh after poke I
Foke mode Lifecheck Settings
" Contral mode Lifecheck ml
" Transzition rmode
" Full optimization Tiim=out: ID ms

Cira s6 nhap cdc thong sb can thiét két néi dén OPC Server.

- Topic Name: 12 tén c4u hinh cho OPCLink.
- Node Name: 1a tén ciia mdy tinh chay OPC Server.
- OPC Server Name : 12 tén ctia OPC Server ma OPCLink s& két ndi dén.

- OPC Path : 1a duong dan dén nhiing tag cua thiét bi nam trong OPC
Server.

Dé gidm sat mot diy chuyén san xuat thi viéc tao mot giao dién HMI md ta
hoat dong cua mot day chu’yén trén mdy tinh s¢€ tao diéu kién thuan loi cho
ngudi van hanh hé théng c6 thé quan sdt qud trinh thuc thi mot céc truc quan va
linh dong hon. Wonderware cung cap mdt cong cu rat manh dé xdy dung giao
dién HMI d6 chinh 1a InTouch.

- Sau ddy 12 md hinh két ni cia Intouch trong hé théng: [1]



% InTouch Development

(SRR

InTouch Runtime InTouch Runtime Factory Focus

— I/0 Server
=1 OPCLink Server
p===

PLC Network |

o o o

- Ta thay InTouch sé& lién két v6i thiét bi phan cimg qua I/O Server. Cu thé
1a OPCLink Server. Trong d6 InTouch sé& phan ra timg phan riéng biét, mdi phan
s€ thuc hién mot cong viéc nhéat dinh.

Céc_thanh phin trong InTouch: Coéng dung cia InTouch 1a cho phép tao ra

nhitng giao dién HMI. Véi InTouch ngudi sir dung c6 thé tao ra nhirng tng dung
manh khai thidc dugc nhiing ddc tinh cua hé diéu hanh Windows bao gém
ActiveX Control, OLE, hinh anh, hé théng mang va con nhiéu hon nira. InTouch
bao gom 3 phan chinh 1a Application Manager, WindowMaker va
Window Viewer.

Application Manager: cho phép quan 1y tit ca nhitng tng dung di tao ra.

WindowMaker: 12 modi trudng phat trién tmg dung. Cho phép tao ra nhiing

object v6i hinh anh cta cdc thiét bi ciing nhu ddy chuyén. Nhimng object nay c6
thé lién véi cdc thiét bi phan cing thdng qua I/O Server va lién két véi cic img
dung Window khéc.

Window Viewer : 13 mdi trudng thuc thi, diing dé hién thi hoat dong thiét b

hay day chuyén san xuat ma ta da tao trong WindowMaker.



XAy dung giao dién HMI bing InTouch




